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OPTI CAL RECORDHOBS MEOR-LONG
TERM DATA STORAGE
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Optical media have long been and remain a reliable option for archival
storage. The only problem with their widespread use isitfiget ability

to meet the requirements for the storage of -gvewing volumes of data,
which today cannot be fully implemented. If optical recording technology
can provide at least tens of terabytes XOf capacity on a standard disk,
then optical recording can be considered as a promising solution for
archival storage [1]. The main disadvantage of modern optical recording
systems is the low recording density, which leads to the high cost of
storing d&a on optical medial he main problem with the limited capacity

of optical media is the inability to reduce beyond the diffraction limit the
diameter of the laser beam, which is used to record and read information.
The task of overcoming the optical diffteon limit and increasing the
resolution of optical recording systems, and thus increasing the capacity
of optical media, is a key task for integrating optical storage technology
with trends in information technology, such as storage and processing of
large volumes of data and cloud storage.

The use of longield optical systems for recording significantly limits
the surface density of information recording, but allows to create-three
dimensional (multilayer) media. Currently, the possibilities of crgatin
threedimensional optical (3D) storage technologies are not widely used,
except for the creation of two and thyleger optical discs E4]. An
important task that determines the widespread use of optical discs is the
creation of media that provide bothigh recording density and long
storage life When creating optical media for lotgrm data storage, two
central questions emerge. The first of these concerns the material of
storage media likely to last long enough to convey a message to long
enough pend of time into the future. Nowadays special class of
microfilms and optical distype media of with substrate made of
synthesized materials are developed for {tergn storage of information
issue. The organizing of the modern distributed informationegayst
structure includes an analysis of the processes of working withrdate
at the workstations and storing of détarest at the servers storage and
cloud services as it is shown at the Fig. 1.
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Optical media is supposed to be highly perspective tygatain-rest
or ficold datao reliabl e -sdalenesearcl . I
is being carried out to create special optical media for-teng data
storage based on the use of highly stable materials and recording methods,
which support dferent approaches of digital readingTh
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Fig. 1. Distributed information system structure
Faced with the lack of suitable options for storage device production,
researchers around the world haveenmebraced the esof chemically
stable highstrength synthetic materials as adequately durabletknng
storage media base. The second crucial problem when creating digital
media concerns the choice of the form for the presentation and coding of
data to be recorded whidéh relevant both to ensure the reliable laagm
data storage system building and to ensure the unauthorized access
preventionThe fact that the possibilities of optical media for storing large
amounts of information are far from exhausted, evidencedebgnt
developments of optical media, which are based on the use of
nanocomposite materials and néiald recording method [ -80].
Possibilities of creating optical disks of standard sizes with a capacity of
up to 700 TB have been reported [11]. Speeiténtion is paid to the
creation of optical media for lorAgrm storage of large amounts of data
[5, 11]. The most impressive results in the creation of such media were
achieved by Microsoft, which in the framework of the Project Silica



project proved tb possibility of longterm storage of data in the volume

of quartz glass. The recording is performed by a laser beam by deforming
the silicon lattice to create layers of thdienensional "records” in the
thickness of the glass. To reproduce the infornmatécorded in the glass,

a machine learning algorithm is used, which decodes the inhomogeneities
created by the rays of polarized light [12].

For longterm data storage (almost perpetual), optical media have
significant advantages over other types of medihe size of this
particular market segment is small compared to the general market of
archival repositories [13]. To organize leteym data storage, special
types of optical media must be created]5,

The crucial problem when creating leteym data strage media
concerns the choice of the form for the presentation and coding of data to
be recorded. It is even more challenging than choosing materials for
storage media. To estimate the service life of storage devices, accelerated
tests can be used. Howey these methods are not applicable when
justifying the choice of presentation and coding methods for data subject
to longterm storage. It is proposed to record information on-teng
storage media by means of placing diminished graphic or textaajeisn
onto the medium, which can be read by optical systems using appropriate
magnification. The advantage of this way of presentation is that
subsequent retrieval of informati on d
devices or software. The optical resolutiomuiged to read the data is
defined by the diminution used for recording. Such data presentation is
used on several types of sapphire and metal discs [5,7]. Presenting data as
microimages complicates their processing and lowers the processing
speed. To ensa high durability of longerm storage of information, it is
proposed to use ndrinary codes working with digital data on a symbol
level, e.g. with bytes of information. Ndsinary codes are used in
channels with grouped errors as components of casaatés ¢o ensure
error control on variewd,t waEss)ofl 7agpt i
coding method was chosen due to the fact that it had been widely and
successfully used to produce billions of copies of compact discs of
various types.

Improvenents in optical discs development area allowed to increase
volume of the storage. However, mentioned technologies are approaching
fundamental limits. In particular surfastorage optical recording
technology is characterized with diffraction limit whiled-dimensional
data storage systems resolution depends on the laser beam spot size that is
focused onto an optical disc surface. In order to increase media density
one should decrease the spot size. Therefore volumetric optical recording
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has been developéd overcome the limit of density. Nowadays, there are
two different methodologies for approaching thdémensional optical
data storage: one is hologram data storage and the other is three
dimensional biwise structures which could be presented as wdegcd
optical disc systems. Three dimensional-vhite optical data storage
offers the potential for high recording capacity because bit information
can be stored at different layers within a certain volume of the recording
media. The information is codéal the form of micrespots located inside
of the substrate material. Thereby thtBmensional optical data storage
using a nonlinear optical process are demonstrated to be most productive.
Research into the development of optical memory systems is also
aimed at providing additional levels of security when storing large arrays
of information. An example of such a medium is a new optical medium
based on transparent glass ceramics (TGC) with photoluminescent
nanocrystals LiGa508: Mn2 +, on which it is po$silbo record and
reproduce data in the mode of photon capture / radiation. Highly ordered
nanostructure of the material provides recording with high resolution and
low error rate. The high transparency of the developed volumetric
recording environment magket possible to 3Ebptical data storage and
increase the level of information security by multiplexing signals,
reproduction in intensity and wavelengitd].

CONCLUSIONS

1. Optical media have long been and remain a reliable option for archival
storage. Tie only problem with their widespread use is the limited ability
to meet the requirements for the storage of-gvewing volumes of data

2. Volumetric optical recording has been developed to overcome the limit
of density The development of optical menyosystems is also aimed at
providing additional levels of security
3.As the data coding method, we propose to use-himery codes
working with digital data with grouped errors as components of cascade
codes to ensure error control, which are used to pedampact discs.
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Introduction

Among the criteria for evaluating the condition of universities and
scientific institutions, the international activity level assessment of
researchers in state scierttifiorganizations and teachers of higher
educational institutions is becoming more and more influential. For this
purpose, various ratings are developed based on certain indicators of
international activity. This is especially important when investing in
scientific research by the state because the importance and relevance of
such research are largely determined by the international evaluation and
recognition level. Today, one of the most important indicators of the
international activity level of a scientifiinstitution is the number and
quality of scientific publications placed in the most prestigious
international bibliographic databases.

Collection and processing of such information require significant time
and resources, given its size ataily replenifiment, variety of storage
formats and access to information repositories. Therefore, the task of
collecting, processing, consolidating and analysing the bibliographic
information and assessing the international activity level of researchers in
state scieliic organizations and teachers of higher educational
institutions is a task of processing big data and requires special
approaches in the construction of specialized software systems for its
solution.
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System Architecture

The peculiarity of the presentegpproach is the creation of an adaptive
software system for collecting and processing consolidated information,
which accumulates data on the international activities of individual
researchers and institutions with the possibility of flexibly expanding the
number of information sources depending on the request.
Since the system is focused orlamngingnumber of sources, which

differ in data structures and interaction interfaces, the main requirement is
the creation of a flexible architecture with the pbsiy of constant
modification for minimal costs and the inclusion of new data sources,
exclusion of old and no longer needed, and modification of relevant ones.

The systemds microservice architectu
deployed services. Eadf them is responsible for a certain task and can
be changed, suppl emented and expanded.
parameterso adaptati on according to t
achieved by a generalized flexible data model, ewveented
microservice architecture and orchestration of software services.

Microservice architecture with the distribution of services according
to the functional purpose is the basis of the implementation. This is due to
the need to expand the functionality of the sgstvithout interfering with
existing components. In addition, higher flexibility is needed when
scaling the system to increase the throughput. The interaction of software
services within the system and the organization of information flow is
based on evendriented architecture. This is due to the need to maintain a
high throughput of the system for processing and supporting a large
number of users and fAheavyo (in ter ms
the system [3].

Conclusions

The developed system proeisl an opportunity to collect information
about the international activities of individual researchers or institutions
from heterogeneous (in terms of storage form and composition) sources.
The set of information sources of the system can be expanded withou
interfering with the operation of other components. Each data processor
can provide only partial data, which is supplemented by other
components. The system adapts to the user's request in such a way that
data is taken only from those sources that nfeetéquest's requirements

and can satisfy them.
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Also, the system is characterized by load adaptability and high
throughput, which is achieved due to the use of modern approaches in the
organization of the software system architecture.

The system providessars with a single point of entry for requests,
information and analytical information on the international activities of
both individual researchers and institutions.
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Function Function Category [T

Unique Unique
Identifier Identifier
Tdenuify IDAM | Asset Management
IDBE | Business Environment
DGV | Governance

IDRA | Risk Assessment

IDRM Risk Management Strategy

IDSC | Supply Chain Risk Management
Protect PRAC | Identity Management and Access Control

PRAT | Awareness and Training

PRDS | Data Security

PRIP Information Protection Processes and Procedures

PRMA Maintenance

PRPT Protective Technology
Detect DEAE | Anomalies and Events

DECM | Secusity Continnous Monitoring

DEDP | Detection Processes
Respond RSRP | Response Planning

Rs.CO Comnmnications

RS.AN | Analysis

RSMI | Mitigation

RSIM | Improvements
Recover RCRP | Recovery Planning

RCIM | Improvements

RCCO Commumcations

t d iz dits®H tigbersecurityfFramewori2]

RECOVER (RC) Recovery Planning (RC.RP): RC.RP-1: Recovery plan is executed
Recovery processes and during or after a cybersecurity incident
procedures are executed and
maintained to ensure restoration
of systems or assets affected by
cybersecurity incidents.

Improvements (RC.IM): RC.IM-1: Recovery plans incorporate
Recovery planning and processes | lessons learned
are improved by incorporating
lessons learned into future
activities.

RC.IM-2: Recovery strategies are updated
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Nowadays, malware authors are creating ever more advanced and
sophisticated malware that is almost impossible to detect using static
analysis. Even when sing dynamic analysis, a malicious file can
recognize being executed by the virtual environment and change its code.
The aim of this work is to implement the process of collecting and
processing behavioral characteristics for a set of differenfikesebased

on a dynamic analysis system, where the file is not able to detect being
observed and can show its nature. Also, based on the collected data,
machine learning models have been built and experiments have been
carried out with training and test sets.

Keywords malware dynamic analysis, virtual machine introspection,
feature selection, hypervisor, malware detection

Introduction

Malware analysis can be performed using both static and dynamic
methods. As a rule, dynamic analysis is more efficient way termée

the functionality of the analyzed program. However, the success of
detecting a malicious file depends on the type of a software agent
responsible for collecting data and their completeness during dynamic
analysis. Therefore, malware authors egbgirtprograms with the ability

to detect the agent and bypass such systems. As a result, a malicious file
may recognize that it is running on an isolated system and delay its
launch, or change its behavior to mislead the analysis system. Therefore,
it is critical for dynamic malware analysis systems to provide a real file
execution environment with hidden monitoring capability to hide the
presence of executable data collection pattern.
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In this work, we used the Drakvuf Sandbox malware analysis system
[1], which allows you to track malware at the user and OS kernel levels
without the need to install an agent in the guest OS. The system is built on
the Xen virtualization platform, uses the LibVMI API and the DRAKVUF
engine.

Dataset Construction

In the experimat, the training set includes 240 files, 120 benign and 120
malicious. The test set includes 100 files, 50 benign and 50 malicious.
Using Drakvuf sandbox, each .exe file was launched on a windows 7
virtual machine. For five minutes the dynamic analysistesysreads
internal kernel functions used by kernel drivers, tracing system calls, file
operations like file creation and deletion made by malware. Thus, we get
a .txt file with the detailed behavioral profile of the executable file in
dynamics. Each linenithe .txt file corresponds to one action that takes
place in the operating system during the execution of the executable file.
This action is represented as a dictionary data type in python. There is a
set of parameters and their values. The followirgni€xample of such an
action:

{"Plugin": "filetracer", "TimeStamp": "1657826673.189062", "PID": 560,
"PPID": 436, "TID": 572, "UserName": "SessionID", "Userld": 0,
"ProcessName":
"\\Devica\HarddiskVolumeRWindows\System32svchost.exe",
"Method": "NtOpenFile", "EventUID": "0x8c8", "FileName":
"W?2AC:\\Windows\System32DriverStora\enUS\\",

"ObjectAttributes": "OBJ_CASE_INSENSITIVE"}

ProcessName The name that the system uses to identify the process to
the user

Method- contains functions from thWindows library ntdll.lib

FileName- the name of file that the system is using in a certain moment

In the end, 340 .txt files have been collected with the result of dynamic
analysis for each .exe file.

Feature Selection

Now that we have the results ofrdymic analysis, there is a fundamental
task of collecting and processing data. Based on these data, the final
matrix will be formed, which will be sent to the SVM machine learning
algorithm. For analysis, 3 parameters were selected (Method, FileName,
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ProcessName), which contain significant information about the action
taken in the operating system. To form the features on which SVM is
trained, the Ngram method is used, where transition probabilities are
used to build a Markov chain instead ofgtams as th basic data
representation. The following subsections will describe the process of
generating the final matrix based on each of the 3 parameters.

Par amet er i Met hodo

The first step in feature generation is parsing data from all .txt files. We
received 34@rrays of the following form:

[ Nt OpenFil e, Nt CreateFile, €, Nt Wr

It turned out that in all .txt files the Method parameter takes only 7
unique values: NtReadFile, NtWriteFile, NtCreateFile, NtOpenFile,
NtSetinformatonFile, NtQueryAttributesFile, NtOpenDirectoryObiject.

Let's show the principle of formation of the final matrix on the
example of the sequence of values (1). Based on such an array; a two
dimensional quadratic adjacency matrix of 7*7 dimensions is comstiuc
and for each pair of values in the matrix we counted how many times the
first value immediately followed the second.

Our Markov chain can be represented as a graph in which the vertices
are the states of the process (all possible values of the Medhachgter),
and the edges are transitions between states) aisdwritten on the edge
from Eto E- the probability of transition from one value to another. As a

result, we get a quadratic transition matrix ® , dimension 7*7, on

which the fdlowing conditions are imposed:
D mh

JE / p
Further, this matrix is converted into a vector form and completed into the
final matrix.

Par ameter AFi |l e Nameo

After parsing all .txt files, it turned out that there are 25440 unique values
of the FileName parameter. It would pessible to build the final matrix

in the same way as in the case of the Method parameter. However, in this
case, the adjacency matrix will be very large (25440 x 25440) and the
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dimension of the final matrix will be (340 x 647 million), which is too
largefor the power of modern computers. In addition, most of the cells in
such a matrix will be zeros. Therefore, the problem arises to choose a
smaller number of the most significant features.

To form a set of such features, a method is used where values tha
occur in total the most times in all .txt files are taken. So, 3 final matrices
with different dimensions were formed based on 3 sets of valudse
FileName parameter. The first set contains the 88 most common values.
The second is 326 and the thisd712.

Par ameter AfProcessNamebo

The array of unique ProcessName parameter vabm#tains 312
elements. However, most of these elements are vahatscontain the
name of the .exe file being launched. That is, such a value is found only in
one .txt fle out of 340, which means that it is not of a particular value
when training a machine learning model. Therefore, from the set of 312
unique values, those that contain their own file names were removed. The
resulting array had 65 elements. Based on skits adjacency matrices
with dimensions (65 x 65) and one final matrix were built for each .exe
file.

All three parameters

After the formation of all the final matrices, the idea arose to make a
model that would be based on information not only from omameater,

but from all three at once. Each .exe file corresponds to a vector of
numeric valuesthat describes the nature of the file. The final matrix
consists of such vectors. To combine three vectors from three different
matrices, we can sum these vestaogether. Then one, the most
Acompleted in terms of information
such a matrix, the following final matrices were taken: a matrix based on
the Method parameter with 7 features, a matrix based on the ProcessName
paraneter with 47 features, and a matrix based on the FileName
parameter with 88 features.

As you can see, the dimensions of the three matrices are different, and
in order to sum the vectors, we need to achieve the same dimension. For
this, the principal comgnent method was used, with the help of which the
ProcessName and FileName matrices were reduced to the dimension of
the Method matrix.
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Training and Metrics

Machine learning models are trained using the SVM algorithm with a
square exponential kernel. Thagorithm hyperparameters are selected
using crossvalidation. The test final matrices were formed based on the
features that were obtained from the training set. As an assessment of the
accuracy of the models under studysdére is used, which is a joint
assessment of such metrics as precision and recall. Also, for the analysis
of the models, the plots of the roc_auc and pr_auc curves were used.
Table 1 shows the results of the accuracy of all models. All models
demonstrated fairly high accuracy ratesdtbmetrics.

Table 1
F score Precision Recall
o 1 o 1 o 1 Roc_AUC Pr_AUC
Method 7 0.9230 09166 0.8888 0.9565 0.9600 0.8800 09747 0.9608
ProcessName_47 0.9411 0.9387 0.9230 0.9583 0.9600 0.9200 0.9659 0.9432
FileName 88 0.9320 0.9278 0.9056 0.9574 0.9600 [ 0.9000 0.9676 0.9420
FileName_376 0.9607 0.9591 0.9423 0.9791 0.9800 0.9400 0.9773 0.9628
FileName 726 09183 09215 09375 0.9038 0.9000 0.9400 0.9828 09764
F88+P47+M_7 0.9491 0.9447 0.9438 0.9506 0.9545 . 0.9390 0.9860 0.9880
Conclusions

In this study, we have created 6 machine learning models: 3 models based
on the FileName parameter, a model based on the Method parameter, a
model based on the ProcessName parameter, and a modebidwsedson

all three parameters at once. Out of these three parameters, the FileName
parameter turned out to be the most optimal one in terms of its ability to
detect malicious files. Namely, the model containing the average number
of features- 376. It shaved the highest 8core metrics and almost the
best vduesof the roc and precisierecall curves. Based on this, it can be
argued that not always a model with a large number of features will show
the best result. It is necessary to find the optimal set of features, since the
stage of their formation is pbably the most important step in the process

of detecting malicious files. It is also worth noting the high performance
of the model based on three parameters. The idearoming the vectors

of three adjacent matrices justified our expectations, siroe t
performance of the roc and precisi@tall curves turned out to be the
highest among all models. It is also worth noting that despite the fact that
the model based on the Method parameter has only 7 features, the
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accuracy results were at a sufficieevél among other models with a lot
more features.
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All known algorithms of cryptographic systems, which have the property
of interference resistance, are based on codes that detect and correct
errors. The study of stochastic codes for their use gorithms of
cryptographic systems are proposed in this work. For stochastic codes,
there is a "copy" decoding algorithm, when for two or more vabies

code block of a stochastic code, including (n; h) - a code with the
detection of errors that erthe same during their transmission, it is
possible to carry out joint decoding of the extended code with bug fixes.
At the same time, the number of errors corrected in a block of extended
code significantly exceeds the number of errors correctedahitoeach
block. To simplify the comparative analysis, a recalculation was made
from the given value Pq to the value of the probability of twisting the
binary symbol b for different degrees of error grouping, which is
estimated according to the Portowdel with the coefficient a.

Keywords: stochastic code, cryptographic protection, probabilities of
distortion in the channel, err@orrecting codes, error bursts, decoding
mode

Introduction

The introduction of moderninformation technologiesnto the eveyday
life of societyhascausedproblemsin ensuringinformationsecurity. One
of the solutionsto this problemis the widespreadiseof cryptography. At
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the moment, strict technological requirements are imposed on
cryptographicalgorithmsnot only in termsof stability, but alsoin terms
of speedandeaseof implementatior{1].

Increasedpeedequirementareassociateavith the needto maintain
high performance of automated systems after some protection
mechanisms are built into them. The simplicity of hardware
implementatioris necessaryo reducethe costof encryptiontools, which
will contribute to their mass application and wider possibilities of
embeddingn portableequipment. Due to the specificity of information
presentationn digital devices,block ciphersareof greatestnterest.

All known algorithms of cryptographic systems,which have the
property of interferenceresistanceare basedon codesthat detectand
correcterrors[2].

Thus,interferenceresistantcrypto-algorithmshavehigh requirements
for hardwareimplementation,operationspeed,memory, crypto-security
andjam-resistancewhich directly dependon the propertiesof the applied
codealgorithmsthatuseartificial redundancy.

Statementof researchproblem

The construction and properties of error-correcting stochastic
codes

In the 1980s, work was started on the creation of a new design of codes
that fit into the structure of existing data transmission networks, with the
aim of increasing the technical and economic effecerwtransmitting
information through communication channels of different quality. As a
result of the work, designs and algorithms for coding (decodingjtbf
stochastic codes with error correction based on forming binary codes for
communication channets different quality were create@][

The basis of the code is q 222it means that the binary length of the
g-symbol is 32 bits, the number of such symbols in the block is n and n
k[3].

The probability of error 3] decoding stochastic-cpodes does ot
depend on the type and nature of twists and is mainly related to the value
of g as in the error detection mode (n; h) - ode (with one redundant
symbol), and in error correction mode. With the selected base g, the
probability of an error after decod) does not exceed any type of twists

t errors< q-1: 2_32 < 109 (1)
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The number of corrected errors t is related to the code distance d of
the original binary code by the ratio
t =d- 2 and approximately corresponds to the number of correcters e
of the ReedSolomon code with the same parameter&.n

Decoding (and encoding) uses only binary operations wittthq
symbols [4].

Furthermore, for the code (16,15) at q £ e number of binary
encoding (decoding) operations is 16 per blockeofth 16*32 = 512
bits [5].

The value of the probability of successful decoding of the code block
t (1) rom the first transmission and the effective speed, calculated by the
formula:

ker
Ref =ant ®3)

N;“ N, 7 are the number of received and transmitted tdpobspectively.

For stochasticcodes thereis a "copy" decodingalgorithm, whenfor

two or morevaluesof a codeblock of a stochastiacode,including (n, n -
1) - a code with the detectionof errorsthat are the sameduring their
transmissionjt is possibleto carry out joint decodingof the extended
code with error correction. At the sametime, the number of errors
correctedn the block of extendedcodesignificantly exceedghe number
of errorscorrectedin total in eachblock, for example,if the sourcecode
correctst = 2 errors, thenwith 2-- repetitionsof the sourceblock in the
extendedblock atleast6 twisted g-ic symbolsare correctedwith three
repetitions- at least10 symbols,etc. At the sametime, the guaranteef
thereliability of the decodednformationis preserved.

The copy decoding mode is most promising in simplex radio channels,
especially with low quality of the communication channel, including with
intense radio interference, as well as in duplex channels with joint
decdaling of not previously decoded and repeated blocks.

Temporal ("pace") characteristics depend both on the effective speed
of the Ry, and, at the same speed, on the probability of the block being
delivered from the first (second, etc.) transmission [3].
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Comparative characteristics of stochastic codes with error
correction, and obtained results of hardware and software tests

During the tests, the value$ the probability of twisting in the channel of
the gth symbol B [were set twisted randomly on average every second
(1/2), every fourth (1/4), etc. -tth symbol]. To simplify the comparative
analysis, the calculation from the given valug, cPthe valie of the
probability of twisting the binary symbol Hor different degrees of
grouping of errors is estimated according to the Purtov model with the
coefficient a (Oi independent errors, 0i3weak grouping in the leading
channel, 0.5 strong groupingn the radio channel.

Conclusions

The obtained results reveal the possibility of using codes with natural
redundancy in information systems of various purposes, in which there
are strict requirements for the security of the processed information in
condifons of noise of communication channels, as well as for the
hardware in terms of minimizing its size, cost and energy consumption.
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