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HNIATPUMYIOTH IPOLIECHU YIIPABJIIHHSI
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IHCcTHTYT IpOGITeM peectpanii iHpopmanii HamioHansHOT akagemii Hayk
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BuzHaueHo NoHSTTS (yHKLIOHAIBHOT CTIMKOCTI iH(QOPMALIIITHUX CHUCTEM,
omepariiHui MK, mo i Xapaktepuzye. OOroBOPIOIOTHCS IIISAXH
3a0e3neueHHs (QYHKIIOHAJIbHOI CTiMKOCTI iH(opMmaumiiHUX cucTeM, a
TaKO>X 0COOJIUBOCTI OLIHIOBAHHS IIi€i BIACTUBOCTI.

KoarouoBi cioBa: indopmaniiina cucrema, (yHKIIOHAJIBHA CTIHKICTB,
JKUBYYICTb.

Beryn

OynkuionyBanHs Outbiocti iHGopmaniitnux cucrem (IC), mo 3amisHi y
mpoliecax yIpaBiiHHS, BiIOYBA€TbCA 3a YMOB IOCTiiHOT B3aemomii i3
MEepMaHEHTHO 3MIHHMM 30BHIIIHIM cepefoBHIIeM. Baromy dYacTHHY
TaKUX B3aEMOJII} CKJIa/Ial0Th PI3HOMaHITHI iH(pOpMaIiitHi KOH(IIKTH, SKi
CYTTEBO  BIUIMBAIOTh HA  JIOCSTHEHHsS  3arajbHOCHUCTEMHOI  IiJIi.
[HpopmarmifiHi KOHQIIKTH MOXYTh TPHU3BOIUTH [0 pPYyHHYBaHHS
iHpOpMAaLiHHUX pecypciB, TOPYIICHHS pErIAMEHTIB B3aEMOZIl Ta
MTaTHAX 1HQOPMAIIHHUX TIPOLECiB, BHACTINOK YOTO TOPYIIYETHCS
BUKOHAHHS CHUCTEMHHUX 1 IPUKIaTHIX QYHKIIH, 1 BIAIOBITHO BUHUKAIOTh
MOPYIIEHHS! B YINPaBJIiHHI, SKI MOXYTh NPEACTABIATH  MNOTEHLIHHY
3arpo3y JIIOJICBKOMY JKHTTIO W HaBKOJHMIIHHOMY CEpElOBHILY Y pasi
KPUTUYHOCTI ~ 00’e€KkTa  ympaBiiHHA.  IMOBIpHICTP  BHHUKHEHHSA
HA/I3BUYAMHNUX CHUTYyaIlill, JTIKBiZallis SKUX MOXKE MOTpeOyBaTH 3HAYHHX
MaTepialbHUX 1 JIIOJCBKUX PECypciB, 3MYIIye, OIIHIOIOUH PH3HKH iX
peaizariii, po3po0JiATH 3aco0U MPOTHO3YBAHHS, PAHHBLOTO BUSIBJICHHS Ta
MOTIEPE/DKEHHS, MPOTHAIT  pyHHIBHMM  iHGOpPMamiiHUM  BIUTUBAM
30BHILIHBOTO CEPEOBHIIIA.

OCHOBHA YaCcTHHA

IC croromHi € HaBaKJIWBIIUM IHCTPYMEHTOM 3abe3reueHHsT Oe3rmeKu
(yHKIIIOHYBaHHA  O0’€KTiB  ympaBIiHHSA,  30KpeMa  KPUTHYHUX
iHppacTpykTyp. )i YHUKHEHHS TOPYIICHh B YIPaBIiHCHKHUX IpOIecax



HeoOxigHo 3abesmeuntd HasBHiCTH y IC Takoi BiacTHBOCTI, SK
¢yHKIiOHaNbHA  CTiHKiCTh, M0 po3Bossie IC  36epiratm  i/abo
BIJIHOBJIIOBATH BUKOHAHHS (PYHKLIH B yMOBaxX pi3HOTO poay 30YpIOIOYHX
BIUIMBIB, MIHIMI3yIOUM PH3HMKH IEPEX0ay B aBapiiiHUi (HeOe3rneuHHi)
ctan [1]. Lle iHTerpanbHa BIACTUBICTH, sKa mependadae HasBHICTH B 1C
MICBHOTO PiBHS HAIHHOCTI, BIIMOBOCTIHKOCTI, )KUBYUYOCTI Ta OC3MEKH.

OYHKIIIOHATBHY CTIMKICTP MOXHA XapaKTepH3yBaTH HACTYITHUM
omepamiiHIM IHMKIOM €2, IO BKIIOYA€ OIepalii HMpOTHO3YBaHHI Wy,
TOTIEPE/DKEHHS W,, BHUSBJICHHS Ws, JOKamizamii w,, 130amii ws,
TapUPYBaHHI W BIIMOB, TpOLENYyp pPEeKOHQITyparii W, i BiIZHOBICHHI
inpopmarii wg . [ToCmiOBHICTh 1 4acOBi MeXi omeparliii 3aJieXarth Bij
cnenudiku gaedextiB i ocobmuBocteit IC. Jlnsg pisHUX Ne(EKTIB TaKOX
MOJKHA BHU3HAYMTH BIIIMOBIMHI ONEpAIliifHI I[MKJIM, TaK, HAPUKIA, IS
YPa3IHUBOCTEM IPOrPAMHUX KOMIIOHEHT Ma€MO [2]: Wy,;.i— IPOTHO3YBaHHS
MOJIIMBHX XapaKTePHCTUK aTak Ha IF0 ypa3iHuBiCTh (MOJKIUBICTH,
crocib, 4acoBi NMapaMeTpu); Wpyp— HONEPEIKEHHS BTPYHaHHS; Wyz—
TETEKTYBAHHs aTaK¥ Y€PE3 KOHTPOJIb BXiTHAX JAHHX; W, JIOKATi3aIlis
(izonsALisl) KOMIIOHEHTH, Ha AKY 3/illCHEHa aTaKa; Wy,,— PeKOHpiryparis,
10 3a0e3MeYnTh KOMIIEHCAI[II0 MOXJIMBOI BiJIMOBHM BHACII/IOK aTaku Ha
YPa3JMBiCTh; Wpyg— TIPOIOBKEHHS BUKOHAHHS OMEpalii cepsicy i BUOip
CTalioOHAapHOI KOHDIrypaii.

OyukiionanbHa crifikicte [C mpu mpoekTyBaHHI 3a0e3MedyeThCs
TPaIUIfHO BBEJCHHSM II€BHOI HA/JIMIPHOCTI; BIIPOBA/KCHHAM CHCTEMH
BOYJIOBAaHOTO  KOHTPOINIO; (OpPMYBaHHSIM KOHTYPY 3aXHCTy BiJ
HETATHBHUX BIUIMBIB 30BHIIIHEOTO CEPEIOBHINA, BUKOPHUCTAHHIM
KOMITOHCHTIB i3 MiJBUIIECHIM DPiBHEM 3aXUIIEHOCTI i HamiiiHocTi. Ta Ha
Kajb, JOJATKOBAa HAAMIPHICTH BeA€ MO TOTIPLUICHHS TEXHIKO-
ekoHoMiuHuX XxapakTepucTuk IC. CHcTeMH KOHTPOJIO BiICTEXKYIOTH
3aIaHAN psAJ| TapaMeTpiB, ajie He 3aBXIu  3a0e3MeuyioTh aIeKBAaTHY
peaxiilo Ha HemTaTHy CHTYyaIilo, 0 TOTO J HE 3MEHIIYEThCS
HMOBIpHICTP BHHUKHEHHSI TakuX cuTyamii. KoHTyp 3axmcTy MiHIMI3ye
BIUIMB 30BHIIIHIX (DaKTOpPiB, ajie MOBHICTIO WOro HE BHUKIIOYae. Buoip
eJeMeHTHOI 0a3u 3 IJBUINECHHUM pPIBHEM 3aXWIICHOCTI W HaIIHHOCTI
migBuinye BimMoBoctidikicte IC, Ta He 3abe3meuye (QyHKIIOHATBEHOT
CTIHKOCTI, KOJIM BiZIMOBa BXKe CTajacs.

Jus ouinroBaHHS (yHKIIOHANEHOI Oe3neku [C BHKOPHUCTOBYIOTHCS
pi3Hi npouexypu 1 TexHikH [2—4], sKi HEZOCTATHRO CHCTEMAaTH30BaHI W
Y3ro/DKCHI 32 BXIJHMMH 1 BUXITHMUMH mHapamerpamu. s miHimizamii
PHU3WKIB HETOYHOTO OIiIHIOBAHHS HEOOXiTHO BU3HAYUTHCH 3 TIOPSAIKOM iX
CYMICHOTO i1 TTapajelbHOTO BUKOPUCTaHHS.



BucnoBku

OyHKITIOHATBHA CTIHKICT € BOYKIHBOIO XapakrepucTukor 1C, sKi 3amisHi
B TIPOIIECcax YIPaBIiHHS, A 3a0€3NeUeHHs 1 OMiHIOBaHHS AKO1 IMOTPIOHO
3aCTOCYBaHHS CIEIialbHUX METOMIB, IO 0a3ylOThCS Ha 3aCTOCYBaHHI
IIBEpCHOCTI, MEXaHI3MiB IiJBUIIECHHS >XUBYYOCTi, NMPHHIOUIIB Oararto
mapaMeTPUYHOI aanTarii 10 BiqMOB TOIIIO.
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Optical media have long been and remain a reliable option for archival
storage. The only problem with their widespread use is the limited ability
to meet the requirements for the storage of ever-growing volumes of data,
which today cannot be fully implemented. If optical recording technology
can provide at least tens of terabytes (TB) of capacity on a standard disk,
then optical recording can be considered as a promising solution for
archival storage [1]. The main disadvantage of modern optical recording
systems is the low recording density, which leads to the high cost of
storing data on optical media. The main problem with the limited capacity
of optical media is the inability to reduce beyond the diffraction limit the
diameter of the laser beam, which is used to record and read information.
The task of overcoming the optical diffraction limit and increasing the
resolution of optical recording systems, and thus increasing the capacity
of optical media, is a key task for integrating optical storage technology
with trends in information technology, such as storage and processing of
large volumes of data and cloud storage.

The use of long-field optical systems for recording significantly limits
the surface density of information recording, but allows to create three-
dimensional (multilayer) media. Currently, the possibilities of creating
three-dimensional optical (3D) storage technologies are not widely used,
except for the creation of two and three-layer optical discs [2-4]. An
important task that determines the widespread use of optical discs is the
creation of media that provide both high recording density and long
storage life. When creating optical media for long-term data storage, two
central questions emerge. The first of these concerns the material of
storage media likely to last long enough to convey a message to long
enough period of time into the future. Nowadays special class of
microfilms and optical disc-type media of with substrate made of
synthesized materials are developed for long-term storage of information
issue. The organizing of the modern distributed information system
structure includes an analysis of the processes of working with data-in-use
at the workstations and storing of data-in-rest at the servers storage and
cloud services as it is shown at the Fig. 1.
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Optical media is supposed to be highly perspective type of data-in-rest
or “cold data” reliable storing. It should be noted that large-scale research
is being carried out to create special optical media for long-term data
storage based on the use of highly stable materials and recording methods,
which support different approaches of digital reading [5-7].

Workstations Server room Cloud service
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23] =]
Data-in-use Data-in-rest
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Fig. 1. Distributed information system structure
Faced with the lack of suitable options for storage device production,
researchers around the world have re-embraced the use of chemically
stable high-strength synthetic materials as adequately durable long-term
storage media base. The second crucial problem when creating digital
media concerns the choice of the form for the presentation and coding of
data to be recorded which is relevant both to ensure the reliable long-term
data storage system building and to ensure the unauthorized access
prevention. The fact that the possibilities of optical media for storing large
amounts of information are far from exhausted, evidenced by recent
developments of optical media, which are based on the use of
nanocomposite materials and near-field recording method [ 8-10].
Possibilities of creating optical disks of standard sizes with a capacity of
up to 700 TB have been reported [11]. Special attention is paid to the
creation of optical media for long-term storage of large amounts of data
[5, 11]. The most impressive results in the creation of such media were
achieved by Microsoft, which in the framework of the Project Silica



project proved the possibility of long-term storage of data in the volume
of quartz glass. The recording is performed by a laser beam by deforming
the silicon lattice to create layers of three-dimensional "records” in the
thickness of the glass. To reproduce the information recorded in the glass,
a machine learning algorithm is used, which decodes the inhomogeneities
created by the rays of polarized light [12].

For long-term data storage (almost perpetual), optical media have
significant advantages over other types of media. The size of this
particular market segment is small compared to the general market of
archival repositories [13]. To organize long-term data storage, special
types of optical media must be created [5,7]

The crucial problem when creating long-term data storage media
concerns the choice of the form for the presentation and coding of data to
be recorded. It is even more challenging than choosing materials for
storage media. To estimate the service life of storage devices, accelerated
tests can be used. However, these methods are not applicable when
justifying the choice of presentation and coding methods for data subject
to long-term storage. It is proposed to record information on long-term
storage media by means of placing diminished graphic or textual images
onto the medium, which can be read by optical systems using appropriate
magnification. The advantage of this way of presentation is that
subsequent retrieval of information doesn’t require special reading
devices or software. The optical resolution required to read the data is
defined by the diminution used for recording. Such data presentation is
used on several types of sapphire and metal discs [5,7]. Presenting data as
microimages complicates their processing and lowers the processing
speed. To ensure high durability of long-term storage of information, it is
proposed to use non-binary codes working with digital data on a symbol
level, e.g. with bytes of information. Non-binary codes are used in
channels with grouped errors as components of cascade codes to ensure
error control on various types of optical media ( Blu-ray, etc.) [7,14]. This
coding method was chosen due to the fact that it had been widely and
successfully used to produce billions of copies of compact discs of
various types.

Improvements in optical discs development area allowed to increase
volume of the storage. However, mentioned technologies are approaching
fundamental limits. In particular surface-storage optical recording
technology is characterized with diffraction limit while two-dimensional
data storage systems resolution depends on the laser beam spot size that is
focused onto an optical disc surface. In order to increase media density
one should decrease the spot size. Therefore volumetric optical recording
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has been developed to overcome the limit of density. Nowadays, there are
two different methodologies for approaching three-dimensional optical
data storage: one is hologram data storage and the other is three-
dimensional bit-wise structures which could be presented as upgrade of
optical disc systems. Three dimensional bit-wise optical data storage
offers the potential for high recording capacity because bit information
can be stored at different layers within a certain volume of the recording
media. The information is coded in the form of micro-spots located inside
of the substrate material. Thereby three-dimensional optical data storage
using a nonlinear optical process are demonstrated to be most productive.

Research into the development of optical memory systems is also
aimed at providing additional levels of security when storing large arrays
of information. An example of such a medium is a new optical medium
based on transparent glass ceramics (TGC) with photoluminescent
nanocrystals LiGa508: Mn2 +, on which it is possible to record and
reproduce data in the mode of photon capture / radiation. Highly ordered
nanostructure of the material provides recording with high resolution and
low error rate. The high transparency of the developed volumetric
recording environment makes it possible to 3D-optical data storage and
increase the level of information security by multiplexing signals,
reproduction in intensity and wavelength [15].

CONCLUSIONS

1. Optical media have long been and remain a reliable option for archival
storage. The only problem with their widespread use is the limited ability
to meet the requirements for the storage of ever-growing volumes of data.
2. Volumetric optical recording has been developed to overcome the limit
of density. The development of optical memory systems is also aimed at
providing additional levels of security
3.As the data coding method, we propose to use non-binary codes
working with digital data with grouped errors as components of cascade
codes to ensure error control, which are used to produce compact discs.
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B indopmauiitnnx pecypcax Mepexi IHTepHeT MicTUThCs OaraTo
NPUXOBaHUX 3HaHb. Lli 3HaHHSA BHOCATBCS KOPUCTYyBayaMH, SKi Yy
CYKYITHOCT] YTBOPIOIOTH CBOEPIZHE €KCIIEPTHE CepeloBHIIe. Y 3B’SI3KY 3
MM, OCHOBHA 3aJa4ya TEXHOJIOTIH pO3BIIKH Yy BIIKPUTHX mDKepenax
(OSINT) monsirae 'y BHUSBICHHI Ta eKCTparyBaHHI MPHUXOBAHUX
SKCIICPTHUX 3HaHb, IX y3araJbHEHHi, a TAKOX MOAAIBINOI aHATITHIHOI
00poOku. [I7IsT MBOTO 3aCTOCOBYIOTBCS JIHIBICTHYHI 1 CTATHCTHYHI
METO/IM, & TAKOXK METOAU KIIACTEPHOTO aHali3y. B poboTi 3anpornoHoBana
METOJIMKAa EeKCTpParyBaHHS IMOHATH 13 TEKCTIB IOBIJIOMJIEHb MEPEKEBHX
JUKepen, IO CTOCYIOThCS — NIpeAMETHOi  obOmacti  kibepOesmekw,
¢GinbTpyBaHHS ~ UMX ~ HOHSATh 332  CTAaTHCTHYHMMHU  O3HAKaMH,
pelTHHrYyBaHHs, GOpPMYBaHHS Mepexi iX B3aeMO3B’s3KiB, KiIacTepu3aril i
Bizyamizauii wmiel Mepexi. Jlius CTBOpeHHs mporpamHol peanizarii
3aMpPONOHOBAHMX IMiXO/IiB BUKOPUCTOBYETHCSI MOBa TiporpamyBanus Perl
y cepenoBuii OC Linux, a Takox 3aco0u mporpamMHOro 3abe3neyeHHs
JUTSL MOZICITIOBAHHS, aHaJIi3y Ta Bidyaunisauii rpadis — Gephi.

Katouosi ciioBa: OSINT, 06’ektu kibepOesriexy, eKcTparyBaHHs
MOHSATB, MEpEeXKa TEPMiHiB, BeO-pecypcH.

ITocTanoBka npodaemu

@DaxiBIIM, IO MPALIOIOTh y BU3HAYEHIN mpenMeTHid o6macTi, 3a3BUYaid
BiJIOMi 11 OCHOBHI HOHATTS Ta 00’ ekTH. [IpoTe, 3 INIMHOM Yacy BUHHKAIOTh
HOBI HOHATTS Ta HOBi 00’€kTH. Y ctepi kibepOe3nekn TakuMu 00’ €KTaMu
MOXYTb OyTH HOBI BHIM KiOepaTak, HOBI XaKepChKi YrpyIyBaHHs, HOBE
JIECTPYKTUBHE MpOrpaMHE 3a0e3NeueHHs, aHAIITHYHI TPYyId TOLIO.
MoXyTb 3’SBIATHCS HOBI 3MICTOBHI 3B’I3KM MiXX TaKUMH 00’ €KTaMH, 110
TaKoX MoTpedye NOAAaTKOBOro aHaiily. B okpemux rpymax o0’ekTiB,
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HanpuKiag,  3JOYMHHMX  XaKePChbKMX  YIPYIYBaHHSX,  MOXYTh
3MIllyBaTUCAd WEHTPU Ta O00’€KTH 0coOnuBoi yBard (axiBUiB 13
kibepOesnekn. TakuM YMHOM, BHHUKAE 3aBAaHHA  IOCTIHHOTO
MOHITOpUHTY iH(opMaLii y Mexax Bu3HaueHoi mpeaMeTHoi obuacti. Taka
iHpopMmais Moxxe OyTH NpejacTaBiIeHa B MepexXi [HTEpHET, 10 KOHTEHTY
AKOI, 30KpeMa, JIOKYMEHTIB, pO3MILIEHUX Ha BebO-caiitaXx, Moxe OyTh
3aCTOCOBaHa TEXHOJIOTis pO3BiAKHK v BikpuTux mkepenax (OSINT) [1].

Merta i€l poboTH — CTBOpEHHS 1 aripoOyBaHHS METOIVKH BH3HAYCHHS
OCHOBHHX 00’€KTiB KiOepOe3meku i 3B‘sA3KiB M HHMH Ha 0a3i aHami3zy
3MICTOBHOI ~ CKJIaJOBOi  BeO-pocTopy, a Takox QopmyBaHHS,
KJIacTepH3allisl Ta aHANITHIHa 00poOka cPopMOBaHHX Mepex 00’ €KTiB
kibepOesneku. [Ipu BupilleHHI IMX 3aBAaHb B paMKax 3alpoHOHOBaHOI
METOJUKHK Ma€ OYTH MPOaHAIi30BaHO TEMaTHYHY YaCTUHY KHUPHJIMYHOTO
CErMEHTY BeO-IIpOoCTOpY 1 CoLialbHUX MEpex o0 myOiikauiid y cdepi
KibepOe3nekH.

OCHOBHI KPOKHU MeTOAUKHU

1. Ha mepmomy ertam wmeroauku (OpMyeTbes THPOpPMALIHHIHA
MacuB pEJCBAHTHHX TEMAaTULl JOKYMEHTiB, MJs 4YOro MaloTh
BUKOPHUCTOBYBATHCh HasBHI CUCTEMH KOHTEHT-MOHITOPHHIY, HAIPUKIAL
cuctema Cyber Aggregator [1].

Jdns  orpumanHs iHGOpMaliiHOrOo MacuBy NyOJiKamid 110710
KibepOe3nek: HEeoOXIAHO OMNpaIfoBaTH TEMATHYHUN 3amuT 0 TaKoi
CHCTEMH, HAIPUKJIA]], 3aCTOCOBYBABCS 3aIIHT:

Kibepamaka | kubepamaxa
Kibepoesnexa | kubepoezonacnocmeo

Y pesynbTari OTPUMYEThCs i1H(GOpPMALIHUI MacuB peleBaHTHUX
JIOKyMEHTIB BEJIMKOT0 00CsTy (IeKUIbKa TUCSY JOKYMEHTIB Ha MICSIIb).

2. Ha npyromy erami Ha OCHOBI JIIHI'BICTHYHOTO i CTATHCTHYHOTO
aHaJIi3y 3MIHCHIOETHCS eKCTPAryBaHHA MOHATH i3 IpeAMeTHOI 001acTi, 1Mo
MICTATBCS B JIOKYMEHTaxX OTPHUMAHOTO Ha  MEpUIOMY  KpOIii
indpopmarmiitHoro MacuBy. OCHOBHA i€ €KCTparyBaHHS 00’ €KTiB
MoJisirae 'y TOMYy, IO Ha Ied dac OiNbIIicTh HOBHX TMOHSATH B
MOBIIOMJICHHSIX ~ YKPAaiHCHKOIO, POCIHCHKOIO, OUTOPYCHKOIO MOBaMH
MI03HAYAIOTHCS JIATUHHULCIO 200 KUPWIMYHUMHU JIITEpaMy, ajie B JIalKax.
IIpy wpoMy JuUIi  eKCTparyBaHHS IMEHHHX CYTHOCTEH  TaKoxX
3aCTOCOBYETBCSl  CIIOBHHMK BIJOMHX IMEHHHUX CyTHOCTEH 00’€KTiB
KibepOe3nekH, sKi BiMyKyoThes B iHpopmaniiiHomy macuBi. Kpim Toro,
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BUSIBIISIIOTBCSL ~ HE  KHUPWIMYHI  KOPOTKI  CJIOBOCIIOJIYYEHHS B
iHpopMaiiHOMY MacHBi.

3. Ha Tperbomy erami 3IiHCHIOETBCS COpPTyBaHHS BifiOpaHHX
MOHSTH 32 YaCTOTOIO Ta GUIbTpaLisl HUX HOHATH (PaxiBIEM-EKCIEPTOM.
4, Ha wuyerBepromy etami 3miHcCHIOETbCS (OPMYBaHHS MeEpexi

BifiOpanux moHATh [2]. s 1bOro BU3HAYAIOTHCS HECTIPIMOBAHI 3B SI3KH
MDK TOHATTAMH. [IBa MOHATTS BBaXKAIOTHCS 3B’S3aHUMH, SKIIO BOHH
BXOISITH B TOM caMHil CETMEHT JOKYMEHTy i3 BimiOpaHoro
iH(pOpMaLifHOTO MacHBY.

5. Ha m’aromy ertami 3milicHIOETBCS KiacTepu3amis BimiOpaHoi
Mepexi Ta iX KIacTepH3allis 3a alrOpUTMOM MOIYJISIPHOCTi, a TaKOX
Bi3yaJrizaiis i3 3actocyBanusMm cucremu Gephi [3].

BucnoBku

3anpoNIOHOBaHO METOJHMKY BUSBJICHHS IMEHHHX CYTHOCTEH 00’€KTiB
KibepOe3neKkn i3 JOKYMEHTIB, INPEACTaBICHUX y Mepexi [HTepHer.
Meroauka BpaxoBye IIPUXOBaHi 3HAaHHJ, BHECEHI EKCIICPTHUM
MEPEKEBUM CEPEIOBUILEM.

Knacreprnii aHami3 1 Bi3yami3amis OTpuMaHOi MepexXi 00’ €KTiB
KibepOe3neKy J03BOJIAIOTh HAMIAAHO CIIOCTEpIraTd 3a CTAHOM i
JIMHAMIKOIO PO3BUTKY TIOHSTIHHOT 6a3u mpeMeTHOIT 00J1acTi.

IlepeJik mocujianb

1. D. Lande, O. Puchkov, I. Subach, M. Boliukh, D. Nahornyi OSINT
investigation to detect and prevent cyber attacks and cyber security
incidents // Information Technology and Security. Tom 9, N 2 (2021).
- C. 209-218. DOI: doi.org/10.20535/2411-1031.2021.9.2.249921.

2. Lande, D., Dmytrenko, O. Creating Directed Weighted Network of
Terms Based on Analysis of Text Corpora. 2020 IEEE 2nd
International Conference on System Analysis and Intelligent
Computing, SAIC 2020, 2020, 9239182

3. Cherven K. Mastering Gephi Network Visualization. — Packt
Publishing, 2015. — 378 p. ISBN 78-1-78398-734-4.
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Topwifiayk IBar Bikroposmy
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! TncutyT crienianpHOTO 38°13Ky Ta 3axucty indopmarii HarionansHoro
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PosrnsHyTO QyHKIIHHY Ta CTPYKTYpHY MOJETi aBTEHTH(DIKAIli KOPHCTyBadiB
32 iX PYKOIMMCHHM TIiANHCOM. PO3MIHYTOo MeTomu aBTeHTH(IKAIi
KOPHCTYBAYiB 32 iX PyKOIMCHUAM IiANACOM Ta METOAMKY iX 3aCTOCYBaHHSI.
KarouoBi cioBa: OioMeTpWYHI XapakTEPUCTUKH, aBTCHTHU(IKAIliL
KOPHCTYBaya, PyKOIIMCHUM ITiJIUC, BEKTOP OiOMETPUYHUX O3HAK.

Beryn

[Ipu ympaBniHHI JOCTYIIOM TPOIEAYPH iNCHTU(IKAIIT Ta aBTeHTH(IKaIIii
MOBHHHI TapaHTYBaTH BIANOBIAHICTE MDK KOPHCTYBa4eM 1 HOTO
iIeHTU}IKaTOPOM, 10 3armodirae HecaHKmioHoBaHOMY noctymy (HC) mo
inpopmamii. s migBumieHHS e€(EeKTUBHOCTI aBTCHTU(IKAIIl JOMUIBHO
BUKOPDHCTOBYBAaTH  JOJATKOBI  XapaKTEPHCTHKH, BIACTHBI  TUIBKH
KOHKPETHOMY  KopucTyBadeBi. CHCTeMH, 110 BHUKOPHCTOBYIOTh
OGioMeTpHYHi XapaKTepUCTHKH KOPHCTyBada MPAaKTHYHO MO30aBIEHI IUX
HENOJiKiB, TaK SK iAEHTH(IKATOp HEPO3PHBHO IIOB’SI3aHUH 3 CaMHM
KOPUCTYBa4e€M 1 CKOPHCTATUCS HHM HECAHKIIOHOBAHO MNPAKTHYHO
HemoxmBo [1][2].

Sk OloMeTpuMUHy  XapakTePHUCTUKY  JOIUIBHO  BHUKOPHCTATH
pyKomucHMH mianmuc. BiH € cycmiiibHO 1 3aKOHHO BHM3HAHOIO
010METPHUYHOI0  XapaKTepUCTUKOIO, IO  BHUKOPHCTOBYETbCS IS
aBreHTu(ikauii monunu [3].

OcHOBHUM 3MICT A0CTINKEeHHSA

3anpornoHOBaHO MOJIEh aBTEHTHU(IKAIlli KOPUCTYBAUiB 32 iX PYKOITUCHUM
MiANMCOM 3 BUKOPHCTAaHHSAM MOOUIBHHUX TPUCTPOIB Ha  OCHOBI
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omepariiiHoi cuctemu Android sik 3aco6iB BBeIEHHS.
B pamkax 3ampomoHOBaHOi MOJENi 3ampOIOHOBAHO PSIT METOJIB,
ceperl SKUX:
- METOJ BCTAHOBJIEHHS 3aXHILEHOrO 3'€IHAHHI MK MOOUIBHOIO Ta
CTaIiOHAPHOIO CKJ1a0BoM0 [3];
- Meroq (OpPMYBaHHS YaCOBHX XapaKTEPUCTHK PYKOMHUCHOTO
mianucy kopuctysada [3][4];
- MeTon (OpMyBaHHS BEKTOPY OIOMETPUYHHX XapaKTEPUCTHK
PYKOIMCHOTO MiNKCy KOprcTyBaya [4];
- wMeroj QopMyBaHHS OIOMETPUYHOTO €TAIOHY PYKOIHUCHOTO
mianucy kopuctysaua [4][5];
- METOJ MNpUHHATTS PILICHHS OPO ICTHHHICTh KOPHCTyBadya Ha
OCHOBI BUKOpHCcTaHHs Mipu Xemminra [4][5].
3anpornoHoBaHo (YHKIHHY MOJEIb y BUIJIAAL JiarpaMH BapiaHTIB
BUKOpUCTAaHHSA. OCKUIBKM CHCTEMa CKJIAJA€ThCs 13 JBOX CKJIAIOBHX,
(yHKIHY MOIENb AOIIBHO 300pasUTH s KOXKHOI i3 CKJIaJOBHX:
PO3IIISIAI0YM O/IHY CKIIAJIOBY, iHINIA Oy/Ie aKTOPOM ISt Hel 1 HaBMaKH.
3anpomnoHOBaHO  CTPYKTYpPHY  MOJelb Yy BUDIAAL  Jiarpamu
KOMIIOHEHTIB. Peaxizamiss momeni moTpedye CHUCTEMHOro iHTepdeicy
B3a€MOJIiT 3 OUCIUICEM B MOOUTBHIN CKIIAIOBIH, MO € iHTepdericoM st
BXiIHUX JaHWX. B SKOCTI BUXiTHWX MAaHUX € DPIMICHHA MPO ICTHHHICTH
KOPUCTYBaua, III0 BHKOPUCTOBYETHCS  JUIS ~ aBTOPH3AIll  IBOTO
KOPHCTYBa4a B CHCTeMi (HaJaHHs YM HEHaaHHsI JOCTYITY 10 Hel).

BucnoBku

B xomi poGoTH po3poOieHO Monenb, METOAW Ta METOIMKY
aBTeHTH(QIKAIlil KOPHCTYBa4diB 3a IX pYKOMUCHHM migmucoMm. Ha
po3pobieHi B XOAI JOCTI/DKEHHS NpOrpamIli 3acTOCYHKHM OTPHMaHO
CBI/IONTBA NPO IHTEJIEKTYyaIbHY BJIACHICTb.
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uneHtndukanuu. Information Security / Hngopmayuonnasn
bezonachocms.  2018. Ne 6. C.31-33. URL: https://www.itsec.ru/
articles/plyusy-i-minusy-biometricheskoy-identifikatsii (nata obpamenus:
20.01.2021).

2. Irwin L. GDPR: Things to consider when processing biometric
data. IT Governance Blog En. URL: https://www.itgovernance.eu/
blog/en/gdpr-things-to-consider-when-processing-biometric-data (date of
access: 08.02.2021).
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Introduction

Among the criteria for evaluating the condition of universities and
scientific institutions, the international activity level assessment of
researchers in state scientific organizations and teachers of higher
educational institutions is becoming more and more influential. For this
purpose, various ratings are developed based on certain indicators of
international activity. This is especially important when investing in
scientific research by the state because the importance and relevance of
such research are largely determined by the international evaluation and
recognition level. Today, one of the most important indicators of the
international activity level of a scientific institution is the number and
quality of scientific publications placed in the most prestigious
international bibliographic databases.

Collection and processing of such information require significant time
and resources, given its size and daily replenishment, variety of storage
formats and access to information repositories. Therefore, the task of
collecting, processing, consolidating and analysing the bibliographic
information and assessing the international activity level of researchers in
state scientific organizations and teachers of higher educational
institutions is a task of processing big data and requires special
approaches in the construction of specialized software systems for its
solution.
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System Architecture

The peculiarity of the presented approach is the creation of an adaptive
software system for collecting and processing consolidated information,
which accumulates data on the international activities of individual
researchers and institutions with the possibility of flexibly expanding the
number of information sources depending on the request.

Since the system is focused on a changing number of sources, which
differ in data structures and interaction interfaces, the main requirement is
the creation of a flexible architecture with the possibility of constant
modification for minimal costs and the inclusion of new data sources,
exclusion of old and no longer needed, and modification of relevant ones.

The system’s microservice architecture [1] is a set of independently
deployed services. Each of them is responsible for a certain task and can
be changed, supplemented and expanded. The system’s key feature is the
parameters’ adaptation according to the user's request [2]. This is
achieved by a generalized flexible data model, event-oriented
microservice architecture and orchestration of software services.

Microservice architecture with the distribution of services according
to the functional purpose is the basis of the implementation. This is due to
the need to expand the functionality of the system without interfering with
existing components. In addition, higher flexibility is needed when
scaling the system to increase the throughput. The interaction of software
services within the system and the organization of information flow is
based on event-oriented architecture. This is due to the need to maintain a
high throughput of the system for processing and supporting a large
number of users and “heavy” (in terms of computation time) requests to
the system [3].

Conclusions

The developed system provides an opportunity to collect information
about the international activities of individual researchers or institutions
from heterogeneous (in terms of storage form and composition) sources.
The set of information sources of the system can be expanded without
interfering with the operation of other components. Each data processor
can provide only partial data, which is supplemented by other
components. The system adapts to the user's request in such a way that
data is taken only from those sources that meet the request's requirements
and can satisfy them.
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Also, the system is characterized by load adaptability and high
throughput, which is achieved due to the use of modern approaches in the
organization of the software system architecture.

The system provides users with a single point of entry for requests,
information and analytical information on the international activities of
both individual researchers and institutions.
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JTOKYMEHTO-OPIEHTOBAHUI IIJIXIT
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Po3rnsiHyTo  mepemyMOBHM  BIPOBADKEHHS ~ CHUCTEM  YIIPaBJiHHSI
iHpopMarliiHo Oe3mekor B opraHizamisx. Iloka3aHo 1X BH3HAYCHICTH
opraHizauiiHUMH CTPYKTYpaMu, MOJITUKaMH, HpoIeIypaMH,
HactaHoBaMHu. lluM o0OrpyHTOBaHO Ta C(OPMYIBOBAHO JOKYMEHTO-
OpIEHTOBaHU Mi/IXiJ 10 TOOYIOBH CUCTEM YIpaBiiHHS iH(OpMaLiHOO
6e3meKxoro.

Keywords: ingopmariiiina Oe3reka, ciucteMa yrpapiiHHS iH(QOpMAIiHHOO
0e3MeKOor0, TIOKyMEHTO-OPIEHTOBAHHH ITiIXI]I.

Beryn

CucremMor0  ympaBimiHHS — IHQOPMAI[MHO  OE3MEKOI0  TapaHTYEThCs
0e3MEYHICTh AISUTHHOCTI OpraHizaiiii 1 HaJaHHI HUMH MOCIYT 3aBISKd
HaJIOKHOMY OLIHIOBaHHI pU3MKiB. BimmosinHo 1o [1] BOHa BU3HA4YaeThCs
OpraHizalliifHIMH CTPYKTypaMH, IMOJITHKaMH, MPOLEIypaMH, HaCTaHOBAaMU
Ta TOB’SI3aHAMU 3 HHUMH JiSIMH CTOCOBHO 30€pEXEHHS BJIACTHBOCTCH
iHhopmaniiHux akTuBiB. TOXX (HOPMYJIOBAaHHS JIOKYMEHTO-OpPi€HTOBAHOTO
MiJX0My N0 MOOYHZOBM CHCTEM YIpPaBIiHHS iH(pOpMaliifHOI Oe3NeKo €
aKTyaJIbHUM 3aBJaHHsM [ 1, 2].

®opMyJII0BAHHS JOKYMEHTO-0Pi€HTOBAHOIO MIAXOY

JloKyMeHTO-0Opi€EHTOBaHMH MiJXiJl BH3HAYAETHCS CYKYIHICTIO CIOCOOiB
CTBOPEHHSI TEKCTOBHMX crienu@ikamii 1 MpOEKTHUX IPYKOBaHUX Ta/abo
eNeKTpoHHMUX MokyMeHTiB [1, 3]. Lle cTocyeTbes peanizyBaHHS BHMOT JI0
noOyJJOBA CHCTEM YIpPAaBIiHHS iHpOpManiiHOW Oe3nekoro. Bouu
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MOBUHHI OyTH NOCTYIHI SIK 3a/JI0KyMEHTOBaHa iH(opMallisi, HalpHKiaz,
npo cdepy 3acTOCyBaHHS, OL[IHIOBaHHS, 0OPOOJICHHS PU3HKIB [4].

Opi€HTOBaHICT, Ha JOKYMCHTH CIIOHYKYE€ 10 3a0e3MeUcHHs 1X
y3romkeHocTi. Ilpm  mpomy  moOygoBa  CHUCTEM  yIpaBIiHHS
iH(pOpMaIiHHO OE3MEKO 3BOIUTHCS 10 OIIHIOBAHHS Yacy Ta 3yCHIIb
Ui iX crBOopeHHA. KpiM TOro, 40 BIANOBIIHOCTI TEKCTOBUM
cnennikamisM i MPOEKTHUM JOKyMeHTaM [3, 4].

Bucnosku

OTxe, JOKYMEHTO-OPDIEHTOBaHUN MiAXiM 10 MOOYIOBH CHCTEM
yIpaBiiHHS iHpOpMAaILiHOW Oe3mnekor nependadac BCTAHOBJICHHS iX
BIJITIOBIZTHOCTI CHUCTEMi JOKYMEHTIB. lle MpHU3BOAUTH 10 CKJITHOIIIIB
OIIIHIOBAHHS MOBHOTH, Y3TO/KCHOCTI Ta B3a€EMO3B’S3KIB MIK BUMOTaMHU
Ta MPOEKTOM uepe3 1X BUKJIACHHS Y PI3HUX TEKCTOBHX CrelU]iKalisx.
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1. ISO/IEC 27000:2018. Information technology. Security
techniques. Information security management systems. Overview and
vocabulary. [Valid from 2018-02-07]. URL:
https://www.iso.org/standard/73906.html.

2. ISO/IEC 27001:2013. Information technology. Security
techniques. Information security management systems. Requirements.
[Valid from 2013-09-25; revised 2018-12-04]. URL:
https://www.iso.org/standard/54534.html.

3. Friedenthal S., Moore A., Steiner R. A Practical Guide to SysML.
The Systems Modeling Language. Waltham : Elsevier, 2015. 599 p.

4, ISO/IEC  27003:2017. Information technology.  Security
techniques. Information security management systems. Guidance. [Valid
from 2017-04-12]. URL.: https://www.iso.org/standard/ 63417.html.

21



BUKOPUCTAHHSA TOHOJIOI'TYHOI'O ITPOCTOPY
JJIs1 OHIHIOBAHHS PIBHA 3ABE3INEYEHHA
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IHOPACTPYKTYPI
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OpeiiMBOpK 3 MOKpameHHs KibepOe3neKkd KPUTUYHOI iH(pacTpyKTypH
(NIST CSF) Busnavae m’sath (yHKIiH KibepOe3neku, a TAKOK BH3HAYAE
BcepenwHi (YHKOIH TIeBHI KaTeropii Ta TigKaTeropii 3axomiB
Kibep3axmucTy, sKi 3a0e3MeuyoTh BUKOHAHHS KOKHOT (hyHKIii. MHOKXHHA
X 3aXOJIB Ta BCi I MIMHOXUHI MOKHA PO3TIISIIATH SK TOMOJIOTiIHUIHA
IpPOCTIp, IO CKIANAETHCA 3 II'SITH CEKTOPiB, OKPECICHHX I SITbMa
¢yHKIisIMA KibepOe3neKky, a Ti, B CBOIO Yepry MOJUICHI, Ha MiICCKTOPH
(xateropii 3axomiB kibOep3axucry). Peamizamis KOXHOTO 3axomy
kibep3axucTty Ha O00’€KTax BIAPI3HAETHCS pPIBHEM BIPOBAKCHHS,
oOyMoBJeHMM OaratbMa Cy0’€KTMBHUMHU (akropamu. B po0GoTi
3alpONOHOBAHUI BJAaCHMW MiAXiJA [0 aHalidy LbOro pIiBHSA Ta
«BHMIPIOBaHHS» HOro IOCTATHOCTI JUIsl 3a0e3medeHHs — (PyHKITH
kibepOesneku. BiH mojsirae B OLHIOBaHHI DIBHIB BIIPOBA/PKEHHS I10
KOXKHIH KaTeropii 3aXxomiB KiOep3aXWCTy Ta BHUKOPUCTAHHI YHCENbHUX
3HAYeHb I TOOYAOBHU TOMOJOTI] 3aX0/IiB KiOep3aXxHCTy MEBHOTO 00’ €KTa
B  KiOepOe3rneKkoBOMy  TOMNOJOTiYHOMY IIPOCTOpi.  3alponOHOBAaHO
Bizyaii3alilo TOMoJOril KiOep3aXHMIEeHOCTi, SKa JI03BOJIIE Bi3yallbHO
MOPIBHIOBATH piBHI 3a0e3nedeHHss QyHKIINH KibepOe3nekn, BU3HAYArOUn
TaKUM YHHOM (YHKIIOHAJIbHO OUIBII 3pidi Ta MEHII 3piai 00’eKTH
Kibep3axucry.

KurouoBi cioBa: xputndHa iH(GPACTPyKTypa, TOMOJOTIYHHHA TMPOCTIp,
TOTIOJIOTiS 3aX0/1iB KiOep3axucTy.

Beryn

Kibeparaku Ha TEXHOJOTIYHI Mepexi, IHAYCTpiajbHI CUCTEMH, 30KpeMa,
00’€KTIB KPUTUYHOI 1HYPACTPYKTYPH € OJHIEI0 3 aKTyaIbHHUX MPoOJIeM i
ocoOymBO — miguac BilicekoBoi arpecii. Jlns Bopora 1mdpoBa
iHppacTpykTypa BHPOOHWYMX INIMPHUEMCTB € TIPIOPUTETHOIO ITiJUTIO
kibeparak. Tomy edekTHBHE MPOEKTYyBaHHS HUPPOBOI iHPPACTPYKTYpH
KpUTUYHUX 00’€kTiB (200 — 00’eKTiB KpUTHYHOI iH(DOpMAIHHOT
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inppactpykrypu (OKII), a came 3abe3neyeHHSIM TXHBOTO €(EKTUBHOTO
KiOep3axucTy € aKTyaJIbHOI0 HayKOBO-TIPHKJIATHOIO ITPOOIEMOIO.

Hapasi BinOyBaeTbcs amanTamisi yKpaiHCHKOTO 3aKOHOJABCTBA Ta
HOPMAaTHBHO-TEXHIYHOI JIOKyMEHTalil 3 Ki0ep3aXxucTy KpUTHYHOL
iHQpacTPyKTypu Ta HIPOMHUCIOBHUX CHUCTEM MO0 HaWKpalluX CBITOBHX
npakTuk. lle nmoBrorpusana i OGararomapoBa poOoTa, siIka BUMarae He
JUIIe TepeKiagy Ta aJanTamii TeKCTiB BIZOMHX IOKYMEHTIB, a I
BpaxyBaHHS KOHTEKCTiB BUKOPHCTAHHS MEBHUX TEPMIHIB Ta iCTOPUYHO
BiIMIHHHX Big YKpaiHH MeToNiB TOOYZOBH KOMIUICKCY 3aXOJiB
Kibep3axucry. JlaHe DOCTiHKEHHS PUCBIYCHE OIHIN 3 TaKUX IpoOieM, a
camMe — cmpo0i amanrarii ABOX IOHATh «PIBCHb BIIPOBAIDKEHHS» Ta
«CTYMiHb 3piNOCTI» Yy BIAHONICHHI 1O MPOIECIB 3a0e3meucHHs
Kibep3axucry.

KiOepOe3neka xkpurnuyHoi iHppacTtpykrypu B NIST
Cybersecurity Framework

VY motomy 2013 poky npesunent CIIA bapak Obama mignucas ykas
Ne 13636 "Tlocunenns kibepOesniexu KpuTHuHHX iH(pactpykTryp" [1],
SKAH cepex  1HIIOrO 3000B'si3aB  AMEpPUKAHCHKHHA  IHCTUTYT 31
crafgaptusanii NIST po3pobutu 6a30By MOmenb 3aXHUCTy KPUTHUHUX
inppactpykryp  «Framework for Improving Critical Infrastructure
Cybersecurity», sikuii 3a3Bu4aii HasuBaoTh «Cybersecurity Frameworky
(mamani — CSF) [2]. Ocranns Horo penaxiis BinOymacek B 2018 pori.

NIST 3po6us CSF npaktuaauM Ta KoHKpeTHUM. [0 cyTi, ppeitmBopk
NPUIATHUH 10 3aCTOCYBAaHHS B XUTTEBOMY LIUKJII CHCTEMH 3aXHCTy OYIb-
AKOTO 00'€KTa - BiJl KOPHOPATHBHOI IO IPOMHCIIOBOI Mepexi. Y HbOMY
OIMCaHO apXiTeKTypy MPOMHCIOBOI Mepexi 3 morsny il nodynoBu Ta ii
Oesnexkd y BIAMOBIAHOCTI 110 Tak 3BaHOI M'SITUPIBHEBOI MOJEi
VuiBepcutery Ilypasio (Purdue). OcHoBoto ppelimMBOpKY € Horo sapo, ae
yCci 3axoim 3aXxWCTy po30uTi Ha 5 BemuKuX OJOKiB (pyHKIH) -
imeHTudiKaIis, 3axXncT, BISIBICHHS, pearyBaHHs Ta BiIHOBIEHHS (puc.1).

Y KOXHOMY 3 H'siTh OJIOKIB MOTIM BUIUIIOTbCS KiIbKA KaTeropii
3aX0liB KiOep3axHcTy, sIKi, B CBOIO Uepry, JIEKOMIIO3YIOThCS JI0 PiBHS
ninkateropiid. s HaouHOrO pO3yMiHHS NpUKIaj Kiacugikarii 3axomis
MO KATeropisx Ta MigKATeropisXx Uil OnOHieEl 3 TSATH (QYHKINH
KibepOe3nekn HaBeaeHa Ha puc. 2.
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Function Function Category [T

Unique Unique
Identifier Identifier
Tdenuify IDAM | Asset Management
IDBE | Business Environment
DGV | Governance

IDRA Risk Assessment

IDRM Risk Management Strategy
IDSC | Supply Chain Risk Management
Protect PRAC | Identity Management and Access Control

PRAT | Awareness and Training
PRDS | Data Security

PRIP Information Protection Processes and Procedures

PRMA Maintenance
PRPT Protective Technology
Detect DEAE | Anomalies and Events

DECM | Secusity Continnous Monitoring

DE DP Detection Processes

Respond RSRP | Response Planning

Rs.CO Comnmnications

RS.AN | Analysis
RSMI | Mitigation

RSIM | Improvements

Recover RCRP | Recovery Planning

RCIM | Improvements

RCCO Commumcations

Pucynox 1 — SIxpo Cybersecurity Framework [2]

RECOVER (RC) Recovery Planning (RC.RP): RC.RP-1: Recovery plan is executed
Recovery processes and during or after a cybersecurity incident
procedures are executed and
maintained to ensure restoration
of systems or assets affected by
cybersecurity incidents.

Improvements (RC.IM): RC.IM-1: Recovery plans incorporate
Recovery planning and processes | lessons learned
are improved by incorporating
lessons learned into future
activities.

RC.IM-2: Recovery strategies are updated

Pucynok 2 — Kateropii Ta nBiakareropii 3axo/iB xKibep3axucry
Jut 3abe3neueHHs QyHKmii « BigHoBIeHH Y [2]

BaxnuBUM  €IeMEHTOM 3acTOCYBaHHS (PpEeMBOPKY €  CKJIaJaHHs
OpraHizalliefo  BJIaCHOTO MPOGifro. IIpodine 3a ¢dpeiiMBopKOM
MpeNCTaBisie pe3ylbTaTH Ha OCHOBI Oi3Hec-moTped, sIKi oprasizarfis
BuOpana 3 Kareropii i mizkarteropi 3axoniB kibepsaxwucty. [Ipodins
MOJKHa OXapaKTepU3yBaTH SK Y3TOJUKEHHS CTaHAAPTIB, IHCTPYKLIH 1
npakTHK 3 siipoM CSF y koHKpeTHOMY cuieHapii BipoBakeHHs. [Ipodini
MOJXHa BHUKODHCTOBYBAaTH JUIS BHM3HAUCHHS MOJJIMBOCTEH IS
MOKpalIeHHs. cTaHy KibepOe3mekn HUIsIXoM nNopiBHSAHHSA «[loTouHOTO»
mpo¢imro (cTaH «iIK €») i3 «LlimpoBUM» mpodineM (CTaH «IK Mae OyTn»).
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{06 po3podutu mpodiik, opraHizaiis MOKe MEPErNITHYTH BCi KaTeropii
Ta migKaTeropii Ta, BUXOAS4M 3 PYIIIHHMX (akTopiB Oi3Hecy/Micii Ta
OIIIHKY PHU3WKIB, BU3HAYNTH, SIKi € HABAXKJIMBIIIUMI, BiH MOKE JI0JIaBaTH
KaTeropii Ta migkarteropii, SKIIO L€ HEOOXIAHO JUISi YCYHEHHS PH3HKIB
opranizauii. IloriMm morouHuii npodine MOXHAa BHKOPHUCTOBYBATH IS
BU3HAYCHHS NPIOPUTETIB 1 BUMIPIOBaHHS MpOTpecy Ha LUIIXY A0
UTBOBOTO TIpO(iII0, OJHOYACHO BpPAaxXOBYIOUYM iHIN Oi3Hec-moTpedw,
BKITIOYAIOYN €KOHOMIuHy e(eKTHBHICTh Ta iHHoBamii. Ilpodim moxna
BUKOPHCTOBYBaTH [UIsi TPOBEACHHS CAMOOLIHKH Ta CIIUIKYBaHHS
BCEpEeMHI opraHi3arii abo MiXk opraHizaIlisamMu.

CSF TakoX BBOIWTH TIOHATTA pIBHIB BIPOBAKCHHSA 3aXOIiB
kibep3axucty. PiBHI BIpOBa/KCHHS 3a0€3MEUyIOTh KOHTEKCT TOTO, SIK
OpraHizawisi po3riisiia€ pU3MKK KibepOe3leku Ta MpolecH, sIKi ICHYIOTh
JUISL YOPaBJiHHA LMM DPH3MKOM. PiBHI ONKCYIOTH CTYHiHb, JIO SIKOTO
NpaKkTHKA  yNpaBJiHHSA  pU3MKaMHM  KibepOesmeku  opraizarii
JMEMOHCTPYIOTh ~ XapaKTCPHCTUKH, BH3HAa4YeHI B PaMKOBiii  OCHOBI
(Hanpukiaa, YCBIIOMIIGHHS pPH3MKIB 1 3arpo3, MOBTOPIOBAHICTH 1
aJanTUBHICTE). PiBHI XapakTepu3yrOTh MPaKTHKY OpraHi3alii B Jiama3oHi
Bin dactkoBoro (piBeHb 1) mo amamruBHoro (piBeHs 4). Lli piBHI
BiOOpakaloTh Tepexin Bix HeQOpMaTbHHUX, PEaKTUBHUX pEaKIiil [0
MiAXOMIB, SKI € THYYKHMH Ta iH(QopMoBaHMMHU Tipo pm3ukH. Ilim gac
npouecy BHOOpY piBHS OpraHi3alis HOBMHHA BPAXOBYBATH CBOIO MOTOYHY
NPAKTUKY YOPAaBIiHHSA PU3HKaMH, CEPEIOBHILNE 3arpo3, MpPaBoBi Ta
HOPMaTHBHI BUMOT'H, LIiJi Oi3Hecy/Micii Ta opraHizauiiHi 0OMeKeHHSI.

IIpeacraBiaenns MHOkUHH 3axoAiB KiOep3axucty CSF y
BUIJISI/Ii TONMOJIOTIYHOTO MPOCTOPY

TTOHATTS TOMOJOrIYHOIO MPOCTOPY BHKOPHUCTOBYETHCSA Yy 3arajibHii
TomoJorii. BU3HAUEHHS TOIMOJIOTIYHOTO MPOCTOPY CITUPAETHCS JIMIIE HA
TEOpII0 MHOXWH, 1 € HaWOIJIbII 3aralbHAM MOHATTSIM MAaTeMaTHYHOTO
MPOCTOpPYy, INO JO3BOJIAE€ BHU3HAYUTH HACTYNHI KOHIEMIi, Taki SK
0e3mepepBHICTb, 3B'I3HICTh Ta KOHBEPTEHTHICTS [3].

Hexaii icuye ™HoxuHa enemeHTiB X. Cucrema 7 BIIKPHTHX
IMIIMHOHUH Ti €JIEMEHTIB € TOIOJIOTI€ Ha X, IO BIJIOBIJa€ BUMOIaM,
SIKi 3ByThCS aKCIOMaMH TOTIOJIOTi:

— 00’eTHaHHS TOBUTFHOTO CIMEWCTBA MiAMHOXKHH L 3 enemeHTiB X

saenms T VL L €T (LML eT)

— IEPETHH IOBUILHOTO CKIHYEHHOTO ciMercTBa L 3 miaMHOXKHH

VL, L"eT:(L'uL"eT)

ejleMeHTIB X HAJIEXKUTh | .
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— caMa MHOKHWHA X Ta TMOPOKHA MHOKMHA HAJICKATH T:
DeT, XeT

A BriopsinkoBana mapa (X, T) Mae Ha3By monoao2iuno2o npocmopy.

OkpeMHM BHITQJAKOM TOIIOJIOTIYHOTO TPOCTOPY € TPOCTip 3
JIUCKPETHOIO TOTIONIOTi€r0. Y MHUCKPETHOMY TOMOJOTiYHOMY IIPOCTOPi
MHOXKMHA TOYOK HE € OE3MepepBHO0, BCi TOUKH NMPOCTOPY B IEBHOMY
CeHci i30/bOBaHi omHAa Big oxHOI. TOMONOTiIEI0  AWCKPETHOTO
TOTOJIOTIYHOTO TPOCTOPY (AMCKPETHOKO TOMOJIOTIEI0) € CIMEHCTBO BCIX
HOro miAMHOXHH, IO BiANOBiZalOTh akciomam Tormosorii. OcoOIMBiCTIO
JCKPETHOT TOMOJIOTIT € Te, 110 11 623010 MOCIYrOBYIOTh BCI MiJIMHOXXHHHU
MHOXXHHH X, 10 CKJIAIAIOTHCS 3 OJHOTO €JIEMEHTA.

Hexaii Se€S - me migkareropis 3axoliB 31 CKiHUCHOT MHOXXHUHH
minkarteropii S, a me M — piBenp BrpoBakeHHs. HazBemMo koptex
c(S,m), 1m0 MO€AHYE MiAKATErOPil0 3axXOMdiB Kibep3aXWCTy Ta piBEHb
BIIPOBQ/KCHHS 1IIi€i 3aXOIiB IIKATEeTopii, 6exmopom Kibepzaxucmy
(mimkaTeropis 3aX0fiB BKazye HAMPSIMOK, a PiBEHb BIIPOBAKEHHS BKa3ye
JOBXXHHY BEKTOpa).

MHoOXWHa BCi MOXIJIMBHUX BEKTOpIB KiOep3axmcTy pa3oM 3 yciMma
MOJKJIMBUMH  KOMOIHAIlIIMH  BEKTOPIB  YTBOPIOE,  BIATOBIAHO 10
BU3HAYCHHSI, TOMOJOTTYHUN npocTip. KoxkeH BEKTOp IpU 1[bOMY, a TaKOK
Oy/b-sika TXHsI MiIMHOKHUHA € eIeMEHTaMH TOTIOJIOT 1.

Pestomytoun, Hexaii icHye MHOMHa C Bcix BekTopiB C. Hexaii icHye
cHCTeMa EJEMEHTIB MHOXHMHHM IIMX BEKTOpiB T, J0 sKOl Hajexarh
MOPOXHS MHOXHHA, caMa MHOXKHHA BCIX BEKTOpiB, Ta OyIb-iKi
KoMOiHaIi1 (00’ €THAHHS Ta IEPETHHMN) 3 Ii€1 MHOXKHHHU BEKTOPIB:

aT : G,CeT, ‘v’C',C"eT:(C'mC"eT; C'uC"eT)

VY TakoMmy BHNaJKy cucTeMa [ BiINOBiga€e BU3HAUCHHIO TOIOJIOTII Ha
MHOXmHI BektopiB C, a mapa (C,T) BigmoBigae BU3HAYCHHIO
TOIOJIOTIYHOTO TPOCTOPY, J€ MHOXHHA BEKTOpIB KiOep3axucry €
«HOCI1€EM)» TOTIOJIOTII.

Tenep 3a IOMOMOTOIO TPEJICTaBICHUX BU3HAYEHBb (HopMaizyeMo
moHATTS mpodimto  kibep3axucty. [Ipodine «kibepzaxmcty P €
MiIMHOXHHOIO BEKTOPIB KiOep3axucTy, TaKoo, M0 KOXKHIM mimkaTeropii
BIJIOBiIae JIMIIE OAMH BEKTOP. 3a BHU3HAYEHHSM, BCi MiAMHOXHHHU
BEKTOPIB HaJleXaTh MO TOIOJOTii, OTke mpodins Kibep3axucry €
€JIEMEHTOM TOIIOJIOTii, yTBOPEHOT Ha MHOKHHI BEKTOPIB KiOep3axucTy.

Hapani  BUKOpPHCTOBYBaTMMEMO Taki Ha3BM Ul 3pOOJIEHHX
BU3HAYCHB!

—  TOTOJIOTIYHHH MPOCTIp KibepOe3neKkH;

—  TOTIOJIOTis KiOep3axXHuIeHOCTI;
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—  BEKTOp Kibep3axucry.

BusHauyeHHs1 piBHA BIPOBa/JKeHHs 3aX01iB Ki0ep3axucry

Haxkazom AnminicTparii Jepskcnen3s’si3ky [4] 3aTBEepKCHO METOAMYHI
peKoMeHparlii MO0 MiIBUIICHHS pIiBHA KiOep3axucTy KpUTHYIHOI
iHpopMamiiHOl THPPACTPYKTYpH, B SKHX IEPEKIAJCHO Ta aIarTOBAaHO
nonoxenHss CSF. Y Tomy umcii, BU3HA4YeHI Taki piBHI BIIPOBAKCHHS
3aX0[IiB KiOep3aXuCTy:

1.YHactkoBuii

2.Pu3uKk-opi€eHTOBHUI

3.IToBTOproBaHuUi

4. AnantTuBHUH.

{06 3posymitu If0 Kiaacu(ikailio, HEOOXIAHO MOCTIAWTH iHIII
MiIX0AM Ta 3pOOMTH TOPIBHSHHS, HANPHUKIAJA, PIBHIB BIPOBAIKEHHS
3axomiB kiOep3axucty piBHsMm 3pimocti [T mporieciB, BH3HAYCHHUX
Metognomnoriero COBIT 5 [5], Ta piBHIB 3axumieHocTi 3rigHo ISA 62443-
1-1 [6], mpencraBieHoi B Tabm.1.

Tabmuus 1. TlopiBHSIHHS piBHIB BIIPOBAKCHHS Ta 3pLIOCTI

Pexomenmanii/NIST ISA 62443-1-1 COBIT5S
CSF (ISA 62443-3-3 Annex A)

1.YacTkoBuit 0. He mae 3aco6iB 3axucTy 0. Incomplete
1. 3axuieHuii Bixg process (He
BUII1a/IKOBOT0/HEHaBMHUCHOTO icHyrOUHit)
MOpYyLIEHHST Oe3MeKn 1. Performed

process
(ITouaTkoOBHiA)

2.PU3HK-OpiEHTOBHHUIA 2. 3axuIeHuii Big ciabkoro 2. Managed
HAaBMHMCHOTO BTpYy4aHHS process
(HeBenuKi pecypcH Ta 3HaHHS (IToBTOprOBaHMIH
HHM3bKa MOTHBAIlisl, TPOCTI aJie IHTYiTHBHUIA)
3aCO0H)

3.IloBTOproBaHuit 3. 3axuieHui Big 3. Established
HAITOJIErJIMBOTO HABMUCHOTO process
BTpYYaHHs (3a[isTHA CYTTEBI (BusnaueHmit)
pecypcH, IiKIYeHO
npodecioHais i
crierianizoBaHi 3acobu, ane
aTaKylo4a CTOpOHA Ma€e
00OMEKEHHS B MOXKIIMBOCTSIX
Ta/abo pecypcax Ta/abo aci)

4.AanTUBHAIA. 4. 3axuIieHni Bif 4. Predictable
LiJilecnpsIMOBaHOI process
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HaIloJIerInBoi aTaky (KOJIN (KepoBanuit Ta
aTaKylo4a CTOPOHA Ma€e BUMIpIOBaHUi1)
pecypcH Ha 5. Optimising
peryIsipHi BOpOXi Ail, process

MOCTIHHO BIOCKOHAIIOE (OnTumizo-BaHwMiA)
MEXaHI3MHU aTaku, BUYIKYE,

LIyKa€e HOBi

BPA3JIUBOCTI).

JlocsirHeHHsT piBHS BIPOBAJPKEHHS 3aXO[IB KiOep3aXHCTy BH3HAYAETHCS
32 TOBHOTOI0 BHKOHAaHHS LMX 3aXOMIB 3 YpaxyBaHHSIM IOTOYHOI
NpaKkTHKA LIOA0 peai3amii 3axoiB KiOep3axuCTy Ta YIpaBIiHHI
pusukamu kibepoesneku Ha OKI, xapakrepuctuku 3arpo3 kibepOe3nexu,
3aKOHOJAB4i Ta HOpPMAaTHWBHI BHMOI'M, KOMEpPILIHHI Ta CTpaTeriyfi i
OKI, Bumorm jmo  kiOepOe3nmekn B  JIAHIIO31  HOCTaBOK
MpOTpaMHOTo/amapaTHoro  3a0e3ledeHHs, OpraHizamiiiHi Ta  iHmI
OOMEXKEHHS.

Bizyaaizanis npodginio kidep3axucry

B HeszanexHocTi Bil TOro, siKa METOJUKA BHKOPUCTOBYETHCS ISt
BU3HAYCHHS PIBHS BIPOB3/DKCHHS 3aXOJiB KiOep3axucTy MeBHOI
migkarteropii, npo¢ine Kidep3axucTty Moxke OyTH TNpelCTaBIeHHH Yy
BUIJISA/Il CYKYITHOCTI BEKTOPIB IO BCIX IiJKATEropisiX, HalpHKIaL:

P = {(ID.AM -1, 2),(ID.AM -2, 4)(ID.AM —3; 3),....,(RC.CO -3 1)}

VY takomy BUDISiAi npodink MaTMe IOBXUHY moHanm 100 BekTopiB.
MoHa NpeACcTaBUTH CHPOLICHUH, MEHII eTali30BaHUH POk, SKIIO0
YCEPEOHNTH PiBEHb BIPOBA/DKEHHS 3aXOJiB KiOep3axuCTy AL KOXKHOI
KaTeropii 3axo/iB Kibep3axucry:

Zvnidl\'am

Cllkam = N

Kxam
ac

Ci], ., — MiHIMabHUM cepe/iHil piBeHb BIPOBA/KEHHS 3aX0/IiB;

\Y/

nioxam

— piBEeHB BIPOBAHKEHHS i KAaTEropii 3aX0/iB, sIKa HAJICKUTH J10
KaTeropii;

N — KiJIBKICTB IiAKATEropii 3aX0/IiB, 110 HAJIEXKATh 0 KaTeropii.

Kxam
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CropormieHu#i 1podins CKIaTaTUMEThCS BChOTO 3 23 yCepeaHEHUX
BEKTOPIB BEKTOPIB 1 MATHUME BUTJISIL:

P = {(ID.AM; 2),(ID.BE; 2)(ID.GV; 3),....,(RC.CO;2)}

Takuii cnpomieHnii npodine MOXKHa Bi3yali3yBaTH 3a JOHNOMOTOIO
MENTFOCTKOBOI Aiarpamu (puc.3).

Oiarpama npodinis Kibep3axmcry

=@==0RG1l ==@=0RG2 ORG3

ID.AM

Pucynok 3 — Bizyaunizaiis cripomieHux npodiizie Kibep3axucTy

Ha pucynky 3 mpexacraBieHo cropomneHi mpodimi Kidep3axucty Tpbox
ysBanx OKII B cucremi xoopauHat, cxoxii Ha pamianehy. Ilo kpyry
po3ramoBaHi Kkareropii 3axomiB KkibGep3axucry. Bincrane Toukm Bix
HeHTpy (pajaiyc) BIINOBiZae piBHIO BIPOBapKeHHA. OYeBHAHO, IO
wioma (irypu, 0OTOYEHOi EBHUM KOJIHOPOM, THM OLIbINA, YAM BHIIHA
cepenHiil piBeHb BIPOBaDKEeHHs 3axoiiB kibepszaxucty OKII. dopma i
po3Mip ¢irypum MOXYTh CIYTyBaTH JUIsS OIliIHIOBAHHS CTYIEHIO 3piIOCTI
¢ynxmiii kiep6esnexn OKII.

BucnoBku

Mopenb kibepbesneky, sika 3anpornonoana B Cybersecurity Framework
Ta ajJanToBaHa B pEKOMEHJaUisX AnMiHicTpauii aepiKcrens3s’s3Ky,
JI03BOJISIE TIPEACTaBUTH NPOoQuIb Kidep3axHcTy y BHIVISAL TOMOJIOTII.
3anpornoHOBaHUK MiAXiA 1O OTPUMaHHS YHCEJIbHOI OLIHKH piBHA
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BIIPOBA/KCHHS 3aXOMiB KiOep3axucTy [ae AOAaTKOBI MOMKIUBOCTI IS
«BUMIpDIOBaHHS» JIOCTAaTHOCTI piBHS s 3abe3nedyeHHs  (yHKIIH
kibepOe3nekn 3aBAskM TOOYMOBI TOMOJOTIi 3axofiB Kibep3axucry
MEBHOTO 00’€KTa B KibepOE3MEeKOBOMY TOMOJIOTTYHOMY MPOCTOPI.
3anpornoHoBaHO crocid rpadivHOrO TpenCcTaBieHHS NpodiiiB
Kibep3axucTy, SKUH  JIO3BOJISIE  Bi3yaJbHO  IOPIBHIOBAaTH  piBHI
3abe3neueHHss (YHKIIH KiOepOe3neky, BHU3HAYAIOYM TaKAM YHHOM
(hyHKIIOHATTFHO OUTBIN 3piJli Ta MEHII 3piJii 00’ €KTH Kibep3axucry.
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MOHITOPUHI OB'EKTY KPUTHUYHOI
IHOPACTPYKTYPHU 3 1OITIOMOI'OIO BILJIA

Kyuepos JI.I1., [IImensoBa T.D.
HauionaneHwuii aBiauiitauii yaiBepcuret, Kuis, Ykpaina
d_kucherov@ukr.net, shmelova@ukr.net

PosrnsmaeTscst  3aBHAHHA ~ MOHITOPHHTY — BHCOKOBOJBTHHX  JIiHIM
eleKTpoMepeki  Oe3minoTHHMH  yitaneHUME — amapatamu  (BITJTA).
OOroBOPIOIOTHCS AITOPUTMH JUIS BAKOHAHHS IIHOTO 3aBJIaHH.

Karwuosi cioBa: BIIJIA, MOHITOpHHT, YIIpaBIiHHA, BUCOKOBOJBHTHA
eleKTpoMepexa

Beryn

Jo o0'exTiB KpUTHYHOI IH(PPACTPYKTypH HaAJIEKATH IMEpeayciM 00'€KTH
0aHKIBCBHKOI IisNTBHOCTI, TPAHCIOPTY Ta eJIeKTpoeHepreTHKH. OCKiNbKH
OCTaHHI MalOTh BEJIMKE 3HAYECHHS, IX CTaHy CJiJ] MPHIUIATH CEepHO3HY
yBary. MOXIJIMBUM pIlICHHSIM MOXX€ OyTH MOHITOPHHT  CTaHy
BHCOKOBOJIBTHHX JIiHIH enekTpoMepexi 3a mormomororo BITTA.

Jisi KOHTpPOJIIO IIICHOCTI BHCOKOBOJIBTHHX JIiHIM eleKTpoMepexi
BIIJIA mae OyTu ocHamieHW{d 3aco0amu HaBirailii, pajmio3B'si3Ky Ta
Bineokamepamu. [lomit BITJIA 37iiiCHIOETHCS HA BUCOTI, TOCTATHBOT JIJISI
KOHTPOJIIO Bifeokamepamu. [l mifBHIIEeHHsST €()EeKTHBHOCTI KOHTPOJIO
BUKOPHUCTOBYEThCsl Maia rpyna BITJIA y ckmaai 3-5 nitanbHux anaparis,
MapmpyT SKoi TpoyArae  B3MOBXK  JIHIT  JOCHiKyBaHO  JiHIi
eleKTpoMepexi. ['pymna BizyalsHO IIyKae OOpWBH JIHIA €IEKTpOMepexi
Ta TOIIKO/UKEHHS TpaHC(OPMATOPHUX MiACTaHOiH Ta ¢ikcye ix
KOOpP/JMHATH.

IIpn pyci 3a mapmpyrom rpyna BIIJIA moBuHHa OyTH 37aTHOIO
BUKOHYBaTH HECKJIaJHI MaHEBPHU TakKi, sIK 3JIT, IOCaKa, NPIMOTiHIHHMI
MOJIT B3MOBXK JIiHII mepenadi eleKTpoeHeprii, GapakyBaHHS Ha MicIi
MOTIKO/KEHHS 1 TIOBEPHEHHS 70 MICIISl CTapTy.

Mema cmammi TionArae y pPO3pOoOJICHHI ANTOPHUTMIB YNPaBIiHHSI
BIUIA nns 3abe3nedeHHs HEOOXiMHOT SIKOCTI MOHITOPUHTY Ta KOHTPOJIIO
BiJIEOKaMEPaAMH.

OcHOBHHI 3MicT

I'pynoBuii mousit Moxke posrispaTucs 3 JigepoMm, Oe3 migepa Ta 3
BipTyambHUM JiepoM. OcHOBHI mpoOjeMu oprasizailii TpyImoBOTO
MOJILOTY 3 JIJAEpOM TIONATAlOTh y HEOOXigHOCTI 3abe3meueHHs
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JOCTYITHOCTI Jijiepa JO WICHIB KOMaHIW, MiATPUMKH 3B'I3KYy Ta
BUpIIIEHHS MNpPOOJIEM TMOJbOTY, IMOB'I3aHUX, HANPHUKIAA, 3 JOJAHHIM
nepemkon [1; 2]. Jlizep € TeXHIYHO CKJIAaJHUM €JIEMEHTOM IpYIH, Bil
SKOTO 3aJICKUTh ©(EKTHBHICTh BHKOHAHHS LIJIHOBOTO 3aBAAHHS TPYNH
BIIJIA «MoHiTOpHHT». AJe Jijep € Cl1adKoI JIaHKOK B YIpPaBJIiHHI
IpyIoO0, BHUXiA HOro 3 JiaJly YHEMOXIIMBIIOE BHKOHAHHS MOJBOTHOTO
3apnaHHs. i mojonaHHA i€l mpoOiieMu Mae OyTH BHpIIIeHa 3aaada
BHOOpPY HOBOTO Jifepa Ta mepenava Homy ympasiuinHs. [lis Oe3 migepa
nependavyae MPOCTOPOBE Ta THMYACOBE PO3HECEHHS WICHIB TPYNU IS
opraHizarii IONbOTY, BUKIIOUYCHHS 3ITKHEHb Ta OpraHi3amii 0e3medHoi
IisUTbHOCTI BCix wieHiB rTpymu. I[lepeBaramu Takoi oprasizamii €
He3aJIe)KHE BUKOHAHHS KOXKHUM YJICHOM TPYIH HOCTaBJICHOTO 3aBJaHHS,
BHUXIJl 3 JIaJy OJHOTO arapaTy He BIUIMBA€E Ha Pe3y/bTaT KiHIICBOI 3a1adi,
3aBJaHHs BUKOHAHE Xo4ya 0 OJHHMM amapaTtoM, BBa)KA€THCS BHKOHAHHM.
[ToTpeOyroTh  BHpilleHHS OpPOOJEMH, TOB'sI3aHI 3  HEOOXIiTHICTIO
peTeNIbHOTO  IJIaHyBaHHS MapUIpyTy Ta 3a0e3le4eHHSM [OBHOTO
KOHTPOJIIO 3a [isIMM 4JICHIB TPYyNH, OCOOJMBO y pa3i BiJCYTHOCTI
B3a€MOJii B KPUTHYHI MOMEHTH BHPIIICHHS MLIJIHOBOTO 3aBIaHHSA
«MOHITOPUHT» Ta HEY3TOKCHOIO MisITbHICTIO WICHIB TPYIIH.

I'pyma 3 BipTyaJbHUM JiIepoM, Ha BiIMIHY BiJl PO3TJISHYTHX, MOXE
BUPIIIyBaTH 3aBJaHHS IPH BUXO/I 3 JIaJy OZHOTO 3 WIEHIB IPYIH, 3/1aTHA
B3a€EMOJIISITH OAWH 3 OJHUM I e()eKTUBHOTO BHpIIICHHS 3aiadi MpH
BTpaTi OJJHOTO 3 YJEHIB IPYNH, HE BTPA4YalO4M MPH LOMY BIpTYaJbHOTO
minepa. Takum YMHOM Tpyna 3 BIpTyaJbHUM JIiIGPOM KOMIICHCYE
HEJIOJNIKH, SKi MaloTh Micue 3 JijgepoM i 0e3 mizepa. SIk HeqomiK Takol
oprasizauii i 3a3Ha4UTH HEOOXIJAHICTh MIATPUMKH JIESKOI CTPYKTYpH
MIOJ0 JIiAepa, BIJMOBIIHO 10 SIKOTO PO3PaXOBYIOThCS KOOPAUHATH
KOXKHOTO WiIeHa Ipynd. BipTyansHuil migep Takox Moxxe OyTH B Tpy1ii 6e3
Jmigepa 3a HEOOXiMHOCTi, HANpHUKIAad, JUIsl 3aBHAHHS «IOJOJIAHHS
nepemkony. BipryansHuil ninep Moxke OyTH METOIO TONBLOTY abo
LEHTPOM TpynH. [Ipy BUKOHaHHI TPUBAIMX 32 YACOM 3aBJaHb OpraHi3aris
3 BIpTyaJbHUM JIiJIEPOM € KPaIoIo.

B nonogiai posrisinaerses Mana rpyna BITJIA, sika Bupinrye 3aBganHs
MOHITOPUHTY ~ 00'€KTIB BHMCOKOBOJITHOI JIiHIi  eJIeKTpoMepexi 3
BUKOHAHHSAM IiJ3aBAaHb: PyX 3a MapIIpyTOM; MiIATPUMKa CTPYKTYpH
TpynH B pyci abo pexoHbIrypariii npH moI0JIaHHI TePENIKo/l; BU3HAUYCHHS
MOTIIKO/KEHHS Ha JIiHii Ta ¢ikcallis Horo KOOpauHaT.

BucnoBku

EdextuBHEM 3ac000M pillICHHS 3aBAaHHS MOHITOPHHI'Y BHCOKOBOJIBTHHX
JHIA eNeKTpoMepeki MoXe craTh 3actocyBaHHs Tpynu BIIJIA.
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3aHp0HOHOBaHi AJIropuTMHN Ta pe3yiabTatu MOACIIFOBAHHA
HiZ[TBepH)KyIOTL TeOpeTI/I‘{Hi HampamnroBaHHI.

Ilepeaik mocujianb
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OHTOJIOI'TYHUH HIAXLI 10 KEPYBAHHST
JIPOHAMH HA OCHOBI MYJIbTUATEHTHOI
CHUCTEMH TA POEBOI B3AEMO I
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OnmHUM 13 BENMKHX BHKJIHMKIB CBHOTOJICHHSI € 3aCTOCYBaHHS pOIB
6esninoTHux mitaneHuX anapatiB (BIIJIA) Ha OCHOBI MyJbTHAreHTHHX
cucreM (MAC), mo0 3a0e3neydTH MepeBaru JeleHTPalli30BaHOTO
KepyBaHHS, SKI MOJSraloTh Yy CyMICHOMY BHKOHAHHI JIpOHAMH
NOCTaBJICHOTO  3aBJAHHS, JKUBYYOCTI CHCTEMH, JOCTYHNHOCTI 1
MacmTabOBaHOCTI y CHCTEMaX 3aXHUCTY KPUTUIHUX IHPPACTPYKTYP.

Jus oOMiHY HaHMMH MK JpOHaMH HEoOXimHa iHTeporepadenpHa
iHpopmamis, ska 3a0e3meyye OJHO3HAYHWUH KOHTEHT, a TaKOX
(opmaiizoBaHi 3HAHHS PO PONBOBI (YHKIIi YCiX APOHIB Ta YMOBH
CHiBOpaIii MK HUMH, YMOBH TIepCHAa3HA4YCHHS poyied mpu 3004x abo
BTparax, imeHtudikamis iHmux BITJIA. Ii 3aBmaHHS MOXYTb OyTH
MOKJIJICHI HA OHTOJIOTIYHY MOJIeNb, sika (opMmatizye NeBHI 3HAHHS PO
MOJNITUKY Jifl CHCTEMH y PI3HUX CKIAJHHUX CHTyalisx i gonomarae MAC
Kpallle BUKOHATH [TOCTABJICHI 3aBIaHHS.

KurouoBi ciioBa: oHTOJOr S, MPeCTaBICHHS 3HaHb, POMOBUHN 1HTEJEKT,
nponu, BITJIA, iepapxiuHa cTpyKTypa KepyBaHHs, alallTUBHA OHTOJIOTIsI.

Beryn

Croronni BITJIA, abo npoHH, IPUBEPTAIOTH BEIHMKY yBary pi3HUX cdepax
3aCTOCYBAaHHsI BiJi BIICBKOBMX JO IUBITBHUX, OCKUIBKH BOHHU MOXYTh
BUKOHYBAaTH 3aBJaHHs Benukoi ckinamaHocTi. Cdepu 3actocyBanus BITITA
3 MAC i poeBUM IHTEIEKTOM CHOTOJHI OXOILIIOIOTH BIJ I1HCIIEKIT
BucotHuXx crnopyx i MocrtiB (CIIA, Himewuwmna) [1,2], momrykoso-
patyBanbHuX poOiT (bpasmmis, CIIIA) no BificbKOBOTO Ui BUKOHAaHHS
BOEHHHUX Ollepalliil Ta 3aXUCTy KPUTHUYHHUX IHPPACTPYKTYD.

3acTocyBaHHS METOJIB IUTYYHOTO IHTENEKTY Ta MaIIMHHOTO
HaBYaHHS, JO3BOJIIE  PO3pOOMTH BHCOKOHaMiWHI cucremu BIUIA 3
pI3HOMaHITHUMHM (QYHKUISIMH, $Ki MalOTb TpPaAMLiiiHI poboTH, BiX
KOMIT FOTEPHOTO 30pY, PO3Ii3HAaBaHHS 3BYKIB /O JIOTIYHOTO BUBEICHHS
HOBHX 3HaHb Ha OCHOBI THX, SIKi € B HasIBHOCTI [3].
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s 3a06e3nedyenns ynkuionyBanHs MAC BHKOPHUCTOBYETHCS Ipymna
OHTOJIOTIH, 110 BM3HAYAIOTh KOHTPOJIBLOBAHUH CIOBHHMK TEPMIHIB, JaIOTh
3MOTy BH3HauYaTH ()YHKIIFO, KOHTEKCT 1 CHTYyaIlii, HeOOXiIHI JIs 0OMiHYy
ceMaHTHU4HOIO iHpopMauieto it npeamerHoi oomaacti (IIpO) B MAC abo
MIX OIepaTopoM Ta areHTOM.

OnrosoriyHmil miaxia 10 3a0e3nevYeHHs1 B3a€EMO/Iil poro
BILJIA

OnroJorii 3a6e3ne4yoTh popMalbHy cnenudikanio KOHIeNnTyamnisamii B
YiTKO BH3HAYCHUH 1 OJJHO3HAYHUH CTIOCIO, TAKIM YHHOM, BOHU CIIPHUSIOTH
0oOMiHY Ta TIOBTOPHOMY BHUKOPHCTAaHHIO 3HaHb. OHTOIOTII MOXHa
BUKOPUCTOBYBATH [UIA MipKyBaHHSA IMpo O0’€KTH Ta iXHiI aTpuOyTH y
BHU3HaUeHOMY AoMeHi [5]. CucteMu 3acHOBaHI Ha POSX CKIAJAIOTHCS i3
MHOKMHH areHTiB, IO B3a€EMOMIIOTH MDK CO0OI0 Ta 30BHINIHIM
CEpeIOBUINIEM 3aCTOCOBYIOTh JJISI CTBOpPEHHSA IuaHy pyxy bILIA,
PO3MOALTY POOIT MiXK areHTaMH 1 MPAIOOTh Y B3a€MOJIII0 3 OHTOJIOTIEI0
IIpO.
OynnamentanbHuMu Ui GyHKiioHyBaHHs BITJIA Ha ocHOBI YoTHpHU

THUIIM KJIACIB OHTOJIOTIYHOT MOJEJI:

1) xnacu ingopmayitinux 06’ ckmie, Taki K iHCTPYKIi MOJABOTY Ta
PO3BIIKH, NONITHKH MIATPUMAHHS >KHBYYOCTI Ta HaIiHHOCTI
CHUCTEMH Ta 3aBIaHHS BiJ OmepaTropiB abo 3amporpaMoBaHi B
BILIA;

2) knacu acenmig, Taki sik oneparopu BITJIA ta aBroHomui BITTA,
SK1 HaJICHJIAl0Th, OTPUMYIOTh 1 BUKOHYIOTH 3aBJIaHHS;

3) kmacu nmpoyecig, Taki K TPOIECH TMOJIbOTY, 3B’SI3KY Ta
CIIOCTEPEXKEHHSI, Mepea0aYeHi UMK TUPEKTHBAMH Ta BHUKOHAHI
LIMMH areHTaMH; i

4) Kiacu poseil, Taki sIk KOMaHIHP, OTEPaTOp, BEAYUHi i IPHMaHKA,
AKi TPHU3HAYAIOTBCSA YYaCHUKAM IIUX TIPOLECIB 1 AWKTYIOTH
TIPUIIUCH, 32 SIKi BIATIOBi/Ia€ KOXKEH yYaCHHUK.

OHTOJIOTIYHO BU3HAUCHI CLEHapii € 3pOo3yMUIMMH Ta MOXYTb
BUKOPHCTOBYBATHCSl SK OIIEPaTOpPaMH, TaK 1 areHTaMH, IO CTBOPIOE
CHiJIbHE PO3YMIHHS SK KOHTEHTY CLEHapilo, Tak i CYyTHOCTEH, Mpo sKi
HeTbCsl B KOHTEHTI.

Bucuosxku

TTHI BHU3HAYAIBLHUX XapaKTEPUCTHUK CIIUIBHUX i TE, III
OpnHicro 3 3Haya. apaKkTepuc cIi if € Te 0
YYaCHHKH CITIBIIPAlli MAlOTh HaMip JOCATTU OJHIET METH Ta IOCSATTH Il
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pasom sik rpyna. OHTOJOTISI PO3IIMPIOE AaHi B 0a3i 3HAHB 3a JJOMTOMOT'0I0
Y3TOJDKEHOT CTPYKTYpH BiJHOIICHb 1 YITKO BH3HAUYEHHX TEPMIHIB IS
(hopMyBaHHS JIOTIYHMX BUCHOBKH 3 JIaHHX, [TO3HAUYEHUX TEPMIHAMU 3 i€l
OHTOJIOTII.
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®OPMYBAHHSA MEPEKI BUEHUX Y COEPI
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4 [HcTuTyT iHGOPMAIIHHUX JOCTIKeHb AKaeMil HayK MPOBIHIIIT
[TanpayH, [{3unans, KHP

VY wiit poboTi po3rIIAAAIOTECS MEPEkKI BUYCHHUX, B SIKUX BPAXOBYIOThCS HE
TUIBKW BIJIHOCHHM CIIIBaBTOPCTBA, aje M TeMaTudHa OJM3bKICTh
HayKkoBUX iHTepeciB. OcCOONMBICTH HaBEIEHOTO IIJXO/AY IOJISIrae B
ypaxyBaHHI JIECKPHIITOPIB TEMAaTHK, SKI HPHUIUCYIOTh Co0i OKpemi
aBTOpH. 3MICTOBHA KOpEJLisl TEMaTHK BH3HAYa€ Bary 3B SI3Ky MIX
BUCHUMH y Mepexkax, o po3risaaTses. [Ipu peanizanii 1b0ro miaxomy
3aCTOCOBYEThCS  CICLIANBHUII ~ QITOPUTM  CKaHYBaHHSI  PeCypcCiB
HAayKOMETPUYHOTO CEpPBICY IS OJEpKaHHS Perpe3eHTaTHBHOTO Habopy
aBTOpiB abo0 CHIBaBTOPIiB SIK OCHOBH (BY3JiB) Mepexi. s cTBOpeHHs
mporpaMHOI  peaji3amii  3ampoONOHOBaHUX  IIXOMIB 1  METOIIB
BUKOPDHCTOBYETBbCSI MoOBa IporpamyBaHHs Perl, a Ttakox 3acobu
MIPOrPaMHOTO 3a0e3NedeHHs U aHai3y Ta Bisyamizaiii rpagis Gephi.

KaouoBi ciaoBa: Mepexa Buennx, Haykomerpuunuii Cepgic,
3ounyBanHs  [Hopmamiitnoi  Mepexi, [eckpunrtopu  TemaTuk,
Krnacrepunit Ananis, KibepOesmnexka.

ITocTanoBka npodaemu

Ha meit dac akTyanpHOWO € 3amada BHOOPY €KCIEPTHUX TPYII,
nporHo3yBaHHA [1] crinbHOi poOOTH BUEHHUX B Pi3HHX Taly3sX, 30KpeMa,
B cdepi kibepOe3mneku. SIKIO BpaxOBYBaTH BiTHOIICHHS CITIBABTOPCTBA
Ta/ab0 CHUTBHHUX IHTEPECiB PI3HUX BUYEHUX, TO MOXHa C(HOpMyBaTH
Mepexi, Ki MOKHa BHKOPUCTOBYBATH JIJIS PIlICHHS IIi€l 3amadi.

Mertoro 1aHo1 poOOTH € MpeICTaBICHH HOBOTO MiAX0U A0 MOOYI0BU
Mepexi BUCHHX MUITXOM 30HyBaHHS HAYKOMETPUYHUX CEPBICIB.
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[Ipononyetbes MeToMKa (GOPMYBaHHS 1 MOJANIBIIOTO JOCIHIIKESHHS
Mepexi BYCHUX HITSIXOM LJIECTIPSIMOBAHOTO 30HyBaHHS
HayKOMETpHYHHUX Mepex. [lin 30HAYyBaHHSIM MeEpex pO3yMITHMEMO
BUOIPKY HEBEIIMKOTO O0OCATY HAHBaXIIMBILIOTO 3MICTY 3 BEJIMKHX MEPEK,
SKi 3 TEXHOJIOTIYHUX MPUYHMH HE MiJUIAraloTh MOBHOMY CKaHyBaHHIO [2].
IcHytOTB pi3HI MeTOMUKH (OPMYBaHHS MEpPEX BUCHHUX, 30KpEMa, MEpex
CIiBaBTOPCTBA.

Y ©Oarate0X CydaCHHX  JOCII[DKEHHSIX MepeX 3aCTOCOBYIOTHCS
MEXaHi3MH X MOHITOPHHTY, ICIS YOTO POOJATECA BHUCHOBKH IIOIO
TOTIOJNIOTIT TakuX Mepex. Y poboti [3] mokazaHo, mo el miaxim e
xuOHUM. OTpuMaHi B pe3yibTaTi MOHITOPHHTY 0Opa3W NEepBHHHUX
MEpeX, YaCTKOBO BijoOpaxkalouM iX BJIACTHUBOCTI, HAWYacTille CYTTEBO
BIJIPI3HSAIOTHCS. BracTuBOCTI nuX 00pa3iB CYTTEBO 3alieKaTh Bij
ITOPUTMIB, 32 IKUMH 311HCHIOETHCS MOHITOPHHT.

AJIroput™m

3oHAyBaHHSA OMOPHOI iH(pOpPMAiIHHOT Mepexi 3MIHCHIOETBCS 3a TaKUM
ITOPUTMOM:

Kpox 1. Bubupaetbcs 0a30BUI ASCKPUNTOP, KU BH3HAYAETHCS SK
6a3oBuil AN 30HAYBAaHHSA (CIIOYaTKy, y HAHIPOCTIIIOMY BHIIAAKY
BUOMPAETHCS OJTUH BYy30J1 — Cyber security).

Kpok 2. [as o00paHOTrO AECKPHUITOPA/MECKPHUITOPIB 3aco00aMu
HAYKOMETPUYHOT'O CEpBICY € BCi BUEHI — aBTOPH, SKi NpUIHCATH cO01 11
JIECKPHUIITOPU. ABTOP PO3MIIYIOThCS y BiJICOPTOBAHOMY IOpPSIKY — Ha
MOYaTKy MOKa3yIThCS aBTOPH 3 HAWOUIBIIUMHU LMTYBaHHAMH. Jlis
noOy/ZOBH MepeXi [UIAXOM 30HAYBAaHHS PpO3INISAAIOTHCS aBTOPH 31
3HaueHHsAM HuTyBaHHA He MeHiue 10 000.

Kpoxk 3. CkiagaeTbest meperik AeCKpUNTOpPIB BiJl 3HAIIEHHX aBTOPIB,
10 BiINOBIAAIOTH NMEPBUHHINA TeMi cyber security. 30kpema, Ha IEpLIMX
CTOpIHKax aBTOPIB MO TIEPIIOMY JECKPUIITOPY 3HAXOAATHCS TaKi
JIECKpUNTOpH, K access control models architectures, secure cloud and
loT computing, Wireless Security, Network Security, Intrusion Detection,
Deception Detection, Cloud Forensics access control Tormo.

Kpox 4. JInst K0’)KHOTO 3 aBTOPIiB PO3IIIAAAIOTECS IX CHIBAaBTOPH TAKOX
13 3HaueHHAM nuTyBaHH:, He MeHme 10 000. 3 nux criBaBTOPIB SK BY3JIH
Mepexi po3TIIJaloThCcs Ti BYEHI, JAECKPHNTOPU SKUX ONM3BKI [0
NEpBUHHOI TeMaTuku cyber security. Takum unHOM, Oyiu 3HaleHi Taki
neckpuntopu, sk Network Security, Computer Security, Data breach
analysis, Cyber crime investigation, IT Security, Security and Privacy
TOMIO.
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Kpoxk 5. JIns Bcix 00paHHX JECKPUITOPIB BUOUPAIOTHCS aBTOPH, SIKUM
Il JECKPUNTOPH MpHIHCaHi. SIKIO CHHCOK aBTOPIB 31 3HAYECHHSIM
uutyBaHHs, OiunbmmMm 3a 10 000, mist Bcix BHOpaHUX JIECKPHUITOPIB
BUYEPIIAHO, TO MPOLIEC 3aBEPUIYEThCS. B 1HIIOMY BUNAIKY 3MiHCHIOETHCS
nepexis 10 Kpoky 2.

BaroBe 3HaueHHSIM 3B'SI3KIB, SIKC CTaBUTHCSA Y BINIMOBIIHICTH MiX
BY3JIaMH-aBTOpaMH B MEpPEXi, OPIBHIOE 3araibHiil KUTBKOCTI CHINBHUX
JIECKpUNTOpiB. SIKIIO iCHy€ BiTHOIICHHS CIIIBABTOPCTBA, TO JO Baru
3B'SI3KIB MDX BY3JIaMH JOJA€THCS JIesKka KOHCTAHTA (S€KCIEepTHA OILiHKa —
quCIio 5).

Ha Puc. 1 mHaBemeHo ¢parMeHT Mepexi BUYSHHX Yy Talysi
kibepOe3neku. Mepexka Mae BHCOKY 3B'SI3HICTh Ta SIBHO BHpa)KeHI

KJIaCTepH.

Jaeho
Asaf abtai

Ram_l@ishna

_Park
Shank: stry

Ravi Sandhu
R._Dennis

ena_Mihovska

Pucynok 1 — @parMeHT Mepexi BUCHHX

BucnoBku

3anpornoHOBaHO Ta peajli3oBaHO MiXiJ 10 GOpMYBaHHS MEPEX BUCHHUX Y
paMKax  TpeaMeTHOi  Tramy3i  KibepOesmekw,  0OOMEXyBaIbHUMHU
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€JIEMEHTaMH SIKOTO € JesKi MapKepu 3HaHb (JIECKPUNTOPH), 3a3Aaierilpb
3aJjaHi BUCHUMH SIK y4acHHKaMu rpoekty Google Scholar.

Ciip 3a3HAYUTH TNPUHIUIIOBY BiJMIHHICTH 3alpoIIOHOBaHOI MOEi
ABTOMAaTHYHOTO (OPMYBaHHS MEpEX BiJl ICHYIOUMX, SKi 0a3yloThcs Ha
Oe3mocepeiHid y4acTi eKCHEepTiB. Y Mekax I[bOr0 IOCTIKCHHS IS
NnoOY/I0BH MEPEXi B SIKOCTI YHCIOBHX 3HAUCHb BiIHOIICHb MK YUYCHUMH
BUKOPUCTOBYETBCSI 3MICTOBHA KOPEINAIis 0a30BHX  JIECKPUITOPIB.
IIporpama 30HIYBaHHS MeEpeXi BHUKOPHUCTOBYE 3HAHHSA, 3aKIaJeHI
aBTOpPAaMH, TaKHMM YHHOM eKCIICPTHE CEpEHOBHINE y IbOMY BHIAIKY
CYTTEBO PO3IIHPIOETHCS.

Monens 3acTocoByBaiachk i cepu KibepOesnekn B paMKax cepBicy
Google Scholar, ane 3anpornoHoBaHui MiJXiJ MOXHa BUKOPHUCTOBYBATH 1
JUIS IHIIMX HAYKOBHUX Tairy3ei, abo JJIst IHIINX HAYyKOMETPUYHHUX CEPBICIB.

JlitepaTypHi qxepesia

1. Lande D., Fu M., Guo W., Balagura I., Gorbov I. & Yang H. Link
prediction of scientific collaboration networks based on information
retrieval. World Wide Web : Internet and Web Information Systems. —
Iss. 23, pp. 2239-2257 (2020). DOI: doi.org/10.1007/s11280-019-00768-
9.

2. Jlanmp 1.B., Banarypa U.B., Auapymenko B.B. Tloctpoenue cereit
coaBTOpcTBa 10 JaHHBIM cepBuca Google Scholar Citations // OTkpbITBIE
CEMaHTUYCCKHEC TEXHOJIOTHUHN MMPOCKTUPOBAHUA HUHTCJUICKTYAJIbHBIX
cucrem (OSTIS-2016): marepuanst VI MexmyHap. Hayd.-TeXH. KOH(Q.
(Munck 18-20 despans 2016 rona). — Munck: BI'YUP, 2016. — C. 233-
237.

3. Lande D., Dmytrenko O. Research of Topological Properties of
Network Reflections Obtained Using Different Algorithms for Scanning
Initial Networks. In: Shkarlet S. et al. (eds) Mathematical Modeling and
Simulation of Systems. MODS 2021. Lecture Notes in Networks and
Systems, Vol. 344. Springer, Cham. (2022) https://doi.org/10.1007/978-3-
030-89902-8_26.
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TH®OPMAIIIMHI TEXHOJIOI'Ti
BUSABJEHHSA KIBEPIHIUJIEHTIB SIEM-
CUCTEMAMM B IH®OOPMAIIIIHO-
KOMYHIKAIIIHHUX CUCTEMAX

1,2 [0000-0002-9344-713X]

Cyoau Irop FOpiitoBug ,
1 [0000-0002-4323-0709]

Morunesuu JImutpo IcakoBuy ,
MuxkuTtiok Aptem B’siuecaBopyy - [0000-0002-8307-9978]
Ky6pak Bomogumup OnexcanapoBHa” [0000-0001-8877-5289]
®ecpoxa Biraniii Bikropoppy? [0000-0001-6612-1970]

! IncrutyT criernianpHOrO 38°13KY Ta 3axucty indopmarii HarionaasHOro
TEXHIYHOTO YHiBepcuTeTy YKpainu “KuiBChKH MONITEXHIYHAN IHCTUTYT
imeHi Irops Cikopcrkoro”, Kuis, Ykpaina
? BiiicbKOBHI iHCTHTYT TelleKOMyHiKartiii Ta indopMarnsanii iMeri
I'epoi Kpyr, KuiB, Ykpaina

igor_subach@ukr.net, mogilevil@ukr.net, mukuta8888@gmail.com,
volodymir.kubrak@ukr.net, vitaliifesokha@gmail.com

Po3risiHyTO NMTaHHS BUSIBJICHHS KIOCPIHITHICHTIB, sIKi BUHUKAIOTh B XOIII
¢yukuionyBanHs iHpopMariiHo-komyHikaniiHux cucreM (IKC), Ha ocHoBI
3acTOCyBaHHSI B KOHTYpi KiOep3axucty SIEM-cucremu, sik ocHOBH st 1i
moOyI0BH. 3pOOJICHO BHCHOBOK MPO HEOOXIAHICTH 3aCTOCYBaHHS B Hil
HOBITHIX 1H(OpPMAIIHHUX TEXHOJIOTH, peasli3oBaHUX HAa OCHOBI MOJIENEH Ta
METOJIIB IITYYHOTO IHTEJIEKTY, IHTEJIEKTYaJbHOIO aHali3y AaHWX, 00poOKH
BEJIMKUX OOCSTIB JAaHWMX Ta MAIIMHHOTO HaBYaHHS. 3allpOIIOHOBAHO MOIENb
(opmanizanii NPUYUHHO-HACTIAKOBUX 3B’A3KIB MK 3MIHHUMH “‘O3HaKd
KiOCpIHIMICHTIB-THIIN KiOEPIHIIMACHTIB®, Ha OCHOBI OIUCY LHUX 3B’SI3KiB
NPUPOJHOI0 MOBOIO 13 3aCTOCYBaHHSM TeOpii HEYITKMX MHOXHWH Ta
JHHTBICTHYHHX 3MIHHUX.

KawuoBi cioBa: xibepOesmeka, kibepinmmnent, SIEM-cuctema, HeWiTki
MHOKHHH, HEUiTKI IPOAYKIiiHI MpaBuUIa.

Beryn

OcHoBoro 10OynOBH e(eKTHBHOI CHCTEMH KiOep3axucry Mae OyTu
3actocyBanHs npoaktuBHoi SIEM-cuctemu (Security Information and Event
Management) — cuctem yrpapiiHHs iHpopMaLli€ro Ta noaisimu 6e3mexu [1].
EdexruBHicTs QyHKIIOHYBaHHS cHCTEeMH, L0 po3poliieHa Ha 0asi
3aIPOTIOHOBAHOT MOJIETi, CYTTEBO 3JICKUTD BiJl 3aCTOCYBaHHSI B Hili HOBITHIX
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iH(OpMAIIfHIX TEXHOJIOTiH, peani30BaHUX HAa OCHOBI MOJENCH Ta METOJIB
wrygHoro inrenekty (L), intenexryansHoro ananizy aannx (Data Mining —
DM), 06poOku Benukux obcsri panux (Big Data), MammmHHOrO HaBUaHHS
(Machine Learning - ML) ta iHmux. JlaHi TEXHOJOTIl JO03BOJSIOTH
MIHIMI3yBaTH y4acTh JIFOJWHM IIJ Yac BHpIIICHHS 3a/a4i pearyBaHHS Ha
KIOepIHIMICHTH, sKi BiIOyBaroThcs B xomai ¢yHkmionyBanus IKC, tim
CaMUM ITi/IBUIYIOYN OIEPATHBHICTh Ta OOIPYHTOBAHICTH PIllIeHb, SIKi BOHA
npuitMae [2].

Mopeas inenTudikauii kidepinunaentis SIEM-cucremoro

3arajbpHOBIZIOMO, 1o e(EeKTHBHICTh 3aCTOCYBaHHS Oynb-sKOi
IHTEJIEKTyaJIbHOI CUCTEMH, B OCHOBHOMY, 3aJISKHTh BiJl MOTYXKHOCTI ii 6a3u
3HaHb. [IpoTe, poBeeHMIT aHAI3 MOKa3ye, 0 HAWOUTBHII PO3MOBCIOHKEHUM
MeTofaMu BUsBICHHs KiOepinmunenTiB SIEM-cucreMamu € mpaBHIlO-
OpIEHTOBaHI METONM, $Ki IPYHTYIOTBCS Ha KIACHYHHAX TPOMYKIIIHIX
npaBmwiIaX. BimmoBigHO, MM TpencTaBiICHHS 3HaHb B 0a3i 3HaHbp SIEM-
CHCTEMH 3aCTOCOBYEThCS NPOIYKIIIHA MOJIC)b HAaJaHHSI 3HAHb.

Ilpore, naHa rpyma MeETO[iB, B YMOBaX HCMOBHOTH Ta HETOYHOCTI
iHdopmarii mpo KiOepiHIMACHTH, SKi BHHUKAIOTH B X0 (DYHKIIOHYBaHHS
IKC, He 3aBx/1u Jal0Th O4iKYBaHHM pe3ybTaT, a, BiANOBIJHO, 3aCTOCYBaHHS
iX € Hee(heKTHBHUM.

JUis  yCyHEeHHST JaHOro HEIodiKy, B poOoTi [3] 3ampomoHOBaHO
3aCTOCYBaHHSI MOJIEJICH Ta METOIB, L0 IPYHTYIOTbCS Ha TEOpii HEWITKHX
MHOKHH Ha HEUYITKOTO JIOTIYHOTO BUBOLY.

BiamoBigHO 10  IBOrO, MOJENTb  BHUSIBJICHHS  (PO3IMi3HABAHHS)
kibepinmmaerTiB SIEM-cructeMoro Moske OyTH TpeICTaBICHOO Y BHI [3]:

MF :<KF,Oi, RF,C),
ne KF — HediTkuii kiacudikarop;

RF = {RE} — MHOXKMHa  HEYITKHX TPaBWJI  PO3Ii3HABaHHSI
KiOCpIHITUICHTIB!

RF, : (K.,0,), RF, : (K,Q,),....RF : (K,0,) »C.

IpyuTytounch Ha [4] 3amaua posmisHABaHHS KiOEPiHUMIEHTIB MOXKE

po3risAmaTHCs SK 3a/1ava IXHBOI iIeHTUdIKaIil, a pilleHHs ii monsrae y
3HAXOJPKEHHI BiI0OpakKeHHS:

0 =(0,0,,...0,) >¢; €C=(c,C, - Gy )s ()

* . .
nqe O — mHOXMHA O3HaK KiOepiHmmmenta; C — MHOXHHA MOMKIHBHX
KiOepiHIMICHTIB.
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Jns  BupimeHHs Ha mTpakTdni 3agadi  (2) HaHOUIBII  IIMPOKOTO
pO3MOBCIO/DKEHHST  HAOy/lM  METOAM — MapaMeTpu4Hoi  ineHTudikamii,
HalpHKiIaa, MeTOJ HalMEHIIMX KBAaJparTiB, METOA MaKCHUMAJIbHOI
NPaBAONOAIOHOCTI, METOA CEpelHiX HEeB’SI30K, METOJ CTaXOCTHYHOI
ampokcumanii Ta iH. [5].

OCHOBHUMHM  HEIOJIKaMH LMX METOMIB, SIKi YCKJIaJHIOIOTH IX
BUKOPHCTAHHS € HACTYIIHI:

- Mogeni 00’eKTiB TUIYy “BXOJM-BUXIN’, K MPaBWIO HE MAIOTh YiTKOI

iHTepIpeTari;

- BiICYTHA MOXJIMBICT pOOOTH 3 BXITHMMH Ta BHUXITHUMHU 3MiHHUMH
SIKICHOTO THITY;

- BIACYTHA MOXJIMBICTh BHKODHCTaHHA MOCBiy e€KcHepTa Ipo
CTPYKTYpy 00’€kTy, MO0 (opMamizyeTbcsi y BUIJBIALI JIOTIYHHX
BUCIOBIIOBaHb THITY “SKIO-TO”.

YCcyHeHHsT HaBeNEGHHX HENOJIKIB MOJISira€ y 3acTOCyBaHHI IHIIOTO
MiOX0My, SIKMH IPYHTYEThCS Ha MOJEIAX Ta METOJAX IHXKEHepii 3HaHb,
30KpeMa, MOJIeIISIX HaZlaHHs 3HaHb y 0a3i 3HaHb IPO O3HAKH KiOEpIHIM/ICHTIB
(OKI), mo BunMKatoThb B xomi ¢ynkuionyBanus IKC Ta Tumm
kioepinmuaentie (TKI), mis TxHBOiI momaibiiol igeHTudiKalii Ha OCHOBI
300py Ta 0OpoOKHM ekcriepTHOI iH(opMaIlii 3a JOTIOMOTOI0 TEOpii HEWITKIX
MHO>XHH.

OCHOBHOIO 1JICF0 IIHOTO TIIXOY € (hopMaIi3arlist IPUIHMHHO-HACITIIKOBIX
38’s3kiB - MK 3MiHHUMH “OKI-TKI”, numixom ommcy nux 3B’s3KiB
NPHUPOTHOI0 MOBOK 13 3aCTOCYBAaHHSM TeOpil HEUITKMX MHOXHH Ta
JMHTBICTHYHHUX 3MiHHUX. lle J03Boisie  3OIMCHUTH  MaTeMaTHYHY
dopMastizamifo  MPUPOAHO-MOBHHX  BHCJOBIIIOBAHb MO0  IXHBOTO
3aCTOCYBaHHS JUIsl BHPIIICHHS 3a1ad4i ineHTHdikauii KiOepiHIMIEHTIB Y
MOCTaHOBII 3a1a4i (2).

BucnoBku

3anporioHoBaHa MoJeib ifeHTHdiKanii kidepiHuuneHtisB SIEM-cucremoro,
Ha BIMiHY BiJl iCHyIOUHX, 32CTOCOBYE HEUITKi MpaBHJIa JUIS PO3IMi3HABAHHS
KiOepiHIMIEHTIB, [0 BUHHUKAIOTH B XOIi (DYHKIIIOHYyBaHHS iH(opMamiiiHo-
KOMyHiKaIiitHoi cuctemu. Lle, y cBOro 4epry, J03BOJISIE YCYHYTH HETIOBHOTY
Ta HETOYHICTH iH(opMaIlii mpo KiGepiHIMASHTH y TpoIieci iX ineHTndiKartii.

IlepeJik mocujaanb

1.1. Cybau, B.Kybpak, A.Mukutiok.  ApxiTekTypa Ta
(yHKIIOHAIbBHA MOJENb MEPCHEKTUBHOI TPOAKTHBHOI IHTEIEKTYaJILHOT
cucremu SIEM-cucremu st kOep3aXxucTy  OO’€KTIB  KPUTHYHOI
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and Security 2017. Vol 5. Iss. 1. P. 29-41. DOI: 10.20535/2411-
1031.2017.5.1.120554.

3. lhor Subach, Artem Mykytiuk, Volodymyr Kubrak, Stanislav
Korotayev. Rule-oriented method of cyber incidents detection by SIEM based
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Aachen, Germany: CEUR Workshop Proceedings. Vol. 2859. P. 210-
219. DOI: 10.5281/zenodo.7123656.

4. AIL Pormrreiin, WnTennexryanbHble TEXHOJIOTUU
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PO3BIYBAJIbHUM AHAJII3 JIAHUX 3
BUKOPUCTAHHAM IHCTPYMEHTAJIBHUX
3ACOBIB HAIBYJ1OBH ASPE

A.lL Ky3pmuuoB
IactuTyT pobnem peectpanii inpopmanii HAH Ykpainn, Kuis, Ykpaina
akuzmychov@gmail.com

Ha xoHKpeTHHX NpHKJIajax 3 BUKopHcTaHHsAM HanOynoBu Excel ASPE
MOKa3aHo, 5K 3a JOMOMOTOK IHCTPYMEHTIB pPO3BiIyBaJbHOTO aHAI3y
HaOOPIB aHUX BEJIUKUX OOCSTIB 3[IHCHIOIOTHCS MPOLEAYPH: 3MEHIICHHS
pO3MipiB, KiacTepu3ailii, MEePeTBOPEHb THUMIB MaHHWX, MiJACHICHUI
BUOIPKOBHIA aHaIi3, BIIHOBJICHHS Ta MaifHIHT'y TEKCTIB.

Karwuosi ciioBa: Po3BinyBanbHUIA aHAII3 JAHUX, JaTaMaHIHT, MAIIUHHE
HaBuaHHA, Analytic Solver Data Mining, ASPE.

Jaramaitaiar Ta PosBimyBanpamii anamiz manux (Data Mining & Explo-
ratory Data Analysis) — MbkauciuiutiHapHa METOMO0JIOTisT Ha T
«BEJIMKUX JIaHWX», HOBITHI iH(pOpMAaIiifHI TEXHOJOrii 1 MpouexypH,
30piEHTOBaHI Ha BHSBICHHS BaJ B HAOOpax TaOMMYHHMX TAHUX BEIUKHUX
00csTiB PO 00'€KTH, 3TiAHO MOCTaBICHUX M. [lel aHami3 CToCyeThCs
MOTEHIII{HO YW peaJbHO MOIIKO/)KEHUX JIAHWX, J€ HEOJMiHHA
nepeaoopodKka 1 MEPEeTBOPEHHS CHEMiaJbHUMHU  IHCTPYMEHTAIbHUMHU
3acobaMl 3 METOK IIOJAJBIIOr0 BHJIYUYEHHS KOPUCHOI 1 MiHHOL
iHpopMarii Ipo 00'€KTH, TIPEJACTABICHUMH IUMH JaHUMH, B JJAKOHITHUX
(dopmax, sK-OT Bi3yamizamielo. BiH OXOIDIIOE pPi3HOMAHITHI TiIXOAH
SKCIICPUMCHTAIBHOT TEXHIKH 1 3aCO0M JIOCIIJKeHb, BUKOPHCTOBYETHCS Y
pi3HMX cdepax IpPaKTHKH, 3a3BUYaid, Uil IepeadadyBalbHUX LiIeH
3aco0aMy MaIIMHHOTO HABYAHHSI.

Benuki nmani, 30608’ s3ani ycemixam IT y Burisai aBTOMaTH30BaHOL
peectpartii, nepenadi, 30epiraHHs, HAKOMUYCHHS Ta IEPETBOPSHHS TAHUX
pizHOTO (hopMaTy i MOXOKEHHS, BUCYHYIH CIEIU(IdHy MPpoOIeMaTHKy
mo/10 X MPOAYKTUBHOTO BUKOPUCTaHHS — mining of data: 3a OykBaabHUM
3HAaYeHHAM mine (KOMajbHS) MOBAa A€ NpO BHAO0OYBAaHHS KOPHCHOI
iHopmarii, SKOO 3a3BUYall IIKABJIATHCS: PO3BIMTHUKU, IOCIITHUKH,
TeO0JIOTH, CIiI4i TOIIO, TOOTO, KKOTATH, SIKHAUTIINOIIE, a0 JTOKOIATHCSI»
3a BU3HAYECHHM 1HTEPECOM.
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OcHoBHI npouecu, 3aa4i, Moesi, METOH, AJITOPUTMU

1.

Mincunennii BuGipkopmii anaxiz (Oversampling): y mabopi nauux i3
THCSY 3alKCiB 1 JECATKIB 3MIHHHX y Iy)Ke Mallili KiUTbKOCTI
MIPEICTaBJICHI 3allUCH, IO CHUJIBHO BiAPI3HAIOTHCS BiX IHIINX, MeETa:
TaK OpraHi3yBaTH BHOIpKH (TpeHYBaJbHY, BaJilalliiiHy) BHIIaIKOBUM
BinOopoM, abM TOBHICTIO 30eperTd Ii 3ammcH, sSKi HeOe3MiICTaBHO
Ha3BaHO «YCITIIIHUMI.

Bin6ip BmimBoBMx 3minnux/BaacruBocreii (Feature Selection,
Principal Components): mis po3yMmiHHS HasBHHX JaHHX Cepel
JIECSATKIB 3MIHHMX Tpeba BH3HAYUTH HEBEIHMKY iX KIJIbKICTh, IO
CYTTE€BO BIUIMBAIOTH HA CTATUCTUYHI OILIHKK Kiacudikamii Ta
nepeadaveHHs, i3 MOMXJIMBICTIO Bi3yajizalii CTHCHYTOTO HaboOpy
JaHHX.

BumnpasiieHHsI/IOHOBJIeHHsT BiicyTHiX 3Havenn (Missing Data
Handling): 3a3Buuaii HaOip maHuxX, MO0 «MAWHITH», «CHUPHUI» YK
NOIIKO/DKCHUH, BHUIIAOKOBO YH INTYYHO, 1 BHSBJICHI IPOITYCKH,
TIOMUJIKH, TIOBTOPH — JDKEPETIOo MIyKaHoi iH(opMartii, A poro icHye
BiJIIOBITHHUN iHCTpYMEHTAp.

IMeperBopenns Tunie ganux (Transform Continuous & Categorical
Data) 3miiicHroeThCS 33y PO3B’S3aHHSA 3amad  Kiacudikarii,
nepenOavyeHHs, aHalli3y 4acOBUX PSIB Ta MOLIYKY IPaBHII acoliiallii,
Jie ICHYFOTb BIITIOBIZHI BUMOTH /IO THITiB JAHUX.

Knacrepusanis (K-Means & Hierarchical Clustering) cyrreso
crpusie  PO3yMiHHIO Ha0Opy JaHUX, MOXJHMBO, HEBIIOMOIO
NOXOJDKEHHS YW IOIIKO/DKEHOTO B Pe3yNbTaTi IMIKIIIMBUX [iH, e
pe3yapTaToM €  pO3MUICHHS ~ OaraTOBHMIPHHMX  3allUCiB  Ha
noTpiOHE/PEeKOMEHIOBAHE YUCIIO KJIacTePiB Ta 1X Bizyami3allis.
Kaacudixauin (Discriminant Analysis, Logistic Regression, k-
Nearest Neighbors, Classification Tree, Naive Bayes, Neural
Network, incrpyment Ensemble: bagging, boosting, random trees,
Find Best). PekoMmeHmoBaHa KOJIEKINSi Kpal[MX iHCTPYMEHTIB
CTaTHUCTUYHOTO aHalli3y Ta MAaIIMHHOTO HaBYaHHS JUIS MOOYH0BH
Mo/Iesiell Ta BU3HAUCHHS 32 HUMH KJIaciB 3aMMCiB HOBUX JaHUX.
Iependauennsn (Linear Regression, k-Nearest Neighbors, Regression
Tree, Neural Network, imcrpymentn Ensemble: bagging, boosting,
random trees, Find Best, Association Rules). PexomennoBaHa
KOJIeKIi ~ KpalluX IHCTPYMEHTIB CTAaTHCTUYHOIO aHalizy Ta
MalIMHHOTO HaBYaHHS sl 10OYJOBM NPOTHO3HMX MOAENeH Ta
BU3HAYCHHS 32 HUMHU 3HA4YCHb LIJbOBMX 3MIHHHMX Yy 3allMCax HOBHX
JIaHUX.
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CyTTeBOo, 10 HaBEJCHUH  IHCTPYMEHTap NPEACTABICHUH Y
JOCTYITHOMY ¥ 3Hallomomy iH(opMaliiiHoMy cepenoBuini Excel, He
notpedye  OyIb-KOTO IMpOTrpaMyBaHHs, Ui POOOTH  JOCTATHHO
IIKIJIBHOTO OCBITHBOTO PiBHS B MaTeMaTuui/iHdopmaruii. B Toi xe yac,
npodeciitHo-opieHToBaHa HanoymnoBa ASP Ta ii ocitHsa Bepcist ASPE
HiATPUMYIOTh BUKOPHCTAHHS OyIb-SKUX JUKEpell JaHUX Ta ONepauifHux
marpopm: Web/Win/Mac.
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Karwuogi cioBa: mporokon RADIUS, Bpa3iuBocTi, CKiIHUCHHUN aBTOMAT
Beryn

BypxmuBuit po3BUTOK IHTEpHETY MOPOAWB IMUPOKE PO3MOBCIOIKCHHS
KOPIOPAaTHMBHUX MEpeX, B SKHX CHIBPOOITHHKM  MPALIOIOTh Y
BijianeHoMy pexxnmi. Pazom 3 3’sBisieThest 1 HOBI HeOe3neKku. 3a3Buyait
BiJIAJICHUH JOCTYyN 3arajoM HaJaeTbes 3a I[P-agpecoro mpaiiBHHUKA.
OnHak iCHYe BIPOTINHICTH, WO HEABTOPU30BAHUI KOPUCTYBAad MOXKE
BBITH B cHCTeMy Ti€ro k camor I[P-aapecoro. Uepes 1e, mae OyTu
3anpoBaPKeHa JI0J]aTKOBAa aBTeHTU(]IKalis. 3pO3yMilo, IO TaKeTH,
SKAMH OOMIHIOIOTBCSI B TaKiii Mepexi, MaloTh OyTH 3ammQpoBaHi Tak,
mo6 iHIN OCOOM HE 3MOTIM OTPUMATH AOCTYH A0 KOH(DimeHmiiHHOT
inpopmamii. Came pgnsg peamizamii IUMX 3aBIaHb 1 3a0e3MCUCHHS
JOJJATKOBOTO  piBHS  O€3MeKW BHUKOPHUCTOBYETHCS  IPOTOKONH  TIif
3arajbHOIO Ha3BO AAA, IpeICcTaBHUKOM sSKHX € mpoTtokoil RADIUS[1].
[Tpore mpakTuka MoKa3aja TIEBHI HENOJIKH LBOrO IPOTOKOIY, SIKi
MOPO/KYIOTh BPa3JIMBOCTI MEpPEXKi B TAKOMY 3aXUIIIEHOMY PEKUMI.

Mertoro naHoi poOOTH OyJI0 CTBOPEHHS pO3MIMPEHOI aBTOMAaTHOI
MOJIeJII MPOTOKOJY JJIsi MOWIYKY  MOTEHIIHHO CIa0KWX CTaHiB, sKi
MOXYTb CIIPHYMHUTH BPa3JIUBOCTI,

IHaker mnporokoay RADIUS Ta iioro mnoreHuiiini
BPa3JIMBOCTI

IIporokon RADIUS 6epe 3a ocuoBy maketu ¢opmary UDP. Koxen
nakeT RADIUS cknaga€eTbesi yMOBHO 3 TPOX CEKIIIMH:

- cekuis imeHTHdikaTopiB, 3a JOMOTOI SKOi B TMPOTOKOII
BHU3HAYAIOTECS PEKUMH pOOOTH Ta pEaTi3yloThCS  3aluTH i
BIAIIOBIII;

- cekuis aBreHTHdiKamii I aBTeHTH(]IKaIii BiAMOBiAI Bix
cepeepa  RADIUS Ta mud  3acTocyBaHHA — alrOPHTMY
MPUXOBYBAHHS MapoJIs;
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- Ta cekmis arpuOyTiB, B AKi MICTATHCS NaHI MPO KOHKPETHUI
THO ayTeHTH(iKalii, aBTopm3amii, iHQopMamio mpo oO0miK i
KOH(]Irypariro isg makeTiB 3anTy Ta BiIIOBIII.

Ipucrpiit, sxuit pyaxmionye sk xmieHT RADIUS, otpumye indopmamiro
PO KOPHUCTYBaua, BKJIIOYAIOYH M sl KOPUCTYBaya Ta Mapoiib, i HaJACUIIAE
mo iHpopmanito Ha cepBep RADIUS. Ilorim cepsep RADIUS
aBTeHTH(IKye KOpPHCTYBadiB BIANOBiAHO 10 iHQopmanii, micias dYoro
BUKOHYE aBTOpHW3allil0 Ta OOJIK AJsI KOPHCTYBauiB, SIKIIO MNEpPEBIPKU
MpoiieH] yCmiliHo, a00 BIAXWJISE OTpUMaHHK 3amuT. [1oBIAOMIICHHIMU
ayreHtudikanii Mik cepBepom RADIUS 1 ximienramn RADIUS
OOMIHIOIOTBCSA 3a JOIIOMOTOIO0 criiyibHOro kiaroda. [laker RADIUS mae 16-
oktetHe moie Authenticator, ske MICTHUTh HaHi TUPPOBOTO MiAMUCY
BCHOTO MakeTa. J{aHi mianmucy oOYHCITIOITECS 33 JOIOMOTOI0 AJITOPUTMY
MDS5 i crmimpHOro Kimoua. [IpmitMau makeriB RADIUS mae mepeBiputw,
YW MPaBUIBHUN MIAIMUC, 1 BIAKUIAE TTAKET, KO MiAMNAC HEMPaBUWIBHAN.
Le#t mexaHi3M TmOKpamrye Oe3reKky OOMiHY MOBITOMIICHHAMH MiX
kiaienramu  RADIUS i cepepom RADIUS. Kpim Toro, mapodmi
KOPUCTYBaiB, M0 MICTIThcs B maketax RADIUS, mubpyiotees 3a
JIOTIOMOTOI0  CMUJIBHUX KIIIOYiB Tepejl IepelaBaHHsAM MakKeTiB, 1100
3ano0irTM  KpajiKI[i [apojiiB KOPUCTyBadiB IijJ dac mepepadi B
HesaxwuuieHiit mepexi. Cepep otpumye naket RADIUS Access-Request i
mepeBipsie, YU BOJIOJIE€ BiH 3arallbHAM 3 KII€EHTOM ceKpeToM. SIKimo
cepBep HE BOJIOJIIE CHUIBHAM CEKPETOM 3 KIIIEHTOM, 3alHUT BiIKHAAETHCS
0e3 BiAIOBIIi.

Po3mupena apromaTHa Mogesb nporokoay RADIUS

Jlnst MozenmtoBaHHs CKJIAHOI MOBEMIHKH 3alpPONOHOBAHOTO MPOTOKOITY
PO3IIISIHYTO MOAENb CKiHdeHHoro aBToMaTta FSM, B 1i po3mmpeniit Bepcii
EFSM. IlincraBoto anst BUOOpY MOJEN CKiIHYEHHOTo aBToMara € Te, 110
nporec apropu3aiii B RADIUS mae cKiHUCHHUH KUTTEBUI IIUKII, B XOJi
SKOTO CIIEMCHTH MEpeKi OOMIHIOIOTBHCS MOBIIOMIICHHS MEPEXOAIdH 3i
CTaHy B CTaH, IMOYHMHAIOYH BiJ| 3alUTy KOPUCTYBada Ha aBTOPHU3AIIO B
cucrteMi 1o  Brainoi aBropu3auii, abo BigMmoBu cepepa. EFSM[2]
JIoTTIoMarae Kpamie 3pO3yMITH CEMaHTHKYy MOJENI CHUCTEMH, KOIH
KIJIbKICTb CTaHIB 1 Iepexo/1iB 301IbIIYEThCS.

Posmmpennit apromar kinneBux craiB (EFSM) M — e xoprex (S, T,
E, V), ne: S — mabip cranis, T — Habip nepexonuis, E — HaGip momiid, V —
HaOip 3miHHKX. [lepexoau MaloTh BUXiAHMIA cTaH source(t) € S, minmpoBuit
ctad target(t) € S i miTky Ibl(t). MiTKH mepexoniB mMatoTs BUTIAA el[c]/a,
ne el €E, ¢ — ymoBa, a a - mocmiJoBHICTh Iill.
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BucnoBku

Taka Mojenb [O3BOJSIE CTBOPUTH CKIHYCHHHH aBTOMAT 3 YMOBHHMH
nepexomamu. [IporpamHa peami3amisi OmECcaHOI MOJENi JO3BOJMIA
BUSIBUTH CTaHW, SIK TOTEHIINWHI JpKepena Bpas3iMBOCTEH MPOTOKOIY
RADIUS.
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OIIHIOBAHHSA PU3UKIB CKJIAJHUX CUCTEM
3 BUKOPUCTAHHSA METOAIB Q-AHAJII3Y
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«KuiBcbkuii mostiTexHiyHKui iHCTUTYT iM. Iropst Cikopcebkoroy, Kuis,
VYkpaina
vipol-ipt@IIl.kpi.ua, sergsmr@gmail.com

B po0oti po3risHyTO METOX OLIHIOBAHHS PH3HMKIB Ui CTPYKTYPHO Ta
(hYHKIIIOHATIBHO CKJIAHKX, B SKHX BPa3JIUBOCTI, a K HACIIJOK i 30UTKH
MOXYTh peajli30ByBaTHUCh CYMICHO 1 3ajie)KaTH OJAWH Bia omHoro. Jlms
TaKAX BUMAIKIB MOTU(IKOBAHO KIaCHIHYy (OpMYIy OLIHIOBAaHHSI
pu3HKiB. 3a mormoMororo Q-aHami3y OIMHMCAHO CTPYKTYPHI 3aJIC)KHOCTI MiXK
BPA3JIMBOCTSMH, IO a0 OLTBII YiTKY OLIHKY 30UTKaM.

KawuoBi caoBa: pmuk, BpaszmmBocTi, Q-aHami3, CHMIDICKIIHHUH
KOMILJIEKC

Beryn

B po0oTi npencraBieHo MeTO OL[iHIOBaHHS PU3UKIB, SIKHH 0a3yeTbcsi Ha
TOMY, IO BPa3JIMBOCTI CUCTEMi MOXYTb OyTH 3aJIeKHUMH Ta OJTHOYACHO
peamizoByBaTHCcs. Uepe3 Iie BUHHKAIOTH CKIIAJIHI 3aJIS)KHOCTI MiXK HUMHU.
[Ifo6 ix omucaTtd Ta TpOaHANI3yBaTH JOPEYHO BUKOPUCTOBYBaTH [3].
Cucrema Bpa3IMBOCTEH TOJI ONMUCYETHCS SIK CUMILICKIIHHUN KOMILIEKC,
B32€EMO3B’3KH OOPaxOBYIOTbCS Ta OILIHIOIOTBCS 3a JIOMOMOrow Q-
aHamizy. Lle mae OUTBII WiTKY KapTUHY K OyIyBaTH CHCTEMY OE3IIEKH B
peanbHi# cucTeMi Ta Kpaie po3yMiTH MpoOJieMH, SIKi 3 UM IOB’s3aHi.
Jlig Takux cucTeM B JaHii poOOTi MpeAcTaBICHUI METO sl OOpaxyHKy
PH3MKIB 3 BpaxyBaHHSIM B3a€MO3AJICKHHUMH BpA3IMBOCTIMHU, a SK
HACHIJIOK 1 30uTKaMu.

Metoa 00paxyHKy PH3HKIB JJIsl CKIAJHUX CHCTEM

Jns Toro mo0 NpPOBECTH aHAIOT CHMIUIEKCIHHOTO KOMILIEKCY ISt
Bpa3nmBocTell B Kibepbesmeri moTpiOHO IIyKaTH HE TPHUBiaJbHI 3B S3KH
MiX HUMH. Hanpuknan, Hama cucreMa Mae CKIaaHy CTpyKTypy. KoxHa 3
ii migcucTem mae cBiit Habip BpaszmmBOCTEH Ay, Ay, ..., Ay[1]. IIpn mpomy
KO)KHA 3 HUX MOXE OIIOCEPEKOBAHO BIUIMBATH HA BPA3JIMBOCTI 3 iHIINX
macucteM. Toal BHHMKAIOTH 3aJEKHOCTI CXOXI Ha 3aJI€XHOCTI B
CHUIUIEKLIHHOMY KOMIUIEKCi. SIKIIO BpasiMBICTh HisK HE BIUIMBAE 1 He
3aJICKUTh BiJl 1HIIUX BUHHKA€ CHMIUICKC TOYKA. SIKIIO JBI BPa3iIMBOCTI
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B3a€EMOIIOB’s13aHI TO BHHUKaE pedpo MK cumiuiekcamu. Skmo 3
BPA3JIMBOCTI 3aJIe)KHI BUHUKAE TPaHb, AKIIO 4 — TeTpaenp i Tak mami [4].
SIKII10 K BPa3IMBOCTI 3 OJHI€ET 3 MiJICHCTEM BIUIMBAIOTh Ha BPa3JIMBOCTI 3
iHIoi a0o npy peaizalii OJHi€T 3 BPa3IMBOCTEH BUHUKAIOTH BPA3INBOCTI
B IHIIH, TO MOXE BHHHKATH CKIaJHI 3aJeKHOCTI B KOMILIEKCI.
Buxonuth, 1m0 Ui CHCTEMH JEsKi BPa3IMBOCTI MOXYTh 3aIlyCKaTH
KacKaJHi 3aJIe)KHOCTI, IO TIPH3BOJUTH OO MOPYIICHHS IiTicHOCTI. J{is
TaKWX BUMAJKIB CIiJl IPOPaXOBYBaTH PHU3UKH, aje B KIACHYIHY (PopMyITy
UL PU3UKIB TOTPIOHO BHECTH 3MiHHM, ap)ke BOHa 0a3yeThcs Ha
MPUMYIICH], 0 BCi BTPATH Ta MMOBIPHOCTI IX HACTaHHA He3alexHi[2].
Ane He nMIIEe PU3UK MOXKHA TPOPAXOBYBaTH Yy LbOMY BHMaaKy. Oxpim
I[bOT0, MOXJIMBO NpoBecTH Q-aHaii3 Ha BHSBJICHHSA CKJIAIHUX 3B SI3KIB
MK BPa3IUBOCTAMH. TOJI MOXKHA MOJIMIIUTH TOIEPEIHI0 POPMYITy TaK,
100 He BpPaXOBYBATH JICSKUI CHMIUIEKC B KOMILIEKCI (IHIIUMH CIIOBaMU
Bpa3iMBICTh B CHUCTEMi Bpa3iMBOCTEil) nekinbka pasiB. B momosini
PO3MIISIHYTO TPHKIAA CKJIAAHOT (DYHKI[IOHANBHOI 3aJeKHOCTI MiXk
30MTKaMH OB ’S3aHUMH 3 HECHPABHOCTSMH aBTO. [loka3aHO SIK BILIMBAE
CTPYKTYpPHA 3aJIC)KHICTh CIA0KHUX MICIlb, Ta SIK iX BUABUTHU 32 JOTIOMOTOIO
Q-anamizy. [IpopaxoBaHi 30HTKH B 3aJIe)KHOCTI BiJl CIICHApilO peamizamii
HECIPaBHOCTEM.

BucnoBku

O1iHIOBaHHSI PU3MKIB BXIMBHUI eTarn B 100y10Bi Oe3neku Oyb-saKol
cuctemu. [Ipu 1bOMy Bpa3IHBOCTI Ta 30MTKH MOXXYTb OYTH CTPYKTYpPHO
B3a€MO3QJICKHUMH, 110 YCKIAIHIOE HPOPaXxyHKU. 3a jpomomoron Q-
aHamizy, B poOotri, Oymo TOOYIOBaHO Ta OMLIHEHO CTPYKTYPY
BpaznmBoctTeil. HaBeneHo MomudikoBaHuii MeToq 0OpaxyHKY PU3HKIB 3
BpaxyBaHHIM (YHKIOHAIBHUX KOH(DIryparii.
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Nowadays, malware authors are creating ever more advanced and
sophisticated malware that is almost impossible to detect using static
analysis. Even when using dynamic analysis, a malicious file can
recognize being executed by the virtual environment and change its code.
The aim of this work is to implement the process of collecting and
processing behavioral characteristics for a set of different exe-files based
on a dynamic analysis system, where the file is not able to detect being
observed and can show its nature. Also, based on the collected data,
machine learning models have been built and experiments have been
carried out with training and test sets.

Keywords: malware dynamic analysis, virtual machine introspection,
feature selection, hypervisor, malware detection

Introduction

Malware analysis can be performed using both static and dynamic
methods. As a rule, dynamic analysis is more efficient way to determine
the functionality of the analyzed program. However, the success of
detecting a malicious file depends on the type of a software agent
responsible for collecting data and their completeness during dynamic
analysis. Therefore, malware authors equip their programs with the ability
to detect the agent and bypass such systems. As a result, a malicious file
may recognize that it is running on an isolated system and delay its
launch, or change its behavior to mislead the analysis system. Therefore,
it is critical for dynamic malware analysis systems to provide a real file
execution environment with hidden monitoring capability to hide the
presence of executable data collection pattern.
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In this work, we used the Drakvuf Sandbox malware analysis system
[1], which allows you to track malware at the user and OS kernel levels
without the need to install an agent in the guest OS. The system is built on
the Xen virtualization platform, uses the LibVMI API and the DRAKVUF
engine.

Dataset Construction

In the experiment, the training set includes 240 files, 120 benign and 120
malicious. The test set includes 100 files, 50 benign and 50 malicious.
Using Drakvuf sandbox, each .exe file was launched on a windows 7
virtual machine. For five minutes the dynamic analysis system reads
internal kernel functions used by kernel drivers, tracing system calls, file
operations like file creation and deletion made by malware. Thus, we get
a .txt file with the detailed behavioral profile of the executable file in
dynamics. Each line in the .txt file corresponds to one action that takes
place in the operating system during the execution of the executable file.
This action is represented as a dictionary data type in python. There is a
set of parameters and their values. The following is an example of such an
action:

{"Plugin": "filetracer", "TimeStamp": "1657826673.189062", "PID": 560,
"PPID": 436, "TID": 572, "UserName": "SessionID", "Userld": 0,
"ProcessName":
"\Device\\HarddiskVVolume2\\Windows\\System32\\svchost.exe",
"Method": "NtOpenFile", "EventUID": "0x8c8", "FileName":
"W22\C:\Windows\\System32\\DriverStore\\en-US\\",
"ObjectAttributes": "OBJ_CASE_INSENSITIVE"}

ProcessName - The name that the system uses to identify the process to
the user

Method - contains functions from the Windows library ntdll.lib

FileName - the name of file that the system is using in a certain moment
In the end, 340 .txt files have been collected with the result of dynamic
analysis for each .exe file.

Feature Selection

Now that we have the results of dynamic analysis, there is a fundamental
task of collecting and processing data. Based on these data, the final
matrix will be formed, which will be sent to the SVM machine learning
algorithm. For analysis, 3 parameters were selected (Method, FileName,
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ProcessName), which contain significant information about the action
taken in the operating system. To form the features on which SVM is
trained, the N-gram method is used, where transition probabilities are
used to build a Markov chain instead of 2-grams as the basic data
representation. The following subsections will describe the process of
generating the final matrix based on each of the 3 parameters.

Parameter “Method”

The first step in feature generation is parsing data from all .txt files. We
received 340 arrays of the following form:

[NtOpenFile, NtCreateFile, ..., NtWriteFile, NtQueryAttributesFile] (1)

It turned out that in all .txt files the Method parameter takes only 7
unique values: NtReadFile, NtWriteFile, NtCreateFile, NtOpenFile,
NtSetinformationFile, NtQueryAttributesFile, NtOpenDirectoryObject.

Let's show the principle of formation of the final matrix on the
example of the sequence of values (1). Based on such an array, a two-
dimensional quadratic adjacency matrix of 7*7 dimensions is constructed
and for each pair of values in the matrix we counted how many times the
first value immediately followed the second.

Our Markov chain can be represented as a graph in which the vertices
are the states of the process (all possible values of the Method parameter),
and the edges are transitions between states, and p;; is written on the edge
from i to j - the probability of transition from one value to another. As a

result, we get a quadratic transition matrix = ||pi]-|| , dimension 7*7, on

which the following conditions are imposed:
p;j =0,

N

]
Further, this matrix is converted into a vector form and completed into the
final matrix.

Parameter “FileName”

After parsing all .txt files, it turned out that there are 25440 unique values
of the FileName parameter. It would be possible to build the final matrix
in the same way as in the case of the Method parameter. However, in this
case, the adjacency matrix will be very large (25440 x 25440) and the
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dimension of the final matrix will be (340 x 647 million), which is too
large for the power of modern computers. In addition, most of the cells in
such a matrix will be zeros. Therefore, the problem arises to choose a
smaller number of the most significant features.

To form a set of such features, a method is used where values that
occur in total the most times in all .txt files are taken. So, 3 final matrices
with different dimensions were formed based on 3 sets of values of the
FileName parameter. The first set contains the 88 most common values.
The second is 326 and the third is 712.

Parameter “ProcessName”

The array of unique ProcessName parameter values contains 312
elements. However, most of these elements are values that contain the
name of the .exe file being launched. That is, such a value is found only in
one .txt file out of 340, which means that it is not of a particular value
when training a machine learning model. Therefore, from the set of 312
unique values, those that contain their own file names were removed. The
resulting array had 65 elements. Based on this set, adjacency matrices
with dimensions (65 x 65) and one final matrix were built for each .exe
file.

All three parameters

After the formation of all the final matrices, the idea arose to make a
model that would be based on information not only from one parameter,
but from all three at once. Each .exe file corresponds to a vector of
numeric values that describes the nature of the file. The final matrix
consists of such vectors. To combine three vectors from three different
matrices, we can sum these vectors together. Then one, the most
“complete” in terms of information, final matrix will be obtained. To form
such a matrix, the following final matrices were taken: a matrix based on
the Method parameter with 7 features, a matrix based on the ProcessName
parameter with 47 features, and a matrix based on the FileName
parameter with 88 features.

As you can see, the dimensions of the three matrices are different, and
in order to sum the vectors, we need to achieve the same dimension. For
this, the principal component method was used, with the help of which the
ProcessName and FileName matrices were reduced to the dimension of
the Method matrix.
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Training and Metrics

Machine learning models are trained using the SVM algorithm with a
square exponential kernel. The algorithm hyperparameters are selected
using cross-validation. The test final matrices were formed based on the
features that were obtained from the training set. As an assessment of the
accuracy of the models under study, F-score is used, which is a joint
assessment of such metrics as precision and recall. Also, for the analysis
of the models, the plots of the roc_auc and pr_auc curves were used.
Table 1 shows the results of the accuracy of all models. All models
demonstrated fairly high accuracy rates for all metrics.

Table 1
Fscore Precision Recall

T 1 o 1 0 5 Roc_ AUC Pr AUC
Method 7 0.9230 09166 0.8888 0.9565 0.9600 0.8800 0.9747 0.9608
ProcessName 47 [ 0.9411 0.9387 0.9230 0.9583 0.9600 0.9200 0.9659 0.9432
FileName 88 0.9320 0.9278 0.9056 0.9574 0.9600 [ 0.9000 0.9676 0.9420
FileName_376 0.9607 0.9591 0.9423 0.9791 0.9800 0.9400 0.9773 0.9628
FileName 726 0.9183 09215 0.9375 0.9038 0.9000 0.9400 0.9828 09764
F88+P47+M_7 0.9491 0.9447 0.9438 0.9506 0.9545 . 0.9390 0.9860 0.9880

Conclusions

In this study, we have created 6 machine learning models: 3 models based
on the FileName parameter, a model based on the Method parameter, a
model based on the ProcessName parameter, and a model that is based on
all three parameters at once. Out of these three parameters, the FileName
parameter turned out to be the most optimal one in terms of its ability to
detect malicious files. Namely, the model containing the average number
of features - 376. It showed the highest F-score metrics and almost the
best values of the roc and precision-recall curves. Based on this, it can be
argued that not always a model with a large number of features will show
the best result. It is necessary to find the optimal set of features, since the
stage of their formation is probably the most important step in the process
of detecting malicious files. It is also worth noting the high performance
of the model based on three parameters. The idea of summing the vectors
of three adjacent matrices justified our expectations, since the
performance of the roc and precision-recall curves turned out to be the
highest among all models. It is also worth noting that despite the fact that
the model based on the Method parameter has only 7 features, the

57



accuracy results were at a sufficient level among other models with a lot
more features.
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BUSABJIEHHS I ITIOBY JOBA MOP®OJIOI'TYHUX
TABJINIb HA OCHOBI PE3YJIBTATIB AHAJII3Y
CJABKOCTPYKTYPOBAHUX JAHHUX

[Mankparosa Haranist imutpiHa, CaBuenko [t OnexcanapoBuy
HarmionansHuit TexHigHui yHIiBepeuTeT YKpaian «KuiBChKuiA
noJiTexHiuHuH iHcTHTYT iMeHi [rops Cikopcbkoroy, Kuis, Ykpaina
savil.ua@gmail.com

B nmomoBizi po3risgaeTses KIacu(iKallis TUIIB MOPQOIOTiIHUX TaOIHIIB,
SKi JIOIUIFHO BHKOPHCTOBYBaTH B TIPOLECi CIIGHAPHOTO aHai3y.
[IpomoHyrOTHCS crTOcOOW BHUABICHHS 1 TOOYIOBH TaOIHIb Pi3HUX THIIIB 3
CEMaHTHYHUX MEPEK.

KoarouoBi cmoBa: cuenapHuit anamiz, Meronq MOp(dOJIOTiYHOTO
aHasizy, Mop¢oJIOTiuHi TaOJIUIl, CEMAaHTUYHI MEPEXi, 0a3u 3HAHb.

MopudikoBanuii Mmeroq Mopdosoriunoro anainizy (MMMA) € notyxHum
IHCTPYMEHTOM  SIKICHOTO  aHajizy B  3ajadax, Je 00 eKTH
XapaKTepU3ylThCSI  HETOYHICTIO,  HEBU3HAYCHICTIO,  HEMOBHOTOIO,
HEUiTKICTIO iH(opMarii 1 dYepe3 Il MAalOTh BEIHKY KUIBKICTH
aNbTEpPHATHBHUX BapiaHTiB peamizamii [1].

Bin KopekTHOro, aJeKBaTHOTO, NPOJAYKTHBHOTO ONHCY OO0’ €KTIB
aHaJ3y YacTO 3aJIC)KHUTH YCIHIMIHICTH MPOIECy Mepea0adeHHs B IIJIOMY.
Tomy mobOymoBa mopdonorivaux Tabmuis B MMMA € Hag3BHYaitHO
Ba)XXITUBUM €TaIloM, IO 3a0e3ledye BiAMOBIMHICTh Pe3yiIbTaTy peaibHiit
KapTHHI CBITY.

ITo6ynoBa MOP(OIOriYHUX TAOIHUIL € TBOPYUM MPOIECOM, KIHIIEBUH
pe3ysnbTaT SIKOTO MOXe OyTH 3a0e3nedeHuid TUTbKH  JIFOJAMHOIO-
aHAIITHKOM. Uepes BEJIHUKI obcsaru JTaHUX y CKJIaJHUX
OararonapaMeTpUYHHX 33jadax Iied mpouec Moxe OyTH 3aHaITo
TPYIOMICTKHMM JUIsl HPOBEAEHHS HOTO BPY4HY.

PosrastHeMo THmM 00’€KTiB, SIKi MOXYTb OyTH YTBOPIOIOUHMH IS
MOpP(hOJIOTIYHOT TaOIHII.

Omuc _ oG’exkra. Mopdonoriuna  TaOiuus  onucye  3aJaHUi
MarepianbHui ab0 HeMaTepialbHUH 00’ €KT a00 cucTeMy.

Omnuc crany. Mopdornoriuna TabiauIs OMUCye CTaH AESIKoro o0’exTa
abo cucremMu. HeBu3HaYeHICTh TOJSTAE B TOMY, IO caMe BinOyBaeThCs
a00 BiI0OyBaTUMETKLCS B 00’ €KTI MOP(OJIOTIYHOTO JTOCIiIPKEHHSI.

Omuc xaii. Mopdororidaa TabaMII ONKUCYE TEBHY TMOAiI0 abo
B3aEMOJIII0 MiXK 00’ ekTaMy. HeBU3HAUEHICTh MOJKE TTOJATATH Y CTaHi ITi€l
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cucTteMu (KOHTEKCT Iogil), y 00’ekrax, siki OepyTh ydacTh y monii, i B
XapaKTepUCTHKaX epediry camoi moyii.

Sk 6auMMO, KOKHMH HAcCTYIMHHH BUA MOPQOJIOTiYHOI TabnuIi Moxe
noTpeOyBaTH HASBHOCTI MONICPEIHIX.

PisauM Tunam MopQoNOTiYHMX TAaONHIL MOXKHA CIIBBIIHECTH
¢parmentn Mepexi cyrtHocted. st omucy o0’ekTa 3 TOUKH 30Dy
apxiTektypu 06a3u 3HaHb IMapaMeTpaMHu i aJbTepHATHBAMH MOP(OIOTIIHOT
TaOJIHUII MOXYTh CTaTH:

1. Mapamerp - xmacudikamis o0’e€kTa 3a HEIKAM PO3Pi30M,
aNbTEPHATHBH — ITIJKIACH 00’ €KTa B ILOMY pO3pi3i;

2. Ilapamerp — XapakTepHCTHKa 00’€KTa, QIbTEPHATHBU — MOJMJIMBI
3HaueHHs a0 Jiana30HH 3HAYCHb i€l XapaKTePUCTHKH;

3. Ilynktu 1, 2, 3 qms eneMeHTiB (mig00’ €KTiB) 00 €KTA.

[Mpouenypa  KoOHCTpyroBaHHS  Mopdosoriunoi — Tabnumi — Moxe
BUKOHYBATHCh PEKYPCHBHO, 3 MIMOMHOIO JETali3aiii B 3aJeKHOCTI Bif
notped 3anaui. [Ipouec moOynoBu aHamiTHKOM MopdosoriyHoi Tabnuii
IPYHTYETHCS Ha IHTCPAKTUBHOMY PEXHUMI B3aeMO/Ii1 i3 023010 3HAHE.

[Ipu moOymoBi MopdoNOTiyHOT TAOTHUII AT OMUCY cTaHy 00’eKkTa abo
CHUCTEMH OCHOBHHMH TPYIIaMH IapaMeTpiB B MOPQOJIOTIUHIA MOXYTH
OoyTu:

1. 3HavueHHS TOKa3HUKIB a00 XapaKTEPHCTHK, SKi Mae 00’ €KT
JIOCITIIKEHHS.

2. 3HaueHHs TOKa3HHWKIB a00 XapaKTEPUCTHK, SIKI MalOTh IOB’s3aHi
o0’ext abo cucremu (omuc ix crany). Cepen HHX MOXYTh OyTH
miJICKCTeMH 00’€KTa OCHIKCHHS, HAJACHCTEMH (OMUC 30BHIIIHBOTO
BILUIUBY, KOHTEKCT) 1 OB s13aHi 00’ €KTH TOTO X PiBHSI.

3. Omuc noB’s13aHUX 00°€KTIB (BKIIIOYAIOUN PIICHHS, [II0 MOTJIH OyTH
MPUHHATAMH 070 00’ €KTa TOCHTIHKSHHSI 1 BILTMHYTH Ha OTO CTaH).

B ommci ctany cHCTEMH TakoX MOXYTh OyTH 00’€KTH, SIKi BKIIIOYAIOTHCS
B MOpP(}OJOTIYHY TaOJMI0 32 HABEACHOK BHIIE IPOIEIYPOID OIHUCY
00’€KTIB.

[Mapamerpamu 11t Mop¢osoridHoi TabIuIl, 110 ONHKCYE TEBHY IOJIIO0,

1. XapakTepuCTUKH 1 MiAKIACH MOI{, 0 PO3TIAAAEThCA (cama MOoIis
3 TOYKH 30py 0a3u 3HaHb TYT PO3TIISAAETHCS K 00 €KT).

2. Onmc npudeTHUX 00’ €KTIB Ta/abo iX cTaHiB.

3. Ommc cTaHy CHUCTeMH, B paMKax sKOI BiAOyBaeTbCs TOMIis
(KOHTEKCT).

4. IIpnunHMA BUHUKHEHHS OJIT (KO IX TOULIBHO PO3TIILIaTy).
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Takum YHHOM, 3anpoIroHOBaHi pUAOMH BUJ00YBaHHS
MOP(OJIOTIYHUX MATPHIlh JO3BOJSIIOTh BUKOPHCTOBYBATH BEIHKI 00’ €MHU
HECTPYKTYpOBaHOI iH(oOpMamii Ui HamiBaBTOMATHYHOI MOOYIOBH
Moaeneit MMMA.

Ilepeaik mocujianb

1. TlamkparoBa H.J[., CaBuenko [.O. Mopdomoriuamii aHami3.
[Ipobnemu, Teopis, 3acrocyBanHs. HaBuanbpHuii mociOHuk. — Haykosa
nymka, — 2015. — 245 c.
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THCTPYMEHTAPII INIAT®OPMU TPAHC®EPY
3HAHD JJIAA CTPATEI'TYHOI'O IIVTAHYBAHHA

ey 1,2,3 [0000-0002-0821-4877]
Biramii I{uranox [ ,

AHTOH AcTaxoB 1,
Bonoguvup Minac 1,
Maxkcim Komopamor 2 [0000-0003-4601-3790]

! IncTuryT npo6iem peectpauii indpopmanii HanionansHoi akageMii Hayk
Vkpainu, Kuis, Ykpaina
2 HaujonansHuii TexHiunmii yHiBepcuter Ykpainn “KuiBchkuii
nonitexHiuHuK iHCTUTYT iMeHi [ropst Cikopebkoro”, Kuis, Ykpaina
¥ KuiBchkuii HanionansHui yHiBepcuTet imeni Tapaca Illeuenka, Kuis,
VYkpaina
tsyganok@ipri.kiev.ua, astakhov.anton97@gmail.com, vminas@i.ua,
konovalyuk@gmail.com

JocnijpkeHHs] HanpaBiieHe Ha BHpIIIEHHS TIJ100anbHOi mnpobnemu —
TpaHcdepy 3HaHb Bin 0cCi0, 110 BOJOAIOTH 3HAHHSAMH (JOCBIIIOM,
iHTYIUi€I0) Y meBHIH cdepi g0 0cid, 10 MOTPeOYIOTh LUX 3HAHb 33115
BUPILICHHS NPaKTUYHHX 337ad. 3acTOCYBaHHS LBOTO TEOPETUYHOrO
HIAIPYHTS MPU3HAYEHO Ha MPAKTHLI JUI CTPATEriYHOTO IUIAHYBAHHS Y
pisHEX cdepax, 0co0NMHMBO, y cIabKO CTPYKTYPOBaHHUX TPEIMETHUX
oOnacTsax. 3almponOHOBAHO TEXHOJIOTIIO Ta BIATOBIAHWUN MpPOTpaMHUIA
IHCTpyMeHTapiii 1wmatdpopMu  TpaHcpepy 3HaHP I MMOOYIOBH
CTpaTeriYHUX IUIAHIB.

KarouoBi ciaoBa: TpaHcep 3HaHB, CTpATETIYHWM aHAaNi3, IUIHOBE
JMHAMIYHE OL[IHIOBAHHS JIbTEPHATHB.

Merta gocaiaKeHHs

MeToro JOCHIIKEHHS € po3poOKa MPOrpaMHOr0 iHCTPYMEHTapiro
iaThopMu TpaHchepy 3HaHb JUIS CTPATETIYHOTO IUIaHYBaHHS y ciIaOKo
CTPYKTYPOBAHHUX TPEIMETHHX O0IACTSX.

MeTtonmoJiorisa

B ocHOBY TexHOIOTrIT HOKJIaJeHO IPYNOBY NMOOYAOBY ILiJIe-Opi€HTOBAaHOT
Mozeni cuctemu (mpeameTHoi o6iacti) [1, 2], sika CTBOPIOETHCS MIIIXOM
JIEKOMITO3MLIi TOJOBHOI CTpaTeriyHoi Ll Ta BpaxoBYe 4YacoBi Ta
PECYPCHI BJIACTHBOCTI KOMIIOHCHTIB CHUCTEMH Ta B3a€MO3B’S3KIB MIiK
HuUMU. [lporpamHuii iHCTpyMeHTapiii JO3BOJSIE BiIJAJIEHO I1HXEHEpam
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3HaHb Ta 3alpoOlICHUM HHMHU CKCIEpTaM HadaBaTW 3HAaHHA TIIpO
MNpeaAMCTHY 00J1acTh JJIs1 CTBOPCHHS aJICKBaTHO1 MO,HCJ'Ii CHUCTCMHU.

CyTtHicTh migxoay
Crpareriune mianyBanHs [3] MoxHa po30UTH Ha Taki eTamu:

1. Bu3HauYCHHS OCHOBHOI CTPATET1YHOT IIiJIi;

2. JlexoMIO3UINs ITi HAa MiALLI, IO BILUTMBAIOTH HA TOJIOBHY I[Ib B
JaHii mpeaMeTHii obmacTi;

3. BuzHaueHHs aTOMapHHX IliJiell B MeXaX KOMIIETEHTHOCTI 0co0H, II0
npuitmae pimenns (OI1P);

4. BwuzHaueHHS pecypciB, HEOOXINHUX i BIPOBAIKECHHS KOXXHOTO
3axony (TPOeKTy);

5. BwusHaueHHS TpPHUBAJIOCTI Ta 3aTPUMOK MPH peaiizamii KOXXHOTO
HPOCKTY;

6. BusHaueHHS ONTHUMAIBHOTO PO3MOALTY pECypCiB MK IaHIMH
NpOEKTaMu, 10  JO3BOJIUTH  MAaKCHUMi3yBaTH  €(eKTHBHICTb
JOCSITHEHHST ~ OCHOBHOI ~ CTpaTeriuHoi Il OpH  3aJaHOMY
(iHaHCYyBaHHI;

7. 3abe3nedyeHHsT MOXKIHUBOCTI KOPEKIIT CTPATEr1YHOrO IUIaHy.

Merton L1JILOBOTO JMHAMIYHOTO OLIIHIOBAHHS AIBTEePHATHB

(MIIOA) [4,5] mo3Bossie 3/iCHIOBATH OINHIOBaHHSI, 0a3yrO4YnWch Ha

noOyJOBaHiil eKCIEPTHUM MUITXOM MOJENI MpeaMeTHoi obmacti. MeTtox

Jla€ 3MOTY BHKOPHCTOBYBaTH HaHOINBII 3arajbHi MOJAENi CIaOKo-

CTPYKTYpPOBAaHHUX NPEAMETHUX 00JacTeil, 110 JOCTATHHOK MipOK MOBHO

Ta aJeKBaTHO BiOOpaXKarOTh OCOONUBOCTI Ti€l, UM IHIIOT MPEeIMETHOT

o0macri.

CrymiHb JOCATHEHHS LTI B 3alPONOHOBAHIA MOJENI BU3HAYAETHCS

HACTYITHUM YHHOM:

if D;(t) < Ti
if D;(t) =
(k )

d;(t) = f(D (t))

1,  if 1- z |wi(]-k_)| < Dl-(t) <1
7

ne D;(t) = sup xiw, (k)d (t); T; — mopir mocsArHeHHs i-i i, f(D (t)) -

(byHKLIs CTyneHs JOCATHEHHS i-1 Hini B MOMEHT 4Yacy t; w — YUKB j-i

63



uini B K-if rpymi cymicHHX winei, sKuii Mae HEraTWBHUI BIUIMB HA i-y
L1JIb.

Pe3syabTarn

Po3po0iieHo MeToIM KOJIEKTUBHOTO OTPUMaHHS Ta 00poOKH 3HaHb. Ha ix
OCHOBI  pealizoBaHO  MNPOTpaMHHUK  IHCTpyMEHTapid  ruathopmu
TpaHChepy 3HaHb I CTPATEeTiYHOTO IUIAHYBaHHSI y  clabKo
CTPYKTYPOBaHHX IIPEAMETHHUX 00nacTax. Po3pobiieHo TeopeTHdHi OCHOBH
Ta METOIOHM MJOCTOBIPHOTO OTPUMAHHS KOJCKTHBHHMX 3HaHb B MEBHIM
npeaMeTHi  o0nacTi, IXHBOrO Y3TOMKEHHS, Yy3arajlbHEHHA JUIs
HOJAJIBIIIOTO 3aCTOCYBAHHS y Pi3HHX cdepax.

BucnoBku

3anponoHOBaHI TEOPETHYHI 3acajd Ta METOAM JJIsl JOCTOBIPHOTO
OTPUMaHHSl Ta 3aCTOCYBaHHsS KOJECKTUBHHMX 3HAHb Y PI3HHX Taly3sx,
HasBHICTh SKHX JI03BOJIWJIA TPUHTH JO CTBOPEHHS Ta IPaKTHYHOTO
3aCTOCYBaHHS IHCTPYMEHTApIIO AJIsl CTPATErivHOTO IJIaHYBaHHA Y PI3HUX

chepax.
IlepeJik mocuianb
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2. Touenko B.I'., MeToau Ta CHCTEeMU MiITPUMKH MPUAHATTS
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2002.

3. Mintzberg H., Quinn J. B., & Ghoshal S. The strategy process
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orJjisia METOAIB ITAPHUX ITOPIBHSAHD, IO
BPAXOBYIOTH PAHKUPYBAHHSA

Onez Anopitiuyk®, Cepeiii Kadenxo*
YucruryT npo6em peectparii indopmanii HarionansHoi akagemii Hayk
VYkpainu
andriichuk@ipri.kiev.ua, seriga2009@gmail.com

Y 1omoBimi TPEACTaBICHWH CTUCITHA OTMSA METONIB  IMiATPUMKH
NPUHAHATTA pIilICHb Ha OCHOBI MAapHUX IOPIBHSHB ATECPHATHB, IO
BPaxOBYIOTh OpJAMHANBHE CIIIBBiIHOIICHHS MK HMUMH. OCHOBHY yBary
30CEepeKEHO Ha aBTOPCHKOMY METOJIi €KCIIEPTHHX MapHHUX IOPIBHSHB,
KN 0a3yeThCsl Ha MEBHIN MOCHIIOBHOCTI OI[IHIOBaHHS albTepHATHB. L5
MOCJIIIOBHICTh BU3HAYAETHCS MONEPETHIM PAHKUPYBaHHSIM aJlbTePHATHUB,
10 MOPIBHIOWOTHCA. JlaHMH MeToJ| JO3BOJISIE MIJABUIIUTH JAOCTOBIPHICTD
pe3yJIbTATIB EKCIIEPTH3H, OTPUMATH OUIBII Y3TOJPKEHI eKCIEepTHI JaHi, a
TAaKOX, 3a HEOOXiMHOCTI, 3HU3UTH TPYIOMICTKICTh CKCIEPTH3H 3a
paxyHOK 3MEHIIICHHS HEOOX{JHOT KUTFKOCTI MApHUX NOPIBHSHE.

KoarouoBi ciioBa: cnabo cTpykTypoBaHa IIpeAMETHA 00JacTh, €KCIepTHa
OLIiHKA, MaTPHUIsl TApHHUX MOPIBHSAHD, PAHKUPYBAHHS.

Beryn: npodaemaTruka

VY cnabo CTPYKTYpOBaHMX MPEIMETHUX 00JIACTAX YaCTO BUHHMKAE MOTpeda
Y IpUHHSTTI pillleHb, IO MOJATAIOTh Y BHOOP] HaWKpaIoi abTepHATHBH,
a00 TOOYHOBI PEUTHHIY aJNbTEPHATHB i3 33aJaHOI MHOXXHHH 32 MEBHUM
iIBOBUM  KpuTepieM. BopHowac, cimabo cTpykTypoBaHa NpeaMeTHa
00J1acTh XapaKTepU3yeTbCS BHCOKMM pPIBHEM HEBHM3HAUEHOCTI, IO He
J103BoJIsiE (hOPMANBHO ONMCATH TpeAMETHY 00lacTb Ta ajlbTepHATHBHI
BapiaHTH pIIICHHS, a TaKOX OTPUMATH KUIbKICHY iH(opMamnilo npo HUX.
BiamoBigHo, 4YacTo, €IWHUM JDKEpeoM Takoi iHdopmarii B ciiabko
CTPYKTYPOBaHHX MPEAMETHHX OOJIACTSIX € eKCIEePTHI OWIHKH (30KpeMa,
3amani y Burmini mapaux nopiBeseb (I1I1)) ampTepHaTHB, KpHUTEPIiB,
(hakTOpiB Ta BapiaHTIB pilmIeHb. 3ayBaAXUMO, W0 y peabHHX ciabo
CTPYKTYPOBaHUX MPEIMETHUX 00JACTIX, KOJU BUHHUKAE HEOOXiTHICTH y
eKCIepTHOMY  OIIiHIOBaHHI, YacTO  3aCTOCOBYIOTBCA  IPHUMITHBHI
nporuenypu, mo Oa3yrTbes Ha mpuHimm ad hoc. BTim, 3acrocyBanHS
Oinbml  (OpMaNbHUX Ta  YHIBEPCAJIBHUX MPOLEAYP EKCHEPTHOTO
OLIIHIOBAHHS JIO3BOJIMJIO O WIJBUINUTH JIOCTOBIPHICTH pE3yJbTaTIB
EKCIIEPTHU3, 110 MPOBOSTHCS.
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[T — we cHiBBiAHOUICHHS HEBIIOMHUX BIJHOCHHX Bar aJbTCPHATHB,
mo mnopiBHIOIOTECS. Ha ocHoBI Marpuui napaux mnopiBasHb (MIIIT)
QIbTEPHATHB  OOYMCIIOIOTBCS  iXHI BigHOCHI Baru. [lnsg  mporo
3aCTOCOBYETBCS SIKMHCH 13 0araTboX HasBHUX METOAIB (BJIIACHOTO BEKTOPY
[1] abo iHImiA).

Jns Toro, mo0 MOpIBHATH N anbTepHATHB MK COOOH HEOOXiTHO
BukoHatu n(n —1)/2 TIII. Sk Gauumo, i3 3pOCTAHHSAM PO3MIPHOCTI,
kimekicte IIIT 3poctaec 3i mBuaxictio O(n?). ToMmy akTyambHOW €
npobiemMa po3poOKH METOMIB, sAKi O MO3BOJSUIM 3MEHIIUTH KiJIBKICTh
HeoOximHux I1I1 i mpu HpOMY YHHKHYTH BTpaT Ta CIIOTBOPEHb EKCIICPTHOT
iHpOopMarii.

Ctran npobjeMn: HasiBHI MeTOAHM, IO BPaXOBYIOThb
iH(popManio Npo paHKUPyBaHHA

Huska meroniB I1I1 mepenbayae BHKOpUCTaHHS anpiopHOi iH(popmMarii
NpO pPaH)XUPYBAaHHS ajJbTepHATUB. binbuiicTh 13 HUX 0a3yeTbCcst Ha
pe3ynabTaTaXx eKCICPUMCHTIB 3 KOTHITMBHOI mcuxoyorii  [2], ski
NPOJIEMOHCTPYBANH, IO JIIOJMHA OUIbLI TOYHO OLHIOE 00’€KTH, SIKIIO
BOHH TIO/IAIOTHCS ISl OLIHKH Y TIOPSAKY CHaJaHHs CTYINEeHsS BUPaXKEHOCTI
KPHUTEPito OLIHKY (BiZ HAHKPAIIOro 10 HAMTripIIOro, BiJl HAWOIIBLIOTO /10
HalMEHIIOTO TOIIIO).

IcropryHO TEpIIMM METOAOM, SKHIl BUKOPHUCTOBYE JAHWH MPUHIHNI,
MOJKHa BBakatu OarartokpurepianbHuii Metoq TOPSIS [3]. V HpOMYy, Ha
OCHOBI  0araTOKpHTEpiallbHUX  €KCIIEPTHUX  OLIHOK  MHOXXHHH
QIPTEPHATHB, TCHEPYIOTBCS «iJlealbHAa HAMripma» Ta «iJeanbHa
HalKpamia» albTepHaTHBH. [10TIM CKIagaeThes peHTHHT adbTEpHATUB 3a
BIZICTAHHIO 10 UX igealbHUX 00’ €KTIB.

IIpoTsiroM OCTaHHBOTO JECATHIITTSA 3 SBWJIOCS KibKa OJHO-
KpuTepianbHuX MeTtoniB IIII, 1m0 BHKOPUCTOBYIOTH iH(GOPMAIIO PO
OpJIVHAJIHE CIIIBBIAHONIEHHS MK albTepHATHUBAMH. T1aK, METOJ
“best\worst” [4] mnepexbauae (3aMicThb MOBHOTO mepeCUpaHHS Iap
aNbTEepHATHB) MOPIBHIHHSA yCiX aJbTEPHATHB i3 3aJaHOT MHOKMHH JIUIIIE 3
Halikpamor Ta Haiiripimoro i3 Hux. Merog TOP2 (best\second best) [5]
nependavae MOPIBHAHHS YCIX ajJbTEPHATHUB 13 3aJlaHOT MHOXXHMHU JIHIIE 3
MEPILOIO Ta APYTOI0 ANBTEPHATHBAMH Y PaHKUPYBaHHI.

MeToa nopiBHSIHHSA HAWBIIIAJIEHIIINX aJILTEPHATUB

Ille omwH MeTOA, MO BUKOPUCTOBYE iH(OPMAIIIO NP0 paHKUPYBAHHS
albTepHATHB, 3allPOITOHOBAHO aBTOpaMW HaHoi momoBimi [6]. Merox
nependavae MOPIBHAHHS AJIBTEPHATHB Y MOPSIKY CIIaJaHHS BiJICTaHI MiX
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HUMH y pamxupyBanHI. Binnosigno, I1I1 31iliCHIOIOTECS Yy KUIbKa Yepr.
Hexaii anbTepHaTHBM NpPOHYMEPOBaHI BIAIOBIAHO IO paHXUPYBaHHS:
a; >a, >+ >ap, Ae a; le albTepHaTHBa 3 HOMEPOM Ta PaHIOM i,
i= H, a n — 3arajbHa KIJBKICTh aJbTEpPHATHB. TOJI YEProBiCTh
BuKOHaHHs ekcrieproM III1 (sixka 3abe3medye HalBUILy aaeKBaTHICTbH
pesynbrartiB [1I1 ysaBIIeHHAM eKcIiepTa) € HaCTYITHOIO:

yepra 1: (a;,a,) (panru BigpizHstoThes Ha (n — 1));

yepra 2: (a;,a,_1) a00 (a,,a,) (panru BimpizHstoThes Ha (n — 2));

yepra 3: (a;,a,_,) abo (a,ap_q1) Or (ag,a,) (paHru BigpI3HAIOTHCS
Ha (n — 3));

gepra (n —1): (a;,a;) abo (a,,az) abo ... abo (ay_q,a,) (pauru
BiJIPI3HAIOTHCA Ha 1).

Pe3yJII>TaTI/I CKCIICPUMCEHTAJBHOI'O IlOC.]'[iJI)KeHHﬂ METOaY

ExcrniepuMeHTaIbHEe JOCHTIHKCHHS TAHOTO METOMY, JACTAIbHO OMHCAHE Y
[6], mpomeMOHCTpYBajo, MO BiJHOCHI Bard aabTePHATUB, OOYUCIICHI
METOJIOM BJIACHOTO BEKTOpY Ha ocHoBi MIIII, mo BiAmOBizae BKasaHiif
nociigoBHocti I, € Oinbln ajgeKBaTHUMH YSBJICHHSIM EKCIEPTIB IPO
MpeIMeTHI 00JacTi, y SKAX BOHH KOMIIETCHTHI (aHIX Bar, OTpHMaHi Ha
OCHOBI iHIIKX TociinoBHocTe# T11T).

Bimemr Toro, ocraHHI IOCHIMKEHHS aBTOPIB IMOKa3add, IO W cami
MIIII, otpumani Ha ocHOBiI BKa3aHOi mociimoBHocTi IIII, €, 3aramom
Oimpmr  ys3ropxkeHumu, aHik MIIIl, oTpuMaHi Ha OCHOBI IHIIHX
IOCJIIOBHOCTEM.

Tadawnus 1. Pe3ynpraTy eKCIIepUMEHTAIBHOTO JOCIIDKEHHS METOTY

Tun Yuerno €KCIIePTiB, axi | Cepenne Yactka (y %) 1a
HOCTiTOBHOCTI OPICBOITH  TIOCTiTOBHOCTI | 3HAUEHHA KiTBKICTE IIpeleICHTIE,
HnapHHX | BizmopinHMit panT BiIHONICHHA y axiit pesyaerarn III1 —
HOPiBHAHB 1 2 3 Y3rOLKEHOCT] HaildLIBI y3romKeHi
ominok CR, %

A (cmouaTky — 10,73

(CHotaTky | s 2 16 : 36,14 (30)
HaiiBiIane i)
B (nosinsmi) 15 38 30 11,61 32,53 (27)
C (cmouatky -— 11,88 .

( Y 7 23 37 31,33 (26)

HailomKi)

YV Tabmumi 1 mokaszaHi pe3yibTaTH EKCIIEPUMEHTAIBHUX JOCHiKEHb
MeTomy. 3arajJoM Ha JaHWA MOMEHT OyJo TmpoBemeHo 83 3MiCTOBHI
MPELEICHTH CKCIIEPUMEHTY. SIK MOXHA MO0aYnTH 3 TaONUIl, OUIBIIICTD
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eKCIIepTiB Biamae mnepeBary BKazaHii mnocmigoBHocti IIIT (BBaxkae
BITHOCHI Baru aJbTCPHATUB, OTPHUMAaHI HAa OCHOBI M€l MOCIiTOBHOCTI,
HAMOLIBII aJICKBATHUMH BIIACHUM TIMOWHHUM YsABJICHHAM). [Ipu npomy,
3HAYEHHs CepeqHbOro mnokasHuka (He)ysromxenocti (CR) [1] MIIII,
no0yJOBaHUX Ha OCHOBI Bka3aHoi mociimoBHOCTi I1I1, € MeHIIMM, aHiX
JUIL 1HIIUX TochigoBHOCTeH. Takoxk, 3aramom, 3a 3HadeHHsM CR, y
oimpmocti BumankiB (30 3 83) 3ampomonoBaHa mochimoBHicTh IIIT €
JiepoM 3-oMixk Tprox mociigoBHocteit [1I1, mo mocmimKyBamucs.

Inest ekciepuMeHTy 3 NOPiBHAAHHSA MeTOAIB

OueBUIHUM HAMPSIMKOM TMOAAJBIINX TOCIIKCHb Ma€ CTaTH MOPIBHIHHSI
3anpornonoBanoro Meroay III1 («HOpiBHSHHS HaWBiAJaNCHIMINX») 13
inmmmu  moxibuuMu  metomamu  (TOP2  ta  best\worst).  Eramm
eKCICpUMCHTY, 10  0a3yeTbcss Ha  NPUHIWIAX  IMITAIliifHOTO
MOJICITIOBaHHS, HAaCTyNHi: 1) ['eHepyBaHHS BHIIAIKOBOTO BEKTOPY Bar; 2)
[MoOymoBa imeamsHO y3romkenoi MIII; 3) 3amymmenns [YMIIII; 4)
OO6uncnenns Bar Ha ocHOBi 3amrymuireHoi MIIII (pisHUME MeTomaMu —
«[II1 maiBigmamewimux», TOP2, best\worst); 5) OOumcieHHs Ta
TOPIBHSIHHA MMOXHOOK OOYHCICHHS Bar. BTiM, BUHHKa€e NEKiTbKa IMATaHb
1010 YMOB TaKOT'0 MOPIBHSUIBHOTO EKCIIEPUMEHTY.

IMo-nepute, TOP2 Ta best\worst € HemoBHuMU MeTomamu III1.
OOuyBa MeToaM nependavyaroTh 31iHCHEHHS Juiie 2n — 3 MOpiBHSHb. Y
TOW JKE Yac, METON «IOPIBHAHHS HAWBIIIAJCHIIINX» TO3BOJISIE SIK
noBHicTio BUOynyBatu MIIII, Tak i MiHIMI3yBaTH KiIbKICTh MTOPIBHSAHB JI0
MmiHiManpHOI ((n — 1) IIIT) [7]. Biarak, mocrae muTaHHS, CKUTBKH came
[T i3 BimmoBigHWX Yepr (AWB. BWIIE) CIiA 3aIisTH Y EKCIICPHUMEHTI?
Hpyre nuranss: sk came nomoeHIoBatH HermoBHy MIIII o moBHOT (o0
MOXKHa OyJI0 3aCTOCYBaTH METOJ BIACHOTO BEKTOPY ISl OOYHCIICHHS
BITHOCHHX Bar ampTepHatuB)? TpeTe MUTaHHS: AKi IIe METOIH, OKPIM
BJIACHOTO BEKTOPY, MOJKHA 3aJisITH Y €KCIIEPHUMEHTI AJIs1 OOYHCIICHHS Bar;
YW BOHHM TIPAIIOIOTH 7151 HemoBHUX MITIT?

BucnoBku

Y [omoBimi HABENCHO OIS METOJIB EKCIIEPTHOTO OLIHIOBAHHS, IO
BPaxOBYIOTh TOMNEpPEAHI pPaHKUPYBaHHA aibTepHATUB. [loka3aHo, IO
ypaxyBaHHS OPAWHAJIBHOTO CIIBBIJHOIICHHS MK albTepHATUBAMHU
JIO3BOJIsIE CKOPOTUTH KiNbKicTh I1I1 Oe3 cyTTeBHUX BTpaT Ta CHOTBOPEHb
eKCIIepTHOi iHdopmMartii. 3anmponoHoBaHo aBTopchkuid meton IIII, mio
0a3yeTbcss HAa  TIOPIBHAHHAX  HAWBIIIaleHIIMX  albTEPHATHB Y
pamkupyBaHai. OTpUMaHO €KCIIEPUMEHTaIbHI Pe3yJabTaTH, SIKi CBiT4aTh
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PO MiJIBUIIEHHS Y3roJukeHocTi ekcreptHux I Ta MoxkimBicTh, 3a
HEOOXIHOCTi, MaKCHMalbHO CKOpOTUTH KuibKicTh [II1. ITomamermi
JIOCJTIJPKEHHS 32 TEMATHKOIO Tepe0adatoTh NPOBEACHHS EKCIIEPHMEHTY 3
MOPIBHSHHS aBTOPCHKOTO METOAY Ta IHIMNX aHaioriynux meronis III1,
30kpema best\worst ra TOP2.
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CUCTEMA 3ABE3IEYEHHSI IPOBEJIEHHS
BCTYIHOI KAMITIAHII 3 BUKOPUCTAHHSIM
XMAPHUX TEXHOJIOI'TH

I'marienxo I'puropiit Muxomaitoua’, Imapioros Oner €BreHoBmd’,
Mupytexrxko Jlaprca Bikropisra' Bacenko Okcana OsnekcanapisHa’,
T'amoupka CHixkaHa HeOHiL[iBHal

! KuiBchkuii HanioHansHuii yHiBepenteT iveni Tapaca IlleBuenka, By,
Bomogumupcrka, 64/13, 01601 Kuis, Ykpaina
Beryn

B ymoBax MmOBHOMAacmITaOHOTO BTOPTrHEHHSA B YKpaiHy pPaIlMCTCHKHX
BICHK 3 SBIAIOTBECS HOBI BHKIMKHA y BCIX cdepax KHUTTEXSLIBHOCTI
Hamioi KpaiHu. 30Kpema, BiifHa, po3B’si3aHa POCIHCHKOI (henepaliero,
BHECJa 3HAa4yHI KOPEKTWBU Yy IMIATOTOBKY Ta NpoBeAeHHs BcrymHoi
kammanii (BK) mo Bumux HaBuanbHuX 3aknaaiB Ykpainu (BH3) 1momo
npoBezieHHs (JaXOBHUX BCTYIHX ICIIUTIB IO MaricTpaTypH.

IIpodaema

HeoOxigHO 3a0e3meunTH CHpaBeTUBHIA, CBOEYACHUH Ta TpoQeciiHuUi
BinOip kpamux aditypieHTiB M0 ykpaincbkux BH3. IIpu npomy moxbatu
npo 3a0e3MEeUYCHHS 3PYYHOCTI K abITypieHTIB, Tak 1 BUKJIaqa4iB, Oe3eKy
yCiX YYaCHHUKIB BCTYIHOI KaMMaHii, ONTHUMI3alil0 YCiX YHMHHHKIB, SKi
CTOCYIOTBCS Li€T MOJiT.

ITocTanoBka 3agaugi

VYci acmektn BK Matore Oyt HanexHUM 4YnHOM (hopMaii3oBaHi,
npobiiema 3abesneueHHs skocti BK  wmae Oyrn crpykrypoBaHa,
pesynbratu BK MatoTh OyTH KUIBKICHO OIiHEHI.

Kpurepii

OcHOBHUMH KpHTepisiMH sKkicHoro mnposeaeHHs BK na dakynbreri
iHpopMamiiHUX TexHONOTiH KHWIBCHKOrO HAI[IOHAIEHOTO YHIBEPCHUTETY
imeni Tapaca LlleBuenka (®PIT) Oyno BuOpaHo TaKi:

f —3abe3leucHHs MaKCUMalbHOI BIAKPHTOCTI Ta iH(OPMOBAHOCTI
CycIiuIbCTBa Tpo nepedir BK;

f, —3abesreueHHs KoH(iAeHLUIHOCTI iH(OpMAaLi PO NepCoHabHI
JlaHi abITypi€eHTIB, CKJIaJ eK3aMeHalIHUX OLIeTIB TOLIO;
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f, —3abe3neyeHHs. aHOHIMHOCTI aliTypi€HTIB, y TOMy 4MCci 1 Juis
BUKJIa[1adiB, sKi 6epyTh yaacTs y BK;

f, — 3a0e3MeycHHs aJleKBATHOCTI OLIHIOBAHHS 3HAHb a0ITYPIEHTIB;

f,— 3a0e3MeucHHs BapiaTUBHOCTI €K3aMEHANIHHUX OLUIETIB 3 METO0
MIOCTaBUTH Pi3Hi XBII aOiTypi€HTIB y piBHI yMOBH;

f, — 3abesneducHHs HaXIHHOCTI PYHKIIOHYBaHHS CHCTCMH.

BapianTu pimennb

Ha BuGip Bapianty pilueHHs BIUIMBAIOTb KiIbKa Napamepis: p, — Crocodu
3alesnedeHHs  mpouecy — mposexeHHs  BK,  p, — iHCTpymeHTapiit
KOMYHIKaLlii yCiX yJacHHKIB IIPOLECY, p, — IHCTPYMEHTApIii OLIHIOBaHHs
aOITypi€HTIB Ta iHIII apamMeTpu.

Taxum unHoM, Maemo rinepnapaienemnines (I'T]) MmoxxMBUX BapiaHTiB
pillieHs:

P>p= ( Py P, ), n— KUIBKICTh MTapaMeTpiB.

Moaesb BCTYNHOI KaMnaHii

Takum uymHOM, mpoOiema Bu3HaueHHs kpauoians BH3 kondirypauii
napaMeTpiB pilleHb Moxke Oyt (¢opmamizoBaHa y Kiaci 3amad
6ararokpurepianbHoi ontumizanii (36K0)

f.(p)—>opt, i=1..Kk, )
peP.

BapianTn 3a0e3ne4eHHs

Byno Bu3HaueHo BapiaHTH NpoBeleHHS (PaxOBHX BCTYIHHX ICIUTIB 10
MaricTparypu:
- B pexumi odpdraiiy;
- OHJAIH 3 BUKOpucTaHHAM cepBepa DIT;
- OHNAliH 3 BHKOPUCTAHHSM BJIACHOTO CEPBEpPa KOXKHOIO
Kaeaporo;
- OHNafiH 3 BHUKOPUCTAaHHSM BHJIIICHOTO cepBepa B
JataleHTpax YKpainu,
- OHNAllH 3 BHKOPHUCTAaHHAM BHIUICHOTO CEpBepa B
JlaTalleHTpax a MexXamu YKpaiHu
- OHJIAiH 3 BUKOPHUCTaHHSAM TeXHOJOriH PaasS.
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IncTrpymenTapiii kKomyHikamii

B ymoBax, mo ckiamucs, cepex iCHyOUYHX IUatrGopM KOMyHiKarii
HaOuTpm momymsipErMHy y Hamomy BH3 cramm: Zoom, Google Meet Ta
Microsoft Teams.

IncrpymenTapiii oniHOBaHHS

Cepen [MOCTYMHHX BapiaHTiB Uil TPOBEICHHS TECTYBaHHA Oyio
NonepenHbO BUAUICHO: JUCTaHLiliHE cucTeMeé HauyanHs Moodle,
Bukopuctanus Google ¢opm abo TecryBanHs Ha 0a3i ruatrgopmu
MicrosoftTeams.

BucnoBku

ABTOpamu 0yJI0 CTpYKTypOoBaHo npobiiemy cynpoBoxkenHst BK Ha piBHI
¢daxynprery. i HpOro 3a JONOMOIOI0 EKCIEPTHHUX TEXHOJOTiH OyIo
PO3IIISIHYTO OCHOBHI CJIEMEHTH CHCTeMH, 3reHepoBaHo [Tl MoximuBHX
3Ha4YeHb MapaMeTpiB, cPOpMyIpOBaHO Ta (OPMai30BaHO 1 PO3B’sI3aHO
3BKO Bumy (1). Pesymsratm BK ma ®IT noBomate edeKTHBHICTH
CTBOPEHOT aBTOpaMH CHCTeMH 3a0e3medeHHs mpoBeieHHs BK
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I'PYIIOBA 3AJJAYA IIEPECJIIAYBAHHS JIA
JAPOBOBUX TUPEPEHIIAJIBHUX CUCTEM 3
YUCTUM 3ANIBHIOBAHHAM

EapaHOBCLKa JLB. 1[0000-0003-0024-8180]’ MyXlH B.E. 1[0000-0002-1206-9131]

! Hamionansauit Texniunmii yuisepenrer Vipainn «KuiBchKumit
noJiTexHiuHUH iHCcTHTYT iMeHi [rops Cikopebkoro», Kuis, Ykpaina,

lesia@baranovsky.org

Po3rnsiHyTO rpynoBy 3amady TepeciigyBaHHS ISl JIHIHHUX JIPOOOBHX
JudepeHiatbHUX CUCTEM 3 YHCTHM 3alli3HIOBaHHIM. Po3pobiieHo cxemy
METOAY PO3B’s3yBalbHUX (YHKLIH Il AaHOT 3aj1adi 3 BUKOPHUCTAHHAM
HOBiTHROTO TpexacTaBieHHsA Gopmynu Komri. CopmyrnsoBaHo mocrtaTHi
YMOBU 3aBEpLICHHA TP Ta METONUKY HPAKTUYHOTO 3HAXOKCHHS
PO3B’s3yBANBHUX (QYHKIIIN.

KarouoBi ciioBa: KOHQIIKTHO-KEPOBaHHUH MPOIIEC, IPUHHSITTS PIllICHb B
yMoBax KOH(IIIKTY, &IudepeHiianbpHi irpu, audepeHIianbHi irpu 3
JpoOOBUMH TOXITHUMH, TEOPIs irop.

Beryn

Ha cporoaHimHii 1eHb ITUPOKOTO 3aCTOCYBAaHHS, 30KpeMa, y Teopil
NPUAHATTA pilIeHs B YMOBaX KOH(MIIKTIB, HAOyITH MaTeMaTHYHI MOJEI 3
IpoOoBUMH TU(EpeHIIaTFHIMA PIBHIHHAMH 3 3aIli3HIOBaHHAM. Y Teopil
KOH(IIIKTHO-KEPOBAHUX IIPOIECIB aKTyaJIbHUMH, OCOOIMBO y BOEHHIH
NpaKkTHLi, € 3aja4i rpymnoBoro mnepeciigyBanHs. CrTaBUTbCS 3ajadya
3HAXOKEHHS CTpaTeriif mepeciimgyBadiB (HE0OOB I3KOBO ONTHMAIBHUX),
SIKi TapaHTYIOTh PO3B’S3HICTH 3aJadyi TPYMOBOrO TMepecTiAyBaHHS 3a
JOBUTPHMX JIOIYCTHMHUX KepyBaHHSX BTikaua. Ilpm po3s’s3aHHi 3amadq
TPYIIOBOTO MIEPECTiJyBaHHS iCHY€E 1Ba OCHOBHUX Miaxoau. [lepmmii 3 HuX
NOB’SI3aHUIM 3 TO3ULIHHUM NepeciliyBaHHAIM 1 pPO3BUBAE IPABUIIO
eKCTPEeMaJIbHOTO TpHUNimoBaHHS. Ll1 MeTommka pae oOTpyHTYBaHHS
3aKOHY IepeciIilyBaHHs 32 OrOHHOIO KpuBo0. Jpyruit minaxin 6asyerscs
Ha BHKOpHCTaHHI oOepHeHHMX (yHkuioHaniB MiHkoBcbkoro [1]. st
peamizamii 1i€i MeTOOUKM HeoOXimHa iHQOpMaLis Mpo MepeaiCTOPiro
KEpyBaHHs BTiKadi, BKIJIIOYAIO4YM HOro MHUTTEBE 3HaueHHA. Kono 3amay
TPYIIOBOTO TIEPECIiTyBaHHS, SKi MOXHA PO3B’S3aTH y IIbOMY BUIAJKY,
3HAYHO INUpINe. 3 JAaHOTO IIJXOJY BHIUIMBAE IPABHIIO I1aPaleIbHOTO
nepeciiyBaHHs, 100pe BiJOMOT0 iH)XeHepaM-IIPOEKTYBaIbHUKAM.
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IMocTanoBka 3agaui

PosristHeMO KOH(]IIIKTHO-KEpOBaHMII poLec
( 0+ZL)(t) = —4; Zl(t hl) + fi(ui(t)!v(t))! (1)
t=0,h;>0i=1,..,v
zi(t) = @i(t), £,(8) = ¢,(t),—h; <t <0,

ne CD(‘)"+ BU3HAYCHO sIK JpoOoBy moxiany Kamyro mopsinky a € (1,2) 3
HYJIOBOKO HMKHBOK Meketo [2]; z; = (Ziq, ., Zin) T2 [—hy, ) = R™ ¢
po3B’s3koM, 1m0 3amoBonbHse (1) mpum Bcix t = 0; A; € crammMmu
NIACHUMH HEHYJIbOBHMH MATPHIIMU IOPSIOKY 7;; OJIOK KepyBaHHI
3amaethes GyHkuismu fi: U; X V — R™, HemepepBHHUMH 3a CYKYMHICTIO
sminnux; U;(t) € U;, v(t) €V CykymHOCTI HEMOPOXKHIX KOMIAKTIB; ¢;:
[<h;,0] = R™ € poBinbHEMEH audepeHIiioBHUMHA (YHKIISIMH, sKi
BU3HAYAIOTh IOYATKOBI yMOBH.

Chopmymoemo 3amady mepeciigyBaHHS, 3amaHy cuctemoro (1).
TepMmiHansHa MHOXHHA CKJIAHAa€ThCS 3 IITIHAPUYHUX MHOXHH M|, ne
M = Mio +M;, i=1,..,v, Mio — JiHIHI TIOPOCTOPU 3 EBKIIIOBUX
npoctopiB R™, M; —HEMOpOX HI KOMIIAKTH 3 BIAMOBIJHUX OPTOTOHAILHHUX
JIONIOBHEHb L; 110 Ml-0 B R™,

Merta mnepecnigyBauiB (U;) — BHBECTH TPAEKTOPIIO TMpolecy Ha
TepMiHaJbHY MHOXHWHY M; 3a HalimMeHmmi 4ac. Mera Brikaya (V) —
YHUKHYTH 3ycTpiui a00 MakCHMMaJbHO BIATEPMIHYBaTH MOMEHT
TOTPAIUISHHS HA TEPMiHATbHY MHOXHHY M .

Cxema mMeToy po3B’AA3YBAJIbLHUX (PYHKIIH

Hexait T; —OIlepaTopu OpPTOrOHAJILHOTO IIPOEKTYBaHHS 3
R™ B L;. Beememo 6araro3HauHi BiJOOpaXeHHS
Wi(t,v) = m;Sp,« (A () f; (U, v), W;(t) = Nyey Wi(t, v) [3].

Posristnemo ymoBy ITontpsirina: W;(t) # @ mm Beix t = 0,i =1, ...,v

Js xoHQIIKTHO-KepoBaHOTro mpomecy (1) 3a yMOBHM BHKOHAHHA
ymoBu ITIOHTpsATiHA IS MMOYATKOBOTO cTaHy ¢;(.) 3TigHO 31 CXeMOO
METOAY pPO3B’A3YBANbHUX (YHKIIA 3HAWAEHO JOCTaTHI YMOBH JUIA
NPUBEJICHHS TPAEKTOPIl Mpolecy 3 MOYATKOBOTO CTaHy Ha TEPMiHAILHY
MHOXKMHY B Hamepesx 3aJlaHMi MOMEHT 4Yacy 3 BHKOPHCTaHHSIM
BiJIMTOBiAHOT KBa3icTparerii.
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AHAJII3 1 PO3POBKA MATEMATHYHHUX
MOJEJIEM OHIHIOBAHHS IHBECTUINIMHUX
PU3UKIB HA ®IHAHCOBUX PUHKAX

Kysnenosa Haranis BOJ‘IO[[I/IMI/IpiBHal, barelixo Enyapn Amaroiitosua’

! TucTuTyT MpUKITAAHOrO CHCTEMHOTO aHanizy HarioHansHOro
TEXHIYHOTO yHiBepcuTeTy Y Kpainu « KHiBChKHUil MOJITEXHIYHUHA ITHCTUTYT
im. I.Cikopcbkoro», Kuis, Ykpaina

natalia-kpi@ukr.net, bateikoeduard@gmail.com

[TpoBeneHo aHami3 ICHYIOUMX MiIXOMIB I MareMaTHYHUX MOAEJIEH s
MPOTHO3YBaHHS IHBECTUIIHUX pH3WKIB 1 3alMpONOHOBAHO BIACHI
MaTeMaTu4Hi Mozeni Ha ocHOBI Metononoriii Value-at-Risk, Conditional
VaR. JI71st mpakTHIHOTO MOJAEIIOBaHHS 0yi10 00paHO (POHIOBHI pHHOK Ta
pi3HI 3a HampsMOM isIbHOCTI kKommaHil S&P 500. JlocmimpkeHO HiHU
AKTUBIB KOMIIAHIH y pO3pi3i MPOMHUCIOBOTO CEKTOPa 3a OCTaHHI 5 POKIB,
o0y 10BaHO i 0OPOOJICHO YaCOBI PSIIU IIH aKIliil y BUTJSIAI MPUOYTKY 32
OJIMH JICHb JUI KOXKHOI akifii, po3pobieHo mozaeni VaR, cVaR, Monte
Carlo VaR.

KunrouoBi cioBa: iuBectuniiini pusuku, VaR, CVaR, ¢dinancosuit
PHHOK, YacOBi psijiu.

Beryn

@diHaHCOBI IHCTPYMEHTH VIS TIPUMHOKEHHSI BIACHOTO KalliTally € OAHUM
3 HallOnpll MOMMPEHUX OO0’€KTIB s JOCHI/DKEHHS 1 PO3pOoOKH
MaTeMaTHYHUX Mojeneil. e moB’s13aHo 3 miACBIIOMUM OaKaHHAM JIFOCH
NPUMHOXHUTH BIIACHI 3a0IIa/DKEHHS, IOKJABIIM iX Ha JIETO3MTH,
IHBECTYBaBIIM B JOPOTOI[iHHI METanW, BKJIABIIM B HEPYXOMICTh,
KpUNTOBAIIOTY ab0 B akuii HaWOUIbIIl BioMHMX KommaHii. Bubip i
MOXIIMBOCTI ~ IHBECTYBaHHS  CyTTEBO  OOMEXYIOTBCS ~ HasBHUMH
MarepiaJlbHUMHU 3ac0o0aMi, 3aKOHOJABCTBOM, JIOCTYIOM 1 MOXJIMBICTIO
JUIsl 1HBECTyBaHHS Ha (piHaHCOBUX ((DOHIOBMX) PHHKAX, a T'OJIOBHE —
TOTOBHICTIO 1 TOJIEPAHTHICTIO iHBECTOpa 1O PU3UKY. [ OJIOBHOIO METOIO
iHBECTYBaHHA € 30epe)XKeHHS KOIUTIB BiA iHGIIALIT Ta NPUMHOKEHHS iX.
ToMy HEOOXITHHM € CTBOPEHHS SKICHOTO iHBECTHI[IHOTO mOpTdes,
BpPaxOBYIOUH SIK PU3HKH OHIOBOTO PHUHKY, TaK i IIOACHKHHA (pakTop.
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OuiHlOBaHHSA iHBECTHULIHHOTO PU3UKY

3a meromonorieto Value at Risk (VaR) MokHa 3 NMEBHHM JOBipYHM
piBHEM OOYHCIHTH BEpXHIO MEXY BTpPAT B pe3yNbTaTi 3MiH (aKTOpiB
PU3HUKY y JOBipIOMY iHTEpBalIi:

P(Loss, (k) <VaR,(k)) = (100 — )%,
ne Loss (k) — daxruuni BTpatH Ha MOMeHT 4dacy t 3a mepiox K nHiB,
VaR (k) — mporroszoBani BTpaTi Ha MOMEHT 4acy t 3a mepiog K nHiB,

a — noeipumii piBeHb. Conditional Value at Risk (CVaR) BuzHauae
KUTbKICTh PU3UKY a00 «TOBIIWHY XBOCTa» JJIS IHBECTHIIIHHOTO MOPTHEs
1 pO3paxoBYeThCA Yepe3 CEpeIHbO3BAKEHE 3HAYCHHS «EKCTPEMAIIbHUX)»

BTpaT y XBOCTi, 110 BUXOOATH 3a MEKi TPpaHUYHOT'O 3HAYCHHA VaR.
VaR

CVaR = E(X | X >VaR), 10610 CVaR = % j xp(x)dx ,
—C )

ne p(X) — me WIIBHICTH PO3MOAITY BTpaT, C — TOYKA BiJCIKAHHS Ha

PO3MOALTi, BCTAHOBIICHA aHATITHKOM sK mopir VaR, VaR — moromxena
BepxHA Mexa VaR.

Toni ouikyBaHi BTpatu abo npuOyTOK iHBecTOpa OyAyTh BU3HAYATUCH
K cepeaHe 3Ha4eHHS VaR B Mexax MNEBHOrO JOBIPYOTO iHTEpBaLy
(KBaHTHITIO).

Jdns mopentoBaHHs Oyno o0paHO pi3HI Tamy3l iHBECTYBaHHS 3
noprpemo S&P 500, BusBNCHO HAHOUIBII TIOMIMPEHI HAMPSIMHU:
MPOMHUCIIOBI miAnpueMcTBa, [T KommaHii, piHaAHCOBI KOMIIaHIi i KOMITaHi1,
AKi BIZHOCATbCA O Taily3l OXOpPOHHM 310poB’s. bByrno pospaxoBaHo
cepenHid NeHHWH mpuOyTOK 3a momomororo moxeneir VAR i CVAR 3
JoBipunM iHTepBaioM (.95 Ta BUKOHAHO MOJEIIOBAHHS IHBECTHUIIIHOTO
noptdens Ha 100 guiB 3a momomoroto monemi Monte Carlo VAR 3
MMOYaTKOBUMU iHBECTHIIisSIMU po3Mipom 10000 mgomapis.

Byno nposeneHo 4 pi3HUX TUIH €KCHEPUMEHTIB U PI3HOTO PO3MIpY
JacOBUX PAIIB HA BECh po3Mip HaBUanbHUX AaHUX 3 1 kBiTHI 2016 poky
mo >xoBTeHb 2021 poky. B excnepmmeHTax OIiHIOBaJINCS Pi3HI 4acoBi
inTepBanu iaBectyBaHHSA (1 mews, 3, 7 ta 30 mmiB). Ta BigmoBimHO 3
pi3HMM mapamMeTpoM uacy Ui OI[HIOBaHHS 1 IUIAaHYBaHHS JIOXOAY
iHBecTopa Ha BikHO y 1, 7, 30 ta 90 nniB. lani Oymno BUAiIEHO HAWOIIBII
IiKaBi JJIs1 iHBECTYBaHHS KoMMaHii i cpopMoBaHi moprdeini Tak 3BaHUX
“OnakuTHHX ¢imok”. Byno mobymoBaHo mopmeni Var, cVar, Expected
Porfolio Return na 180, 365 nniB 1 Bech nepiox iHBecTyBaHHsA. B
pe3ysbTaTi MOJETIOBAHHS 1 NMPOTHO3YyBaHHsS BHSBJICHO, L0 HaWOUIbII
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e(eKTUBHMH CII0CiO iIHBECTYyBaHHS — 1€ IHBECTYBaTH B “OakuTHI (imku”
Ha BCbOMY YaCOBOMY IHTEpBAJIL.

Bucnosku

Bukonane  JOCHiIKEHHS  MOKa3ajl0o  MOXIHUBICTHP  MOOYIOBH i
KOMOIHyBaHHS pi3HUX Mojeneii Ha ocHoBi VaR, cVar, Monte Carlo Var 3
METOAAMH IHTEJIEKTYyaJbHOTO aHaNi3y NaHWX U PO3pOOKH cTpaTerii
IHBECTYBaHHA 1 OLIHKH MOXIMBUX MPHOYTKIB Ta BTPAT B 3aJISKHOCTI HE
JIMIIE BiJl BOJATWIILHOCTI (DIHAHCOBHMX PsAIB, @ W BiJ] TOJEPAHTHOCTI 10
pHU3UKY camoro iHBectopa. JlaHuil miaxiq Moke OyTH 3aCTOCOBaHHN HpU
PO3po01LIi MOOUTBHUX areHTiB i poOOTH Ha (iHAHCOBHX PHMHKAX, SIKi 3a
MOYaTKOBO 33JJaHMMU YMOBAaMH 1 3 ypaxyBaHHSIM BiJJHOILEHHS iHBECTOpa
JO pU3MKYy OYyAyTb OOMpaTH CTparTeriio 1 MOBEAIHKY Ha PHUHKY Ta
(inaHcoBi iHCTpyMeHTi (akmii), sKi BIAMOBIHAOTH OYIKYBAaHHM IS
IHBECTOpPa BOJATWIBHOCTI i TOXOIOM 3a IOpTdeeM.
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3anpolIOHOBaHO  MOZENI Ta METOOM  CIIBCTaBICHHS  CKJIAJHUX
iHpOopMamiHHUX 00’€KTIB HAa OCHOBI K CKJIAIOBOI MPUHHATTS pillIeHb B
IHTENEKTyaTbHUX 1HQOPMANIHHINX CHCTEeMaxX Ha OCHOBI BHKOPHCTaHHI
OHTOJIOTIH BIAMOBIAHOI TpeIMETHOI 00JacTi Ta METPUK BH3HAYCHHSA
CEeMaHTHYHOI  Onm3bKocTi. PO3pO0OJEHO  aNropuT™M  CEeMaHTHYHOTO
CHIBCTAaBICHHA OO0’€KTiB 3 TOMIOHOI CTPYKTYpOIO, IO BH3HAYCHA
CHIJIbHOIO OHTOJIOTIEIO0, SIKUH JI03BOJISIE TEHEPYBATH MHOXXUHY KPUTEpIiB
CIIBCTaBJICHHS Ta BU3HAYATH 1X i€papXito Ui IOTOYHOI CHTYAIii.
KoarouoBi ciioBa: ckianuuii inpopmauiitHux 00’ €KT, MPUHHATTS PillIeHb,
OHTOJIOTis, CEMAaHTHUYHA MOIIOHICTE.

Beryn

OnHUM 3 KITIOYOBHUX IHUTaHb Y PO3POOII CKIAIHUX CHCTEM € Ii/IBUICHHS
e(eKTUBHOCTI NPUIHATTSA PIllIeHb y MPOOJIEMHHMX CUTYalisX, TaAKHX SK
KEpYBaHHS PU3UKAMH, MEHE/PKMEHT KOMIUIEKCHUX MPOEKTIB Ta PO3MOALT
JIOJChKUX pecypciB. CucTeMu MinTpUMKH mpuitHATTS pimens (Decision
Support  System) € croenupiYHUM ~ KJAacOM  IHTEIEKTyalbHUX
inpopmaniiaux  cucrem  (IIC), saxi  momomararoTe  (haxiBIsSIM
BuOpaTtw/chopmyBaT  MOTPiIOHY  anpTepHATUBY  cepex  Habopy
NPUITYCTUMHX BapiaHTIiB NP NPUHHATTI BiANOBIAAIbHUX PIllIeHb, 1 4acTO
MOENHYIOTh MaTeMaTW4Hi METOAM Ta MOJENl IOUIyKy pIIIeHHS 3
€BPUCTUYHUMH, JIOTIKO-TIHI'BICTHYHUMH MOJEISIMH Ta METOJaMH, IO
0a3yloThCs Ha 3HAHHAX (aXiBIIB — EKCHEPTIB, MOJICNAX JIOJCHKUAX
MIpKyBaHb Ta HaKOIMYEHOMY JocBini. [Ipobiemu y npuiHATTI pilieHb B
TaKUX CHCTEMax CTOCYIOThCSA BHOOPY HaWOUIBII iHPOPMAaTHBHHX O3HAK,
3a SIKHMHU TIOPIBHIOIOTHCS TMOTEHINMHI pimeHHs. CUTyallilo yCKIaIHIOE
HEOOXiTHICTh aHaNi3y 3HAYHOI KUIBKOCTI TapaMeTpiB O0'€KTiB, 3 SKHUX
CKIIQIAIOThCSl TIOTEHIIHHI pimeHHs, Ta TmMoTpeba B yHiiKamii ix
CTPYKTypHu. Y BiKpHTOMYy cepenoBuili aedimutT wacy Ha 0OOpOOKYy
indopmamii Ta ii mBUAKI 3MiHM OOMEXYE MOMIIHMBICTH BHUKOPHUCTAHHSI
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TPAIUIIIMHUX  METOMIB NPUHHATTA  pIlICHb, IO 3a0e3MeuyIoTh
3HAXOJDKEHHS ONTUMAIBHOTO pimeHHs. OIHNUM 3 HaNpsIMKiB PO3B’sI3aHHS
miei mpoOJeMH € 3acTOCyBaHHS €JEMEHTIB LITYYHOTO IHTEJIEKTY Ta
MO/ICITFOBaHHs 3HaHb NpeaMeTHOI oonacTi (I1pO) 3amaui.

[Ipobnemu MopemoBaHHS 3HaHb Ha cydacHoMy erami st [IC
HAMOLIBII MOBHO pealli3yr0ThCs HA OCHOBI OHTOJIOTIYHOTO aHami3y [1] sk
OKpPEMOT0 BHUIIAJKy CEMaHTHYHOTO aHami3y [2]. OHromorii 3a0e3meayroTh
iHTEepoIepadeNbHICTh Ta OJHO3HAYHY iHTepnpeTanito 3HaHb [IpO, i Tomy
BOHH MOXYThb PO3TIIANATHCS SK 30BHINIHI JDKepena iHpopMamii s
pizaux IIC. ToMy HOWITPHAM € BUKOPWUCTAHHS MiJICHCTEM ITiATPHMKH
npuAHATTA pimeHb B [IC Ha OCHOBI OHTOJIOTIYHOTO iHXKCHEPIHTY.

[TpuitHATTS pillieHb y BIIKPUTOMY CEPEIOBHIII MOB’s3aHE 3 TOIIYKOM
aKTyanbHOT iH(OpMAIIiT I[0/10 3MiH Y I[OMY CEPEOBHIIII, 0 CTOCYIOThCS
K caMHX O0O’€KTiB, LIOAO SKHX NPUAMAIOTBCS PIMIEHHI, TaK 1 THX
KpHTepiiB, SIKi BIUIMBAIOTh Ha Lieil BUOIp. Y 0araTtboX IHTENEKTyaJIbHUX
iHpopMaliiHUX CcHUCTeMax pilleHHs — 1€ CTPYKTYpOBaHWiH Habip
€JIEMEHTIB, KOXXEH 3 SIKMX MAa€ BJIACHY CTPYKTypy Ta IIOB’S3aHHUX 3
IHIIAMHU  eNIEMCHTAMH PI3HOMAHITHAMH CEMAaHTUYHO HaBaHTaKCHIMH
BiTHOMICHHSAMH. B TakoMy BHTIaIKy TpoIiec IPUHHATTS pillieHb MOTpedye
CIIBCTABJICHHS TaKMX HAOOPIB, SKI Hagalli MH PO3TISAAEMO SK CKIAIHI
inpopmaniiiHi 06’ extu (CIO).

Koxen CIO nomaeTtses sIK BIOPSAAKOBAHUA HAOIp 3 OLTBIT HIXK OJTHOTO
inghopmayitinoeo 06 ’ekma (10), skl TOB’s13aHi MiXK COO0I0 BiTHOIICHHSIMH
Ta BIJMOBIAIOTh BUMOTaM IIOAO CTPYKTYpH Ta 3HA4Y€Hb BJIACTHBOCTEH
10. B K0’)XKHOMY KOHKpPETHOMY BHUIIJIKy TaKa CTPYKTypa BU3HAYa€ThCs Ha
OCHOBI 3HaHb 1010 npeameTHoi obnacti (IIpO) Ta cneundiku 3agadyi.
Yepes Te, 1110 3apa3 BUKOPUCTAHHS OHTOJIOTIH € MPAaKTHYHO CTAaHIApTOM
Jutst popmanizariii 3Hanb moo [IpO y Web-opierroBanux [1C, nagani mu
3aCTOCOBYEMO CaMe €JIEMEHTH OHTOJIOTTYHOTO aHaIIi3y AJIsl OMHCY MOJENI
Ta MeToxiB cruiBcraBiieHHs CIO.

3 ToukM 30py OHTOJOTiyHOro aHanizy IO — me Oynb-ski Kiacu abo
ex3eMIuisipu  oHrouorii. 10, IO BIAMOBINAIOTH KJlacaM OHTOJIOTII,
XapaKTepU3yIOThCSI CBOEIO CTPYKTYPOIO — HaOOpPOM BIACTHBOCTEH Ta X
XapaKTEPUCTHK, a TaKOX MPHITyCTUMUMH BiJHONICHHSIMH 3 iHIIAMHU
kiacamu oHTOJIOTii. 1O, 1110 TTOB’s13aHi 13 eK3eMIUIIpaMH KJIaciB OHTOJIOT],
TaKOX MalTh 3HAaYeHHS (BCiX ab0 NESKHMX) IHMX BJIACTUBOCTEH, cepen
SKUX MOXXYTh OYTH BiJHOIICHHS 3 IHIIUMH €K3eMIUIIpaMH OHTOJIOTI.
Takum guHOM, CIO MOXe po3rIsiIaTucs K miaMHOXuHA oHToJorii [TpO,
10 BUOKPEMITIOETHCS BiMIOBIIHO 10 3a7a4i KOPHCTyBaya.

ITpuknagu CIO, mo reHepyeThess Ha OCHOBI OpPTaHi3aliitHOT OHTOJIOT 1
NEBHOTO  IIIPUEMCTBA, — Ie KOMaHaa Ta OOJagHaHHA, SKi
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BUKOPDHCTOBYIOTbCS JUII BHKOHAHHS IE€BHOTO MpPOEKTy abo s
NPOBEIICHHST HAyKoBOi KoH(epeHUii. B mpoMmy Bumanky npuAHATTS
pimieHHsT moTtpedye BHOOPY Takoi MiMHOXXHHH  OCOOMCTOTO CKIaay
oprasizaiii, 1o HaiOIbII edekTHBHO BUKOHA€e npoekT. [Ipuknaan CIO,
mo 0a3yroTbCsi Ha OHTOJIOTIi HAaBYaIBHOTO 3aKiaxy, — BHOIp
crietiasbHOCTI 200 TOOy/ZOBa HABYAJIBHOTO IUIAHY Uil OTpPUMAaHHS
BHU3HAUYEHOTO0 Ha0Opy KOMITETeHIIH, TOMI SIK TNPHAHATTS pIMICHHS
MOB’s13aHEe 3 OTPHUMAHHSAM HEOOXiTHWX KOMIICTCHIIN 3a HaliMEeHIIHNH dac
abo 3 HaOUTBPIIOI TOBHOTOIO, SKY MOXYTh 3a0€3MEYWTH BHKIIAJadi
JlaHoi ycTaHoBH [1].

CuiBcTaBiieHHs CKJIaAHUX iHGopManiiiHUX 00’ €KTIB

Cniscranenns CIO e cknanoBoro npuiHaTTs pimens B [IC. [Ipu upomy
npobjeMr TeHepamii pIilIeHHS SK IIOCHiOBHOCTI MEBHUX Mid B
TUHAMIYHOMY iH(QOpPMAamifHOMY OTOYEHHI 3HAXOIATHCA 1033 CQeporo
pO3TIALY i€l pobotn. OcHOBHa yBara TPUIUIAETHCS
OaratokputepiagpHOMy mopiBHAHHI0O THX CIO, MmO BigNOBITArOTH
BHMOTaM 3a1aui.

OCOOIMBICTIO 3alPOIIOHOBAHOTO MIIXOMy € TE, IO CIiBCTABISAETHCS
BITHOCHO HeBennka KibKicth CIO, TOOTO HE BCi TEOPETHYHO MOXKIIHBI, a
JMuIe Ti, SKi MOXYTh OyTH 0OpaHi B moTouHiil cutyauii. Takum yrHOM,
npobiieMa TMoJisirac  He Yy TMOUIYKY ONTUMAaJbHOrO (328 IEeBHUMH
KpHUTEpisIMM) pillleHHs, a y BUOOpI NPHUIHATHOrO pillleHHs 3 Habopy
HasBHUX. Hanpukmaz, i1 BUKOHAaHHS II€BHOTO MPOEKTY MOTPiOHO
00partu rpyimy CHiBpOOITHUKIB 3 MEBHOTO MiAPO3/ALIY, a He B3araji 3 ycix
moxeit. ToMy mpuITycTHMa CHUTyalis, KOJTH BCi MOXJIMBI pIIICHHS €
HE3aI0BUTBHUMH 1 3MIHIOIOTh CHTYalil0 TiMBKH Ha ripmry. Hampukiman,
BUKOHAHHS IPOEKTY HEJIOCTaTHHO KOMIIETEHTHUMH CITiIBPOOITHHKaMHU
HpU3BEJIE 10 BTPATH Yacy Ta pecypcis, ajie MoTpiOHui pe3yabTar He Oyne
orpumaHo. [Ipy 1bOMY 3HAYyLIiCTH KpPHUTEPiiB MOXKE 3MIHIOBAaTHCS 3
yacoM depe3 3MiHM B JUHAMIYHOMY i1H(GOpPMamiiHOMY OTOYEHHI.
Haiibinpim mommpeHnM MNpHUKIAAOM 3MIiHM TPIOPUTETIB € BapTiCTh
BUKOHAHHS pOOIT Ta MBHUIKICTH OTPUMAHHS PE3YIIbTATiB.

Cmiscrasienas CIO 3abe3mnedye oOTpyHTYBaHHS MOIIYKY iH(pOpMAaIIii
Ha 3MiCTOBHOMY piBHi. [IpHKiiagy ceMaHTHIHOTO MOUTYKY: 3HAUTH TPYILY
JFo/Iel 3 IEBHOIO KBaJiiKalliero, 10 MPpaIoloTh B OAHIA OpraHizallii, sika
BIANOBiJa€ yMOBaM KOHKYPCY; BU3HAUUTH KpaiHH, B SKUX MPOBOAMINCS
HAyKOBI JOCIHI/DKEHHS II€BHOI TEMAaTHKH, pe3yJbTaTH SKUX Oyln
oryOJiikoBaHi B 0OpaHiii MHOXHWHI XXypHaJiB 3a NEBHUH Iepio] yacy
TOIO. AJle SIKIIO Pe3yJIbTaTOM IIOUIYKY €, SIK IpaBuio, Habip 10 oxHOrO
a00 KiJIbKOX KJaciB, TOAI K OOMEKEHHS BUKOPHUCTOBYIOTHCS TUIBKH IS
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BiIOOpY NPUIHATHHMX BapiaHTiB, TO y 0araThboX IHIIMX 33/a4ax cam
pe3ysbTaT € MHOXKMHOIO pi3HHX cyKymHocTed 10 pi3HHX THIIB, KOXHA 3
SAKUX BifnoBinae neBHUM ymoBaM. [Ipukinagom Bukopucrans CIO e
iepapxiune arperatHe ouiHtoBaHHs (IAO), mo 3abe3neyye criBCTaBICHHS
KOMaHJ 3 KUIbKOMa pIBHAMH i€papXii HUIIXOM aHalli3y 1HIMBITyaJIbHHX
Ta KOJICKTUBHUX PE3yJIbTaTiB TECTIB.

Eranu cniBcraBiaenusa CIO

VY 3aranpHOMy BHmnanky 3anada cmiBcTaBieHHsS CIO, siki MaroTh pi3Hy
CTPYKTYPY Ta 0a3yIOThCsI Ha PI3HUX OHTOJIOTISX, OTPEOYE BUPIBHIOBAHHS
X OHTOJOTIH Ta TWOMIyKYy TOAIOHOCTI MK IX CTPYKTYpHHMH
enemeHTamMu — 1O Ta ix moegHaHHsAMH. B naHiii poOOTi MU po3riisgaemMo
OKpeMHU#l BHMaAOK Takoi 3amadi, komu Bci CIO, mo mnoTpiOHO
CHIBCTaBUTH, O0a3ylOThCs Ha €IWHIA OHTOJNOTII Ta MAarmTh NOHIOHY
CTPYKTYDPY, AKHI TOTpeOye BUKOHAHHS TaKUX eTariB [3]:

- ctBopeHHs etanoHHoi mozmeni CIO, sika BimoOpaxxae BHMOTH
KOpHCTYBaya;

- reHepanis Habopy HasBHUX CIO, fKi CTpyKTypHO BiIIOBIIAIOTH
eTaJIOHHIN Mojenmi, Ha OCHOBI iH(poOpMamii Npo TMOTOYHHI CTaH
CepellOBUINlA Ha NEBHUII MOMEHT 4acy Ta CEMaHTH4HY MOJIOHICTH Mixk
enementamu CIO [4];

- BuOip cepex HasBHuX CIO THX, IO HE CynepedyaTrs BUMOTaMm
KOpHCTYBaua;

- nouryk kpurepiiB ouinku CIO 3 BUKOPHCTaHHSIM 3HaHb 3
onroorii [IpO;

- BU3HAYECHHS PiBHS 3HAYYIIOCTI KOXXHOTO OKPEMOTO KpPHUTEpIifo
Ha TMOTOYHHH MOMEHT CITIBCTABJICHHS Ha OCHOBI €KCIICPTHHX OLHOK Ta
eBpuctuk [IpO 3 BUKOpPHUCTaHHSIM METOJY aHAJIi3y iepapXil;

- BU3HAYEHHs KiIbKicHOI ominkd koxkHoro CIO Ha ocHOBI
CYKYITHOCT1 KpHUTEpIiB.

BucHOBKH Ta nepcneKTHBH MOAAJIBIIOL POOOTH

Cmiscraiienss CIO, mo MaroTh MONIOHY CTPYKTYpY, € HEOOXiTHO
CKJIaI0BOIO B aHami3zi Ta mopiBHsAHHI CIO moOynoBaHi Ha OCHOBI Pi3HHX
OHTOJIOTIMl Ta MarTh Pi3HY CTPYKTYpy. B IbOMy BHIanKy cHOYaTKy
noTpiOHO: 1. BUKOHATH BUPiBHIOBaHHS 0a30BHMX oHTOJOTIH [1pO if 3HAMTH
BIAMOBIAHOCTI MixK IX KOHIENTAMK Ta BigHowmeHHsSMH; 2. 3HaiTH B CIO,
II0  CIBCTABISIOTHCSA, IMIAMHOXHUHHM 3 TOJIOHOIO  CTPYKTYpOIO;
3. CIIBCTAaBUTH TaKi IiAMHOKHHH 33 PO3TJISTHYTHM BHIIE AITOPUTMOM.
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3anpornoHOBaHUI TMiJXiJ 1€pApXiYHOTO arperaTHOro OLHIOBAHHS
KOJICKTHBIB, OpIEHTOBaHMM Ha IHTErpoBaHe OaraTOKpUTEpialbHE
NPUHHATTS pillleHb B yMOBaX, KOJIM caM Hadip KPHUTEpiiB 3aJeXKHUTh Bif
ocoOnmBOCTeH 3a/1a4i i MOXe OyTH CTBOpeHHI Ha OCHOBI 3HaHb [IpO, ane
B pi3HI MOMEHTH 4Yacy BIJIHOCHAa 3HAYYIIICTh LHX KPUTEPiiB MOXe
JUHAMIYHO 3MiHIoBaTHCs. Lledl miaxix y NepcrneKTHBl IUIaHYeEThCS
PO3IIUPUTH 3a JOMOMOTOI0 3aco0iB 1 METOIIB KepyBaHHS 3HAHHIMH,
IHTENIEKTYalbHOTO ~aHaJi3y JaHUX 1 MAaIIMHHOTO HaBYaHHA, SKi
BUKOPHCTOBYIOTBCSI ~ IJsL ~ OTPUMAHHSA  KOMIICTCHTHHX  3HaHb.
3anpoNOHOBaHI TEOPETHYHI MOJEINI Ta METOIU MOXYTh 3aCTOCOBYBATHCS
UL MIATPUMKA TaKUX aKTyalbHHX Ui BOEHHOIO CTaHy 3ajgad, sK
KEpYBaHHS PU3HKaMH, IIBU/IKE HAJIALITYBaHHS TPOMHUCIIOBOCTI Ha BUITYCK
BOXJIMBOI TMPOAYKILIi, BiIHOBIIOBaNbHE OYyIIBHHULTBO, JMHaMIYHa
ajlanTanis KOMaHJl, OpraHisalii, KOJEKTHBIB 3 OaraTopiBHEBOIO
IEpapXiYHO CTPYKTYpOrO (IPOEKTHI TpyNH, TIPYyNd JOCIHIJIHUKIB,
(hopmyBaHHS BIfiCBKOBHX MiAPO3/1IIB, €KCIIEPTHI KOMICii, MEIUYHI IPYyNH
MIBUAKOTO pearyBaHHs) 0 BUKOHAHHS Ba)JIMBHX ONEPAaTHBHUX 3aBJaHb
TIPY BiACYTHOCTI AOCTATHIX KOMIICTCHIIH, HABUYIOK Ta AocBimy [5]. Take
KOMILJICKCHE CITIBCTaBJICHHS JO3BOJISIE BUSBUTHU CITA0Ki Ta CHIIbHI CTOPOHH
pi3HMX KOMaHA Ta X YYacHHUKIB JUIi KOHKPETHHUX 3aBlaHb, BHECTH
KOPEKTHBH JI0 1X CKJIaly ab0 MPOBECTH JOAATKOBE HaBUAHHSI.
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B po6oTi po3ristHyTO 0COOIMBOCTI OTpUMaHHA Ta OOPOOKHM EKCIEePTHUX
3HaHb, XapaKTEPHUX ISl CHCTEM opradizariiiHoro ympasiiaHsa (COY),
AKi B TIOAAJBIIOMY CKJIAAIOTh iH(pOpMaNiiHy OCHOBY 0a3 JaHWX Ta 0a3
3HaHb iH(opMmariiiHoro pecypcy COY. BuniieHo o’sTh pi3HOBUIIB
aHaNiTUYHOI JismbHOCTI B pamkax COY. 3a3HaueHO HaWOUIbII
XapaKkTepHi Ul HHUX KOTHITHBHI BHKDHUBIICHHS Ta 3alpONOHOBAHO
MOJNMBI HUIAXM iX 3MEHIIEHHS a00 3HM)KEHHS IX BIUIMBY Ha SIKICTh
iH(hOpMaIiHHOTO pecypcy.

Kiawu4oBi cjoBa: aHamiTHK, eKCIEPTHI 3HAHHS, KOTHITHBHI
BUKPUBIICHHS, I1HQOpPMamidHUA pecypc, CHCTeMa OpraHi3aliifHOTo
YIpaBITiHHSL.

Beryn

AHami3z pI3HMX BH3HA4Y€Hb CHCTEMH OpTraHi3alifHOTO YIIPaBIiHHS
MOKa3ye, MO i1 KJIIOUYOBOK O3HAKOIO € HAsSBHICTh BIUIUBY B MeXax
o0’ekta Ta cy0’ekTa ympaBiiHHA JonChKOro (akrtopy [1]. JlromnHa
(aHamituk, ¢axiBeib, €KCIEPT) B TAKUX CKIQJTHUX CHCTEMaX € BAYKJINBUM
JUKEpeJIOM JIaHMX Ta 3HaHb, 5Ki, 30KpeMa, BHKOPHCTOBYIOTHCS NPH
¢opmyBanHi iHpopMmauniiiHoro pecypcy COVY. Ilpomecy orpumaHHS Ta
00poOku Takoi indopmaniinpuTaMaHHi EBHI 0COOIMBOCTI, y TOMY YUCII
- HasjBHICTh XapaKTepHUX Juisl Hei KOTHITMBHMX BHKpHBIEHb [2],
3MEHIICHHS SKMX a0o 3HIKEHHS iX BIUIMBY Ha SKICTb BMICTY
iHpopMaLiiHOrO pecypcy € akTyallbHHM 3aBJIaHHSAM, OCKUIBKH SIKICTb
iHpopmamii (3HaHB) TPSAMO BIUIMBAE HA SKICTh  YIPaBIiHCHKHX
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pimens. /s COY xapakTepHOIo € iepapxidyHa oOpoOka iHdopMariii, ae
(axiBIi HWXKHIX pIBHIB iepapxii, sSKi € BaXJIMBUM IEPLIOKEPEIOM
iHpopMamii Mpo CcTaH CHCTEMH Ta CEpeAoBHINAa 1i ICHYBaHHA, €
aHAJITUKaMH, 1[0 HE B MOBHIH Mipi BiJNOBIIAIOTh BUMOTaM JI0 €KCIepTa.
Kpim Toro, BpaxoBylO4H JOUIJIBHICT y 0araTb0X BUIAIKaX CKOPOUYECHHS
LUKJTY YIPaBIiHHS Ta 3 iHIIUX NPUYMH — €KCIEPTHI OLIHIOBAHHS B JaHil
TpeIMEeTHil 00acTi mepeBakHO 3MIMCHIOIOTHCS JIUIIEC Ha BEPXHIX PiBHIX
CHUCTeMH ympaBiiHHA.  3a3HadyeHi ocobmmBocti COY moTpeOyroTh
JOATKOBOrO aHali3y Ta BPaxyBaHHS MOJJIMBOIO JIOIATKOBOTO MPOSBY
KOTHITHBHHUX BHKPHBIICHB iHPOpMAILIii.

Omxe, METOI0 JaHOi poOOTH € aHaNi3 OCOOJIHMBOCTEH OTPUMAaHHS Ta
00pOOKM EeKCIepPTHUX 3HaHb B CHUCTEMax OpraHi3aliiHOTO YIpaBIiHHSI
JUIS BU3HAUCHHS MOJKJIMBUX IUIAXIB 3MEHIIEHHS BIUIMBY KOTHITHBHHX
BUKpUBIIEHb Ha SIKICTh BMICTy iH(popMariiiHoro pecypcy COVY.

Oco0/1MBOCTI eKCIIEPTHUX 3HAHb

Buninumo HacTymHI 3araibHi OCOONMBOCTI €KCHEPTHHX 3HAHb, SKi, Ha
HaIll TIOTJIAN, CJiJ BpaxoByBaTH mpu (opMmyBaHHI iH(OpPMAIIHHOTO
pecypcy COVY.

1) BignoBimHo 10 gocmimkenHs [2], mpu BupilIeHHI 33734
EKCIIEPTHOTO OLIIHIOBaHHs HasBHI KOTHITMBHI BUKDHBJICHHS NaHUX Ta
3HaHb MOXYTb CYTTEBO BIUIMHYTH Ha HOTO pPe3ybTaT.

2) Tlcuxodizionoriuni 0OMeKeHHs THOIUHU [2] HE T03BOISIOTH i
OJIHOYACHO OIIEPYBATH OLIBII HIXK 9-Ma 00'€KTaMH.

3) EkcrmeprHe OIiHIOBaHHS MOTPEOyE YACOBHUX 3aTPAT, € JOPOTHM
MpOLECOM 1 TOMY Kpamlle HOro 3acTOCOBYBAaTH JIMINE 3a HAsBHOCTI
HaranbHOI HeoOXimHocTi. bakaHO, 3a MOKIMBOCTI, BHKOPHCTOBYBATH
panime moOynoBani 6asum 3HaHb (B3), ix ¢parmentd Ta wnI1a0IOHU
npoektyBaHHs [3].

4) ExcmepT MOXe MpOMYCKATH CEAaHCH OLIHIOBaHHS, He
BIJNOBiZaTH Ha TIEBHI NHUTAaHHS depe3 Opak dacy, CHIbHY 3alHSTICTB,
BTOMY, HeOaxkaHHs, Tomo. Tomy cmif 3abe3meuyBaTH MOXKIHUBOCTI
00poOKH HETIOBHOI eKcrepTHOI iHpopmaii [4].

5) Ilorpebu B y3arajbHEHMX Ta CHCTEMATH30BAHHX 3HAHHIX
MOETAIMHO JIETATI3YIOThCS (TIPOIEC MEKOMIIO3MINi) Ha OUTBIT HU3BKUX
piBHAX iepapxii popMyBaHHS 3HAHP 1, HABIAKH, AeTali30BaHa iH(opMaIlis
Ha NUIIXY «3HN3Y BBEPX» arperyeThest i 3ade3nedeHHs iHpopManiiHux
notpe0 11 crokuBauvis [5].
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®opmyBanHs iHGopmaniiinoro pecypcy COY 3
YPaXyBaHHSIM 0CO0JIMBOCTEN eKCIePTHUX 3HAHb

HisbaicTh daxiBuiB COY, ski Ha pi3HUX 11 piBHSIX 3aJTy4eHi J0 MpoLeciB
(dopmyBaHHs, 00poOku (arperyBaHHs) Ta aHanmizy iHpopmauii (JaHux),
OynemMoO Ha3WBaTH aHAJIITHYHOIO JisUlbHICTIO. [l HOCSTHEHHS MeTH
JaHoi poOOTH HEOOXiTHO BUIUIMTH Ta NMPOAaHANI3yBaTH BUIU aHATITHIHOT
JISUTbHOCTI, XapaKTepHi Jyis pi3HUX iepapxiuHux piBHiB COY.

Y [1] nmpeacraBieHO — y3aralbHeHy — cxeMy  (opMyBaHHs
iHpopmamniitHoro pecypcy aeskoi COVY, ska, micis 3MIMICHHS aKICHTY B
CTOPOHY BHM3HA4YCHHS B HI MICI aHATITHYHOI HiSUTBHOCTI MEPCOHAIY,
Oyze MaTu BUTIIAA, MOKa3aHWU Ha puc. 1. AHamiz puc. | mokasye, mo B
pamkax COY wmoxe OYTH BHIUICHO NpPWHAWMHI W'STH pPi3HOBHUIIB
AHANIITAYHOI AisITFHOCTI Ta, BiIMOBITHO, TpyH (paxiBIiB.

[o HagcucTemm
7 Tcucrema o_p'raFisaEﬁEro_yLEaﬁﬁ coyy — — T~

Migcuctema NigTpPUMKU IHcbopMaLifHWiA I |
NPUIAHATTA pilleHb pecypc iwwenep | IHskeHep
— 7 - _I 3HaHb 3HaHb
iacucTema
Inoaygoaw Gasn 3HaHb | 1 1
I npeameTHOT oBnacTi I D E—— |
|____ 1 OpranisaTop OpranisaTop
I -—— 1 EeKCMepTUsmn ) EKCMepTU3n
-
I Soa T T
L — &k
L——__——~1 I I |

[ Excnept ] [ Excnept ] [ Exkcnept ]
IHchopmaLiiHo-

aHaniTM4Ha nigcnctema

Migcuctema
| aBToMaTW30BaHoro
arperyeaHHs
| HepopMaL I AHANITHK 3 Ananitik 3
| 1 arperyBaHHa o arperysaHHs
| | | T T
- I I 1
| J «[RepenbHUI» [ epenbHUA» «[lKepensHuin»
aHaniTMK aHaniTHK o aHanitMK
rigcucTema MOHITOPUHTY | I i i

CTaHy 30BHILLHBOTO
cepeaoBuLWa Ta cTaHy COY

[DaHi Woaoe ctaHy COY

[
|

30BHIWHE
cepefoBuLLEe

Puc. 1. Cxema dopmyBanns iHpopmaniiiHoro pecypcy COY
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«/Dicepenvnuity  ananimuk — 1NE aHANITHK, IO 3AIHCHIOE CBOIO
AQHAJTITUYHY AISTIBHICTD y Meax ogHoro enemeHta COVY, sika 6a3yerbest
Ha JaHUX Oe3MOCepeaHiX CIIOCTEpEe)KeHb 3a IOKa3HUKaMH, IO
XapaKTepu3ylTh CTaH BIIMOBIAHOTO €IEMEHTa CUCTEMH, Ta/ab0 daHUX
MOHITOPHHTY (PaKTOPIiB 30BHIIIHHOTO CEPEIOBHINA. Y PE3yNbTaTi TaKHi
aHATITUK (POPMYE CY/DKEHHS IIOJO CTaHy €JIeMEHTa CHCTEMHUYH CTaHy
OKpEMHUX TIIPOLIECIiB Ta SBHII, SKi CIIOCTEPIralOThCS y 3OBHINTHBOMY
cepenoBui pynknionyBanas COY, ciimparodnch Ha BIAcHI YABJICHHS Ta
JOCBiA. Sk mpaBwio, Taki CyIKEHHS (OPMYIOThCS HUIIXOM BHU3HAYCHHS
OTHOTO 3 MOXIMBHX CTaHIB eJleMEHTy (200 CKJIagoBOI 30BHIIIHBOTO
CepelOBUINA) i3 MHOXMHH 3a34ajieTiih BU3HAYCHHUX CTaHIB. CymKeHHS
«DKEpeNIbHUX» aHANITHKIB MepeBaKHO 0a3yI0ThCs Ha 00’ €EKTUBHUX AaHUX
criocTepe)xeHHs1 (MOHITOPHMHTY), OHAK BUXI/IHI J1aHl MICTSTh Cy0’€KTHUBHI
BUKpUBIIEHHS iH(opMaii y pe3yapTaTi KOTHITUBHOT isSUIBHOCTI.

Jlo Apyroi rpynu MOXHA BITHECTH @HAIIMUKIG 3 AzpezysanHs, sKi
3IICHIOIOTh aHAJITUYHY MiSJIBHICTD MIJSIXOM y3arajibHEeHHs (iHTerpawuii)
naHux (iHGopmanii) Bif «DKEpenbHUX» aHaNITHKIB. BoHn ¢opmyorh
Cy[DKEHHS M0N0 CTaHy pi3HHX mmifcucteMm abo rpyn erxemeHtiB COY i,
BIJIIIOBITHO, 371e01IpIIOT0 0a3yIOThCA Ha Cy0 €KTUBHHUX JaHHUX. OCKITBKH
y pamkax pizHEX COY MOXYTh BHIIIATHCA pi3HI MiJACHCTEMH Ta
MOJKJIMBa HASBHICTHh i€papXiyHUX 3B’A3KiB MK HUMH, OYEBUIHO, IO
MSUTBHICTh ~ TaKWX  aHANMITHKIB  (QopMye iepapXiuHy TmpoUeaypy
arperyBaHHs iHQopmarii i3 OTpUMaHHAM CYIDKEHb MIOJO CTaHy
migcucTeM  (CTaHy 30BHIINIHBOIO  CEPEOBHUINA) PI3HOTO  CTYIICHS
y3arajibHeHHs. Y pe3yibTaTi, cy0’€eKTHBHI BUKPHUBJICHHS, SIKi MICTATBCS Y
BUXIZIHUX CY/KCHHSX (pe3ysibTaTax aHaliTHYHOI IiSUIbHOCTi), MOXYTb
3pOCTaTH 3a paXyHOK HaKJaJaHHS BJIACHMX KOTHITMBHHX BHKPHBIECHb Ha
KOTHITHBHI CHOTBOPEHHS <(DKEPEIbHHWX» AaHANITUKIB. SIK MiACYMOK,
iHpopMamiiHa HEBM3HAYEHICTh MIOJO0 MIHCHOTO CTaHy SBHUIL, IO
AHAI3YIOTHCS, MOYKE 3POCTH.

3HM)KEHHS KOTHITMBHUX BMKPHBJIEHb iH(OpMAlii, 0 XapakTepHi
JUIT  JIBOX BHM3HAueHWX TIpyn ¢axiBuiB, Moxe 3a0be3nedyBaTncs
MaKCHMaJIbHO JIOCSHKHOIO (hopmarnizamiero mporecy il oTpuMaHHA Ta
arperyBaHHs, a TaKOX CIIUIBHOI0 00poOKoto yOumotouoi iHdopmarii Bifg
JEKTbKOX aHamiTHKIB. [l Takoi 0OpoOku iHpopmarii Moxe epeKTHBHO
3aCTOCOBYBAaTHCS 1HCTpyMeHTapii, po3poOieHuii B paMmkax Teopii
HEYITKUX MHOXHH Ta HEUITKOI JIOTiKH, KW CHemiallbHO CTBOPIOBABCS
IUTsL pOOOTH 13 CYKCHHSIMH €KCIEepTiB. J[pyruM NUIIXOM € 3MEHIICHHS
HAaBAHTAKECHHS Ha OJTHOTO aHaTITHKA 3 ypaxyBaHHIM
ncuxo(izioNorivHuX 0OMEXKEHb JIIOJUHU Yepe3 pallioHATLHUN PO3MOJIiiT
(hyHKIIOHATTBPHUX 3aBJIaHb MK aHATITHKAMHU.
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Inyicenepu  3nanb ma  opzanizamopu  ekcnepmusu  Iepeq
noOynoBoro b3 MaroTh mMONMEpeqHhO 3HAHOMHUTHCS 3  BiNIMOBITHONO
npeAMeTHOI obyacTio. /Iyt 1BOro NepeBaKHO BUKOPHCTOBYIOTHCS
JocTynHi Biakputi jpkepena (IHrepmer, craTTi, Jekmii), a TakoX
crienianizoBaHi 3aco0H, HANPUKIAJ, CHCTEMH KOHTEHT-MOHITOPHHTY. [1pn
IbOMY MOXE CIIpalfoBaTH KOTHITUBHE YHEPEIDKEHHS «e(eKT iIro3il
npaBam» [2]. Takum gnaOM, B COY HemouiabHO (HOpMyBaTH EKCHEPTHI
OIiHKH, 0a3yrodnch Oe3mocepeqHh0 Ha JAHWUX TOMYISIPHHUX JDKEped.
Bimpmr  oOrpyHTOBaHUM TIpH 3IifICHEHHI EKCHEPTHOTO OIIHIOBaHHS €
3amydeHHs (OpMani30BaHMX METONIB OOpPOOKM HETOBHOI eKCHEepTHOI
inpopmamii. KpiMm TOrOo, opramizaTop eKCHEpTH3H NPOBOAWTH MMigOip
TpyIU  €KCIEpTiB, W0 MAalOTh JOCTATHIH pIBEHb KOMIIETEHTHOCTI Yy
npeaMeTHi oOnacti, a B mojambliid  podori 3 moOynoBu b3
BPaXOBYETHCS PiBEHb KOMIIETEHTHOCTI €KCIEepTa y KOXKHOMY 3 IHUTaHb
excrieptu3y. [Ipu bOMy MOXe CHpalloBaTH KOTHITUBHE YHEPEIKEHHS -
edext Janninra-Kprorepa [2].

Excnepmu  31IHCHIOIOTH JIEKOMIIO3UIIIO TIPEIMETHOI 00acTi,
PO3NUIAFOTH IIiTi HAa MiANIT, BU3HAYAIOTH KpUTepii Ta (akropw, sKi
Ge3nocepeIHbO BIUIMBAIOTh Ha PE3yNbTAT eKkcnepTusu. L{pomy mpouecy
XapakTepHi HACTYIHI KOTHITHBHI BHWKpHUBJICHHS: edekt PiHrempmaHa,
epeKT «(pOKyCyBaHHS», «IIOMHIKAa TOTO, XTO BHXHB», €(eKT
«BemocunerHoro caparoy [2]. s iX yHUKHEHHS IPH POOOTI eKCIepTHOT
TPy JIOLUIBHO BUKOPHCTOBYBAaTH CHCTEMH pPO3IOAIIEHOro 300py Ta
00po0OKku excnepTHOI iH(opMali. ExcriepTHe OIiHIOBAaHHS Ma€ 3a METy
JIOCTOBIpHO BHU3HAUYHUTH CTyIIeH] nepeBaru MIX
JIbTePHATHBAMH/KPUTEPIIMU. MOXIIMBE MPOBEACHHS 0e3M0CcepeHbOro
OLIIHIOBaHHs B 0ajax Ta mapHi nopiBHsAHHA. [Ipy 1bOMY cCJiJ YHHKATH
HACTYIIHUX KOTHITMBHUX YIEPeKEHb: MOMMIIKA PO3Pi3HEHHS, e(eKT
NpuB's3KH, edekT KoHTpacTy [2]. Takox cimiJ BpaXOBYBaTH JOCIiIKECHHS
bxopka Minepa, nmpUCBsYeHI OOMEXEHOCTI KOPOTKOYacHOi mam'sTi
JIFOJTUHU.

BucHoBku

Y poOGoti 3milficHEeHO aHami3 OCOOJMBOCTEH WpOIECy OTPHMAaHHS Ta
00pOoOKH EeKCHEePTHHX 3HAHb B CHCTEMax OPraHi3aliifHOTO yIpaBIIiHHS.
Bunineno n’sate xapakrepaux st COY BUAIB aHATITHYHOT JisSUTBHOCTI,
pO3TASHYTO iX BIIMIHHOCTI Ta 3a3HAYCHO JDKEpela BUHHKHCHHS
KOTHITUBHHX BUKPHUBIICHb JAHUX Ta 3HAHb, IPUTAMAHHI KOXXHOMY BHIY
JUSUTBHOCTI. 3alpOIOHOBAHO JACKUTbKA MOXKIUBHX IUISXIB 3HIKCHHS
KOTHITUBHHX BHKPHBIICHb Ta 3MCHINCHHS X BIUIMBY Ha SKICTh
inpopmariitnoro pecypcy COVY.
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KUUVIBKICHE OLIIHIOBAHHA PIBHA
KPUTUYHOCTI EJJEMEHTIB 11 CTIHKOI'O
®YHKIIOHYBAHHSA OPTAHI3AIIIIMHOIL
CUCTEMH

I'marienxo I'puropiit Mukomaitoua’, BaGernko Tersna Bacumisaa

! KuiBchknii HamionatpHmii yHiBepenTet imeni Tapaca IlleBuenka, By,
Bomomnmupcerka, 64/13, 01601 Kui, Ykpaina
Beryn

Kputnunoro wactuHOIO Oynp-sKkoi iHGQpacTpykTypu abo KpPUTHIHUM
eJleMeHTOM (By3JIOM, JiaHKoo, mifcucremoro) (KE) Oynab-sakoi cucremu €
Taki eJeMeHTH, BiJ (QYHKIIOHYBaHHA SKHX 3aJI)KUTh CTaH Ta
(GyHKIIOHANBHICTh cucTeMH. OCKUIBKM cXeMa B3aEMOJIIT eIEMEHTIB MOXKe
OyTn mpencraBieHa 06araTo3B’sI3HUM rpadoM, TO KPUTHYHHUMH BY3JIaMHU
Takoro rpaga € Ti By3nu rpada, BUXIA SKHX 3 Jaiy NpH3BEAE A0
3HIKeHH (yHKIioHanbHOI crilikocti (PC) abo 1m0 BTpatd 3B’SA3HOCTI
3HAYHOI KIJIbKOCTI BY3J1iB rpada.

KputnuHi eneMeHTH BiAirpaloTh BaXIIMBY pOJb Ha YCIX eTamax
3abe3neuennss ®C opranizaniiinoi cuctemu (OC) Ta y BCiX acnekTax
npuiHATTA pimens moxo ynpasiiaas @C OC. Jns BU3HAYCHHA PIiBHS
BBy KE Ha (DYHKI[IOHYBaHHS CHCTEMHU CIiJl BBECTH IMOHSATTS PiBHS
kputnaHocti (PK). PK — me umcnoBuii mokasHHK, SKUH BimoOpaxye
intrerpanbHuil BIumB KE Ha sKicTh (YHKIIOHYBaHHSI CUCTEMH B LILJIOMY.

ACIIEKTH CHCTeMH

Jnst aHamizy JaHUX Ta TPHHHATTSA pilleHHs [moxo piBHA (KIiacy,
MOKA3HUKIB) KPUTUYHOCTI €IIEMEHTIB CIiJ 3JIMCHUTH MOHITOPHUHT
XapaKTEePUCTHK, sIKi MOXKYTh OyTH po3JIiJieHi Ha Kiibka acriekTis [1] (rpym,
HaMPSMKIB, I1apiB, 06J0KiB). JIOIIIEHO PO3MIIAAATH TaKi ACTICKTH €JIEMEHTIB
CKJIQTHOT CJIa0OKOCTPYKTYpOBaHOI CHCTEMHM, SKi € By3laMH rpada, Lo
MOJIEIIOE KOHKPETHY CUCTeMY Yy JesKiH npeaMeTHii obsacTi: ¢, — BILUIUB

Ha PECypCH CHCTEMH; ¢, — MOTOKH, SKi KOHTPOIIIOE ENIEMEHT; (Z; — BIUIHB
Ha NPUHHATTS pIlIEHb B CHUCTEMI; «, — CYKYNHICTh YIpPaBIiHCBKHMX
BIUIUBIB HAa €IEMEHTU CHUCTEMH; (4, — HEOOXiJHICTb pearyBaHHA Ha
MHOXUHY 3aIlUTiB, fAKi OOpOONAIOTbCA CHCTEMON; Q — YIPABIHHA
JOCTyIaMU JI0 BaXJIMBUX ACHEKTIB JisUIBHOCTI CHUCTEMH; ; — MHOXKHHA

pebep rpada, siki 3a06e3meuytoTh iHPOPMYBaHHS BEPIIHH; Cfy — CYKYIHICTb
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pebep Tpada, sIKi MOIEIOIOT IPOIETyPH MOTOIKEHHS IPUIHHATTS PillICHb
y OC.

HIxkann BUMiplOBaHHA

OCoOIMBICTIO MOJETIOBAaHHS KPUTHYHOCTI €JIEMEHTIB CKIIQJHOI CHCTEMH
€ Te, WO JaHi, SIKIi BUKOPHCTOBYIOTHCS MJISl aHaJi3y Ta IOPIBHSIHHSI
KPUTHYIHOCTI, BUMIPIOIOTECS 200 OLIHIOIOTHCS Y Pi3HHX IIKalIax. 30KpemMa
4yepe3 Iie, arperyBaHHs JaHUX, 00 €JHAHUX y aCHEKTH IOJO KOXKHOTO
eJIeMeHTa CHCTEMH, MOXe OyTH 3[iiCHeHe y Pi3HHX (opMax: BU3HAYCHO
JIesKi TUCKPETHI PiBHI KPUTHUYHOCTI; 00YMCIICHO (DYHKIIIIO HAaJEXKHOCTI
KPUTHYHOCTI €JIEMCHTa HEYiTKiH MHOXXHHI; BH3HAUYCHO IHTEpBalN
3Ha4eHb KPHUTHYHOCTI KOXXHOTO eJieMeHTa; o04ucieHo QikcoBaHi
3HAYCHHs KPUTUYHOCTI €JIEMEHTIB Y METPU30BAHMX IIKaJIaX.

Pecypcu cucremu

PosrisiHeMo JOKNAAHINIE TOKA3HUKH (XapaKTePHCTHKH, apaMeTpH), SKi
MOXYTb OyTH BKJIIOYEHI 10 NesKHuX acrekTiB. [Ipu Bu3HAaueHHI BILIMBY
eJIeMeHTa CHCTeMH Ha i pecypcH, CIii 3OIHCHATH NOTIHUOJICHUN aHai3

pecypciB CUCTEMH: (X, — IIOACHKi (TPyHoBi) pecypcy; &, — (iHaHCOBI
pecypcu; ¢, —MaTepialbHi pecypcu; (X, — HeMarepiajbHi pecypcu;

A, — inpopManiiiHi pecypcH.

IToTroxm y cucremi

Crijg TakoK 3MIACHUTH aHaJi3 MOTOKIB, SIKi KOHTPOJIIOE EIEMEHT, a00 Mae
Ha HHMX CYTTEBHIl BIUIUB: (f,, — hiHAHCOBI HOTOKM; f,, —MaTepiaibHi
TIOTOKH; (f,; — iH(OpMaNiiHi MOTOKYU; Cf,, —CEPBICHI MOTOKH.; O,z —
YIPaBIiHCHKI BIUIMBH.

BusHauyeHHs1 piBHA KPUTHYHOCTI

Jns BuzHauennst PK eneMeHTIB ciip po3risaaTd iHTETpOBaHI MOTOKH, JIO
SIKAX MAalOThb BIJHOIIEHHS €JIeMEHTH cucTeMd. KiabKiCHI ITOKA3HMKH, IO
XapaKTepHU3ylOTh IOTOKH, Ha SIKi Ma€ BIUIMB KOXEH EJEMEHT CHCTeMH,

obumcirorotecss - opmynoro T, (0‘;1'---’0‘;5)’ iel. 3posymino, mwmo
3HAueHHS i€l (QYHKLII U1 JEIKMX EJEMEHTIB MOoke OyTH HyJIBOBHM:
di,iel: f, (agl,...,aQS)ZO.

3aranpHUN BIUIMB KOXKHOTO €JIEMEHTa Ha mpuiiHATTs pimenHs y OC
(acrieKT ¢, ), INTEHCUBHICTh CYKYIHOCTI yIIPaBIiHCHKMX BIUIMBIB (aCIEKT «,
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), HEOOXimHICTh pearyBaHHsS Ha MHOXHHY 3alHTiB, sKi OOPOOISIOTHCS
CHCTEMOIO, (ACMEKT (¢r;) Ta piBeHb IOBHOBAKEHb EJIEMEHTA IIOJIO

VIIPaBIIiHHS JOCTYIaMH JI0 BaKJIMBHUX ACTIEKTIB IISUTBHOCTI CHCTEMH (aCIIeKT
(g ) MOXKYTb OyTH BH3HA4YE€Hi, HAIPHKIIAL, Y TIOPSIKOBAX HIKANAX HIITXOM
eKCIICpHOTO  OIJIHIOBaHHA.  XapakTepuCcTUKH pebep rpada,  sKki
3a0e3neuyroTh iHQOPMYBaHHS By37iB, (aCNEeKT ¢, ) Ta XapaKTEPUCTUKU
HOTOJKEHHs NPUHHATTA pillleHb Y CHCTeMi, (aCIeKT ¢ ) MOXKYTb OyTH
BU3HAYCHI Y KUIBKICHHX IIKaJax.

[uTerpansHe (arperoBane, ysaranbHene) 3Hadenns PK koxkuoro | —ro
eNieMeHTa cucTeMu | € |, € cymepnosuniero GyHKIiH, apryMeHTaMu SIKHX
€ 3a3HAYeHI aCMeKTH:

Fi— F(fj (a},)),
neiel, j=1..8, I=1..s;, @)
S; — KIJIBKICTh KPUTEPITB KOMKHOT'O aclieKTa a;, j=1..,8.
BucHoBku

3 ornaay Ha OompcaHy Mozaens BHRy (1), MOKHa 3poOHUTH BHCHOBOK, IO
BB KE Ha ®C OC mae Oyt mioHaiiMeHIe Ha OAWH YHM Ha KilbKa
NOPAJKIB OINBIIMM BiA BIUIMBY JIiHIHHMX enemeHTiB. lLleil ¢akt
MiATBEPIKYETHCS BIAMOBIIHUMH O0YUCITIOBAIBHIMHU €KCIICPUMEHTAMU.
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All known algorithms of cryptographic systems, which have the property
of interference resistance, are based on codes that detect and correct
errors. The study of stochastic codes for their use in algorithms of
cryptographic systems are proposed in this work. For stochastic codes,
there is a "copy" decoding algorithm, when for two or more values of a
code block of a stochastic code, including (n, n - 1) - a code with the
detection of errors that are the same during their transmission, it is
possible to carry out joint decoding of the extended code with bug fixes.
At the same time, the number of errors corrected in a block of extended
code significantly exceeds the number of errors corrected in total in each
block. To simplify the comparative analysis, a recalculation was made
from the given value Pq to the value of the probability of twisting the
binary symbol P, for different degrees of error grouping, which is
estimated according to the Portov model with the coefficient a.

Keywords: stochastic code, cryptographic protection, probabilities of
distortion in the channel, error-correcting codes, error bursts, decoding
mode

Introduction

The introduction of modern information technologies into the everyday
life of society has caused problems in ensuring information security. One
of the solutions to this problem is the widespread use of cryptography. At
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the moment, strict technological requirements are imposed on
cryptographic algorithms not only in terms of stability, but also in terms
of speed and ease of implementation [1].

Increased speed requirements are associated with the need to maintain
high performance of automated systems after some protection
mechanisms are built into them.  The simplicity of hardware
implementation is necessary to reduce the cost of encryption tools, which
will contribute to their mass application and wider possibilities of
embedding in portable equipment. Due to the specificity of information
presentation in digital devices, block ciphers are of greatest interest.

All known algorithms of cryptographic systems, which have the
property of interference resistance, are based on codes that detect and
correct errors [2].

Thus, interference-resistant crypto-algorithms have high requirements
for hardware implementation, operation speed, memory, crypto-security
and jam-resistance, which directly depend on the properties of the applied
code algorithms that use artificial redundancy.

Statement of research problem

The construction and properties of error-correcting stochastic
codes

In the 1980s, work was started on the creation of a new design of codes
that fit into the structure of existing data transmission networks, with the
aim of increasing the technical and economic effect when transmitting
information through communication channels of different quality. As a
result of the work, designs and algorithms for coding (decoding) of g-th
stochastic codes with error correction based on forming binary codes for
communication channels of different quality were created [3].

The basis of the code is g = 2%, it means that the binary length of the
g-symbol is 32 bits, the number of such symbols in the block is nand n i
k [3].

The probability of error [3] decoding stochastic g-codes does not
depend on the type and nature of twists and is mainly related to the value
of g as in the error detection mode (n, n - 1) - ode (with one redundant
symbol), and in error correction mode. With the selected base ¢, the
probability of an error after decoding does not exceed any type of twists

Perrors < q-l = 2 2 < 10-9 (1)
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The number of corrected errors t is related to the code distance d of
the original binary code by the ratio
t = d - 2 and approximately corresponds to the number of corrected errors
of the Reed-Solomon code with the same parameters n i k.

Decoding (and encoding) uses only binary operations with g- th
symbols [4].

Furthermore, for the code (16,15) at q = 2% he number of binary
encoding (decoding) operations is 16 per block of length 16*32 = 512
bits [5].

The value of the probability of successful decoding of the code block
P.(1) rom the first transmission and the effective speed, calculated by the
formula:

ker
Ref =ant @)

N, i N; — are the number of received and transmitted blocks, respectively.

For stochastic codes, there is a "copy" decoding algorithm, when for
two or more values of a code block of a stochastic code, including (n, n -
1) - a code with the detection of errors that are the same during their
transmission, it is possible to carry out joint decoding of the extended
code with error correction. At the same time, the number of errors
corrected in the block of extended code significantly exceeds the number
of errors corrected in total in each block, for example, if the source code
corrects t = 2 errors , then with 2-x repetitions of the source block in the
extended block at least 6 twisted g-ic symbols are corrected, with three
repetitions - at least 10 symbols, etc. At the same time, the guarantee of
the reliability of the decoded information is preserved.

The copy decoding mode is most promising in simplex radio channels,
especially with low quality of the communication channel, including with
intense radio interference, as well as in duplex channels with joint
decoding of not previously decoded and repeated blocks.

Temporal ("pace™) characteristics depend both on the effective speed
of the R, and, at the same speed, on the probability of the block being
delivered from the first (second, etc.) transmission [3].
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Comparative characteristics of stochastic codes with error
correction, and obtained results of hardware and software tests

During the tests, the values of the probability of twisting in the channel of
the g-th symbol P, [were set twisted randomly on average every second
(1/2), every fourth (1/4), etc. g-th symbol]. To simplify the comparative
analysis, the calculation from the given value Py o the value of the
probability of twisting the binary symbol P, for different degrees of
grouping of errors is estimated according to the Purtov model with the
coefficient a (0 — independent errors, 0.3 — weak grouping in the leading
channel, 0.5 — strong grouping in the radio channel.

Conclusions

The obtained results reveal the possibility of using codes with natural
redundancy in information systems of various purposes, in which there
are strict requirements for the security of the processed information in
conditions of noise of communication channels, as well as for the
hardware in terms of minimizing its size, cost and energy consumption.
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IHOOPMAIIAHA BE3IIEKA Y XMAPHHX TA
TBPIIHAX CEPEJTOBUILNAX JJISI PEAJII3AII
CEPBICY IHTEPHET-I'OJIOCYBAHb

Bononumup ®@nboHIL
@i3uKo-TeXHIYHNH 1HCTUTYT, HarlioHampHUI TeXHIYHAN YHIBEpPCUTET
VYxpainu "KIII im. Iropst Cikopcpkoro”

Beryn

CrBopenns HamionanpHOTO aHTHKOpyMHidHOTO OfOpo YKpaiHu, a
sronom, Yka3 [Ipesunenra Ykpainu Big 15 tpaBas 2015 poxy Ne 272/2015
BIEpIIC BBEIM B IPABOBE IIOJIE TEPMIH IHTEPHET-TOJIOCYBAHHS SIK
odimiHUicIociOnpoBeneHHS  KOHKYpCY 3  (OpMyBaHHS  OpraHiB
IIUBIJIBHOTO KOHTPOJIIO.

[Tepma cnpoba mpoBecTH iHTEpHET-ToslocyBaHHS 26 TpaBHs 2015
POKY 3aBepIIMIACh MEPEIIACHO, BHACIIIOK YUCICHHUX TTOBIIOMIICHD TIPO
3J1aM CHCTEMH T'OJIOCYBaHHS, IO B MiJCYMKY IPH3BEIO J0 BiIMiHU HOTO
pe3ynbratiB. OnHIE 3 KIHOUOBHX HPOOJIEM3aCTOCYBaHHS IHCTPYMEHTIB
IHTEPHET-TOJIOCYBaHb ~ 3alMIIAEThCs  3a0e3nedyeHHs  iH(popMaiiitHol
Oesmekn.Peamizamiss  cepBiCiBIHTEPHET-TOJIOCYBaHh 3 BUKOPHUCTAHHIM
(i3mgHEX cepBepiB MOTpeOye 3HAYHUX PECypciB, MO0 MOXKe OyTH He
BUIPABJAaHO 3 YpaxyBaHHAM BIJHOCHO HEBEJIMKOI KUIBKOCTI TaKHX
rojiocyBaHb. BuKOpuCTaHHA Ui IIHOTO XMapHUX Ta TiOpiTHHUX
CEepeIOBUIIl MOXKE 3HAYHO CIIPOCTUTH peasli3allifo CepBiCiB IoJOCyBaHb,
6e3 koM 3abe3neueHHst BUMOT iH(opmariiiHo1 6e3meku[1].

AKTYyaJIbHiCTh

InrepHer-ronocyBanHs sk OQiUiffHUIT IHCTPYMEHT M IPOBEINCHHS
KOHKYpCY 3 (OpMyBaHHS T'POMAJCHKMX paJl BUKOPHUCTOBYIOTH II’SITh
MIHICTEpPCTB Ta iHIII IEHTPaJbHIOPTaHW BMKOHABYOI Biagu. CTaHOM Ha
xoBTeHb 2022 poky mnpoBeneHo mnoHan 20 odiuniiHMX iHTepHET-
rosocyBaHb.HaliOmmkunM 4acoM KUIBKICTH TakUX TOJIOCYBAaHb JIMIIE
3pocTaTume.

AHauni3 npobaemMu

He nuBnsumce Ha THNOBICTH 3ahadvi, SKIi BHKOHYE IHTEpHET-
TOJIOCYBAaHHS,JJOCI HE ICHYE CIUIBHMX BHMOI JI0 TOOYIOBH CHCTEM
iHTepHeT-ToslocyBaHb.MiHicTepcTBa Ta  IHIII  LEHTPAIBHI  OpraHu
BUKOHABYOI BJIaJMBUKOPHCTOBYIOTh Pi3HI IOJIOXKEHHS NpH (OpPMyBaHHI
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TPOMAJCBKUX  pal.BincyTHicThbueHTpandi30BaHOTO  pilIeHHS I
NPOBEICHHS  IHTEPHET-TOJIOCYBaHb INPH3BOAUTH 10  HEOOXiZHOCTI
KO’)KHOMY OpraHy BJaJd CaMOCTIHHO MiATPUMYBaTH BJIACHYCHCTEMY
rojiocyBaHb. BpaxoByroun HEOOXiZHICTh B I'OJIOCYBaHHIX B CEPEIHbOMY
JMIIe pa3 Ha PiK, OYEBHIHHUM CTa€ BUKOPHCTAHHS TUMYacOBOI OpEHIN
XMapHHUX CEpBICIB ISl pO3TOPTaHHS CHCTEMH TrojocyBaHHs. BoaHouac,
3akoH Ykpaian «[Ipo xmapHi mociayrm» [2] HaOpaB YMHHOCTI JIMIIE B
ceprHi 2022 poky. BidpmIicTs miI3akoHHUX akTiB B cdepi iHpopMamiiHOl
Oesneku Ul XMapHUX CEPENOBHIL Hapasi JHIIe 3aIbTaHOBaHI Juis
npuiHATTA. JlochmimKkeHHs pu3uKiB iH(popMaIiitHoi Oe3rekn B XMapHUX
CepeloBHIAX BUHOCHTh HA IIEPLINI TUIaH JONATKOBI PU3HUKH, ITOB’sI3aHi 3
napajieibHUM ICHYBaHHAM 3HAYHOI KiIBKOCTI BipTyaipHUX MamuH [3].

Peanizanis cepBicyiHTepHeT-r0J10CyBaHb

HoBa Bepcisi cepBicy iHTEpHET-TOJIOCYBaHb, IO IPOXOAUTH TECTOBY
eKcIuTyartarito B HamioHampHOMY aHTHKOpYMIIHHOMY Oropo YkpaiHw,
CIPOEKTOBaHA i3 ypaxyBaHHSM IIONEPEIHBOTO JIOCBiAY Ta BHSBICHHX
pmukiB  iHQopMmariitHoi Oe3mekm. CepBic  IHTEpHET-TOJIOCYBaHb
peamizoBaHMid ~ Ha  MIKpOcepBicHIiOaraTopiBHeBiii  apXiTeKTypii3
BUKOPDHUCTAHHSIM I1HTErpOBaHOI CHCTEMHU €JIEKTPOHHOI ineHTHdikamii
TApO3HECEHHSAM CEepPBEpIB, 110 0OPOOJISIFOTh MEPCOHANBHI JAaHI rpOMaIsiH
Ta BEAYTh MiPaXyHOK IOJOCIB.

Biakputuii mpotokon, mo 3a0e3nedye MOJKIMBICTh HE3aleKHOT
MepeBipKM  XOJy Ta  pe3yldbTaTiB  TOJIOCYBaHHS  3aXHIICHO 3
BUKOPDHCTAHHSIM JIAHIFOKKY Tell-CyM, MOXIOHOMY JO TOro, MIO
BUKOPUCTOBYETBCSI TIPH CTBOPCHHI JIAHIFOXKKIB omoxueiin.CepBic
IHTEPHET-TOJIOCYBAaHb CIIPOCKTOBAHUH Ta peayi30BaHMN 3 ypaxyBaHHSIM
BUMOT iH(poOpMaIiiHOT Oe3lMeKH MO0 i30JAIil CepBiCiB B XMapHOMY
CepeIOBHIN, PO3TOPTAHHS Ta eKCIUTyaTalil Beiel iHpopmaniiiHol cucTeMu
Ha XMapHiil iHppacTpyKTypi.

BucnoBku

B pesymprari aHamily BHSBJIEHO Taki IpobieMu  3abe3neueHHs
iHpopManiiHOT Oe3NeKH NMpHU CTBOPEHHI CepBiCY IHTEPHET-TOJIOCYBAHb Y
XMapHHX Ta Ti0piHIX CepeloBHIIAX:

- HOpPMAaTHBHO-TIpaBOBa 0a3a, IO PETYIIOE NUTAHHS 3a0e3IeYeHHs
iHpopMamiiHOT  Oe3meku Uil  XMapHUX  CEpeIOBHUIIHEI0CTATHBO
PO3BHHEHA, MiJ3aKOHHI aKkTH, o nepeabaueHi 3akoHoM Ykpainu «IIpo
XMapHi TOCITYTH», HAMPaIbOBYIOThCS MPSIMO 3apa3 i 3aluTlaHOBaHi 10
MPUHHATTS HAROJIMKIUM JacoM;
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- peaiizawisi cepBicy OHJIaiH TOJIOCYBaHb y XMapHOMY CEPEAOBHII
JI03BOJIsIE 3a0€3MEYUTH BUKOHAHHS IOCTAaBJICHUX BUMOT iH(opmamniiiHol
0e3reKy 13 BUKOPUCTAHHSAM MEHIIOTO OFO/DKETY TOPIBHIHO 3 pealti3aliero
Ha (izumunux (bare-meal) ceppepax.
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3ACTOCYBAHHSI CEMAHTUYHHUX WIKI-
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3anponoHOBaHO BUKOPUCTAHHS CceMaHTHUHUX Wiki-TexHOOriH JIst
po3UIMpeHHs 3aco0iB MOIIYKYy Ta HaBiramii y BIAKPHUTHUX HAyKOBHX
pecypcax Ha 3MICTOBHOMY piBHi. [IpoaHaii30BaHO BiAMOBIMHICTH TaKOl
TexHooriyHoi mardopmu npunnumnam FAIR.

Karouosi ciioBa: Bigkpura Hayka, cemantuaHi Wiki-texromorii, FAIR,
OHTOJIOTSI.

Beryn

BiamosigHo no posmnopsypkenHs KaOinety MinictpiB Ykpainun  Big 8
skoBTHs 2022 p. 3aTBepmkeHo HaiioHanbHUN IJIaH IIOJO BiIKPHUTOT
HayKd, B SIKOMY IiependavyaioTbCs 3axXO[H, [0 CIpPSIMOBaHI Ha
3a0e3MeueHHs BIJIKPUTOrO JIOCTYNY JIO HayKOBUX pe3ylbTaTiB Ta
HAYKOBO-TeXHIYHOI iH(popMarii, oOTpuMaHOi WX dYac 3HiCHCHHS
HayYKOBHUX JIOCIIIJKEHb.

Jiss po3BHUTKY 1 MOMIMPEHHS TONITHKHA BiTKPUTOI HAyKH B €BpOII,
€Bporreiickka KoMicist 3ampomnoHyBaiza CTBOPUTH €BPOIEHCHKY XMapy
Bigkpuroi Hayku (European Open Science Cloud - EOSC), sika noennye
JOCJIAHUIBKI 1HPPACTPYKTYpH JUIS HIATPUMKH HAYKOBHX JOCIIIKEHb
[1]. s mepexa CXOBWIN JaHHX Ta CEPBICIB JTO3BOJSE OCIITHUKAM
3HAXOIWTH, BHKOPHCTOBYBaTH 1 KOMOIHYBaTH Habopu JaHUX,
3a0e3Mmeuyroun OCHOBY IJISI CTBOPEHHSI HOBHX IHCTPYMEHTIB 3 0OpOOKH
JIaHUX, HAMPUKJIAJ] Ha OCHOBI IITYYHOTO IHTEIEKTY.

Jo rnobamsrux wineit EOSC BxomuTh po3poOka iHCTPYMEHTIB Ta
CEpBICiB, 110 JO3BOJISIOTH JOCIIHUKAM 3HAXOJUTH, OTPUMYBATH JIOCTYII,
MOBTOPHO BHKOPHUCTOBYBaTH Ta KOMOIHYBaTH pe3yJIbTaTH HayKOBOI
nmisutbHOCTI. JINIsi JOCSATHEHHS TaKUX MJICH CTaBISITBCA TPAKTHYHI
3aBIaHHs, IO CTOCYIOThcs miaTpuMku mnpuHnuniB FAIR y nopanni
pe3yJIbTaTIB JIOCTIPKEHb Ta 3a0e3NeueHHs CHiibHOI Iuardopmu ais
nocrymy 1o mudposux o6'ektiB FAIR, siki MOXYTb MICTUTH SIK JaHi, Tak i
MporpaMHe 3a0e3MeYCHHS Ta CEPBICH.

Jst mboro EOSC 3acTOCOBYIOTHCS CITiTbHA pO3po0OKa CTaHAAPTIB AJIS
MpeIMEeTHOI Tally3i Ta BIpoBakeHHsS MpakTHku Open Science MUISXOM
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B3a€EMOJIT 3 JIOCTIJHUIBKUMHU CHITBHOTAMH, @ TaKOX aJanTaiis s
BUKOPDHCTaHHS ~HAyKOBUMH  CIIIBTOBAapUCTBAMM TaKUX TEXHIUYHHX
KOMITOHEeHTIB ekocuctemu FAIR, cTpykrypu meramaHux s nuppoBHX
o6'extiB FAIR.

OnHuM 3 HampsiMiB po30YZOBH BIAKPUTOI HayKH € 3a0e3nedeHHs
BIZIKPUTOTO JOCTYITy A0 HAyKOBHX DPE3YJIBTAaTiB Ta HayKOBO-TEXHIYHOI
iH(popMamii IUITXOM BUKOPUCTAHHSI XMapHUX IIaT(HOPM AJIS TIPOBEICHHS
(yHZaMEHTANBbHAX Ta MPHUKIAJHUX [JOCHIIKCHb IIUPOKHUMH KOJIAMHU
HaYKOBIIIB. KpiM IIHPOKOTO CIEKTPY CIIeIiali3oBaHUX CEPBICIB aHANI3y
JAHWX, AKi MOTPiOHI I HOCIHIIKEHb, OJHIEI0 3 0a30BUX (DYHKIIiH Takoi
CUCTEMH € nowilyK iHghopmayii Ha 3MICTOBHOMY PiBHI SIK OJHa 3 0a30BHX
CKJIaJIOBUX 1HGPACTPYKTYpH Binkputoi Hayku. lle Mae 3abe3neunTu
MOBTOPHE BHKOPUCTAHHS PE3YJIbTATIB paHillle BUKOHAHHMX JOCITIHKEHb B
PI3HMX Taiy3sX, pe3y/IbTaTi eKCIEPUMEHTIB Ta PO3PaxyHKiB TOIIO.

[MomykoBi cepBicM MarTh HE TIUIBKH 3a0e3ledyBaTd JOCTYH JIO
pi3HMX  TumiB  iHpopMamii  (IPUPOAHOMOBHHUX  JOKYMEHTIB 1
MYJIBTUMEAIMHUX AaHUX) 1 MIATPUMYBATH 3700yTTS 3HAHb 31 3HAHIEHOT
inpopmamii, ame W HaZaBaTH MOXJIMBICTE 3HAXOMKECHHS CKJIAJHUX
iHpopMamiHHUX 00’€KTiB, IO BINMOBINAIOTP BHUMOTaM KOPHCTYBAdYiB.
[pukmagamMu Takux 00’ €KTIB €:

- pi3HOMaHITHI OOYHCIIOBaJbHI 3aCO0M Ta PECypCH, IO MOXYTh
OyTH OTpHUMaHi B TAMYacOBE KOPHCTYBaHHS,

- HayKOBi KOJEKTHBH TEPUTOPIaIbHO PO3IOMUICHUX MOCITiIHUKIB,
SIKi 00’ €/IHYIOThCS JIJIsl BAKOHAHHS CITUIBHOTO ITPOEKTY;

- CTBOpEHHSl KOJISKTMBHHUX MOHOrpadiii abo TeMaTHuHHX BU/aHb,
myOmiKais cTateil y HalO1IbIII PEJICBAHTHUX BUIAHHSIX.

ToMy BaXJIMBOIO YacTKOI JOCHIJUKEHb € CTBOPEHHS CHUCTEMHU
METaJaHuX Ui ONKCY HE TUIBKH iH(QOPMAIiHUX pecypciB BiIKpHUTOL
HayKH, aie i ycix i 00’ekTiB Ta cy0’ekTiB. Taka MOIens MeTaJaHNX, IO
BUKOPHCTOBYE 3HAHHS 13 30BHIIIHIX OHTOJIOTIH MpeaMeTHHX olJiacTe,
OpraHi3aliifHAX OHTOJIOTIH, OHTOJIOTIH npodeciii Ta KOMIETEHNIN (TaKuX,
K ESCO), a Takox pi3HOMaHITHI HaIliOHAJBbHI Ta MIKHAPOIHI
CTaH/IapTH, MA€ CTaTH OCHOBOIO JUISi CEMaHTHYHOI PO3MITKH Ta IOIIYKY
BCiX THIIB iH(opMarii, 0 TeHepyeThCs, 30epiracThCsl Ta MEPeAaAETHCS
iHGPACTPYKTYPOIO BiAKPUTOI HAYKH.

IepenyMoBaMu JUIsl IOTO € CTBOPEHHSI MOPTAIBHUX BepPCiili HAYKOBO-
TEXHIYHUX PECYPCiB 3 BIAKPUTHM AOCTYIOM — €JIEKTPOHHHX 0ibiioTex,
TaJTy3€BHX JIOBITHUKIB Ta SHITUKJIONEIiH, apXiBiB Ta HAYKOMETPUIHUX 0a3
JaHuX. AJe, KpiM HasBHOCTI JOCTYIMY Ta MITPUMKH 3araibHONPHHHATHX
cragmapTiB  Mmeramanux (takux sk Dublin  Core), edekruBHE
BUKOPHCTAaHHS TaKUX PECypCiB MOTPeOye TaKOX OuIbII crenudiyHux
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3aco0iB HaBiramii Ta INOIIYKYy B LUX pecypcax, sKi J03BoJMIH O
3aJJ0BOJILHUTH NepcoHi]ikoBaHi iHpOpMAaIiiHI TOTPeOH TOCTITHUKIB, SKi
omucyBaiucs O y TepMiHOCHCTEMax BiJNOBIIHMX Tajly3eldl 3HaHb Ta
HAayKOBUX HaIPSMKIB.

Benukuii noTeHmian Juis 1boro MaroTh CEMaHTHYHO po3MiueHi Wiki-
pecypcH, sIKi MOXKYTh IHTETPYBATHCS 13 30BHILIHIMH OHTOJIOTISIMH THX
npeametHux ob6macreit  (IIpO), mo IMiKaBIATH KOPUCTYBadiB Ta
BIJINIOBIZafOTh HANpsSMKaM iX HAyKOBUX IOCTiKeHb. OHTONOTII MaroTh
HAJaTH CIUIBHY TEPMiHOCHCTEMY, OJHO3HAYHO  BH3HAYMBIIN 3MiCT
BUKOPHCTaHUX TMOHATH  Ta BITHONIGHP MK HHMH, Ta 3pOOHTH
CHIIKYBaHHA WICHIB HAayKOBOTO CIIIBTOBAapHCTBa OUTHII e(PEKTUBHUM.
OnHuM 3 acmekTiB 1€l poOotu Mae OyTH MOOYyZOBa OHTOJOTTYHHX
MoJieJied KOHKPETHHMX CIUIBHOT, NPOEKTIB Ta 3ajad, sKa J03BOJIUTH
CTBOPIOBATH Ta aHANI3yBaTH pesieBaHTHI Habopu Big Data.

OHToJ10rii IK 0OCHOBA ceMaHTH3aLil iIHpopManiiHUX
pecypciB

CemanTuzanisi  iHGOpMaLiiHUX pecypciB Iojsrae y 3B’sS3yBaHHI
€JIEMEHTIB KOHTEHTY 3 ()OpMabHO ONHMCaHUMH MOHATTsAME neBHoOI [1pO.
Ha cporogui y Web-opieHTOBaHMX IHTENEKTyaJlbHUX CHCTEMa
HalJacTime Uil [bOTO BHUKOPHCTOBYIOTHCS OHTOJIOTIi, MOMAHHS SIKHX
0a3yeTbcs Ha BIIKpUTHX cTaHgaprax Semantic Web. CrTBopeHHS
CEMaHTHUYHOI PO3MITKH HAayKOBHX iH(OpMAIITHUX pecypciB YKpaiHU Ha
OCHOBI TakMX OHTOJOTIH HE TUTBKM 3a0e3medye iHTerpamiro y
CBITOBE/€BPONCHCHKAN HAYKOBUH IHQOpPMAmiHHUA TpocTip, ame W
3a0e3neyye pPO3MIMPEHI CEPBICH CEMAHTUYHOTO IOIIYKYy V PpI3HHX
rajgy3sx Hayku (TIpUKIagy Takoro IOIIYKY JEMOHCTPYE IOpTalbHa
Bepcis Benmkoi ykpaincekoi enmukimonenii e-BYE — vue.gov.ua) [2].
Came Ha OCHOBI JOCBiIy PO3POOKH I[HOTO MOPTATYy MH IIPOMOHYEMO
cTBOpuTH ceMaHTHYHUN Wiki-TOBiAHUK, B IKOMY pO3pOOHUKaMH OyIyTh
3a0e3meueHi MIa0JOHW MJIsT BBEJEHHS THUIIOBHX OO0 €KTIB HAYKOBHX
JocIiKeHb (crarTi, MoHOrpadii, MPOEKTH TOLI0), & KOHTEHT 3MOXYTh
BBOJITH ¥ YTOYHIOBATH CaMi HAyKOBIII.

VY cepenosumi Semantic MediaWiki oHTOsOTii MOXYTh HE TIJIbKH
BUKOPDHCTOBYBaTHCSl sSIK 0a3uC CEMaHTHYHOI pO3MITKH, aie U
TIONIOBHIOBATUCS Ha OCHOBI CTOPIHOK 3 TaKOI PO3MITKOIO BIJIIOBIZHO /10
3anuTiB KopucryBauiB. lle mo3Boisie reHepyBaTH IepcoHi(ikoBaHi
OHTOJIOTiI, 10 BiMOOPAKAIOTH YSABIECHHS MPO CBIT PI3HUX HAYKOBUX
CIIMBHOT Ta  OKpemmx  jgocmimaukiB. ILlo6  iHTerpyBatm i
nepcoHi(hiKoBaHi ySBICHHS, TOMUTLHO PO3POOIATH METOIU Ta MPOTPAMHI
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3aco0M CITIBCTABJIEHHS Ta BHUPIBHIOBaHHS TaKMX OHTOJIOTIH 31 CIUIBHOIO
OHTOJIOTIEI0 HAYKOBOT'O CIIIBTOBapuCTBa. Lle 103BOINTH, 3 OAHOTO OOKY,
SIBHO MPEACTABIATH BiAMIHHOCTI HOTJIINIB PI3HUX HAYKOBHX TpPYyI Ta
HanpsMKiB, a 3 IHIIOrO — 3a0e3neyuTh e(PEeKTUBHUI MOIIYK MOTPiOHOT
iHpopManii He3aJekKHO BiJ TOTO, Ky caMe TEPMIHOCHCTEMY OOMpPaIOTh
JUISL METaJJaHUX PO3POOHNUKH OKPEMHUX PECYPCIB.

[Ipuxiagy BHUKOPHCTaHHA TaKOTO MAXONY — iHTETpAaIisa
HAIIOHATPHUX Ta MDKHApPOAHHX paMOK KBamidikamid, ¢opMmyBaHHA
OaraToHamiOHANPHUX TEPUTOPIaIbHO PO3MOAUICHHUX TOCIITHUIBKUX
KOJICKTHBIB, TIOIIYK HABYAIFHUX KYypCiB MAHCTaHIIHHOI OCBITH Ta
IHTETpallisl pUHKY OCBITHIX MTOCIYT i3 PHHKOM IIpaIli.

CemanTnuni Wiki-rexnoJorii Ta FAIR

Texuonorist Wiki Ta 1 ceMaHTHYHE PO3MHUPEHHS BiAMOBIIAIOTH 0a30BHM
npuaimnam "FAIR Guiding Principles for scientific data management
and stewardship” (Findable, Accessible, Interoperable, Reusable).
Buxopucranas FAIR chnpsmoBaHe Ha ONTHMI3aIlil0 MTOBTOPHOTO
BUKOPHCTAHHS JaHUX Ta IX 00'€JHAHHSA B pi3HUX 3agavyax. s nporo naHi
Ta MeTajaHi JIOKJIaJHO ONWCYIOTh i3 3acTOCYBaHHSIM Habopy
OJTHO3HAYHMX 1 peNieBaHTHUX aTpUOyTiB, 1 1S iH(pOPMALis MOJAETHCS
BIAMOBITHO O CTaHJApTiB MHEBHOTO TEMaTHYHOTO  HAayKOBOTO
criBToBapucTBa. Baxknupo, mo ocHoBHi npuHuunu FAIR He notpebyroTh
CTaHIApTH3aIlil YM KOHKPETHOI TEXHOJOril iXHBOI MiATPUMKH, aje
BU3HAYAIOTh YMOBM JUISi CTBOPEHHS JaHUX Uil 03€p JaHuX 3
ypaxyBaHHSM (YHKIIOHAJIBHOCTI IX MOIIYKY, IPUCTYITHOCTI, CyMICHOCTI i
MOBTOPHOT'O BUKOPUCTaHHSI.

3rigao FAIR, ¢yHKmil momryky, 3m00yTTS 1 IpeACTaBICHHS JaHUX
peaii3yloTh He KOpUcTyBadi, a iHpopMmaniiiHa cucrema. [Ipn pomy moBa
Wae He TIIBKK MpO caMmi JaHi 1 MeTajaHi, aje 1 Mpo alroOpuTMH i
IHCTpYMEHTH KepyBaHHsS HUMH. Jlo pPO3poOKM MiAXOAIB 10 KepyBaHHS
HAayYKOBHUMH JAaHUMH 3ay4aroThCs BCl 3aliKaBIeHI CTOPOHHU: HAyKOBO-
JIOCITiHI opraHi3alii # okpeMi BUeHi; onepaTtopy 0a3 JaHWUMHU i BUIAHHS,
mo IyOJiKyloTh HAyKOBI CTaTTi 1 pe3ylbTaTH EKCICPUMEHTIB;
oprasizarii, mo ¢(iHAHCYIOTh IIi HAYKOBI JOCIHiDKCHHS, BHUPOOHHUKH
MPOTPAMHOTO 3a0€3MedYeHHsI W IHCTPYMEHTIB 0OpOOKHM HaHWX; KOMIIaHii,
10 HAJAIOTh TOCIYTH 3 aHANI3y ¥ iHTeprnperanii naHux. Baxknuso, mo B
KOJIO 3alliKaBJIEHUX CTOPIH TaKOX BKJIIOYAIOTHCS caMi OOYMCIIOBaJIbHI
cucteMu (aNropuTMH OOpOOKHM JaHMX) SIK CaMOCTIMHWI 00'ekT — Yy
3aJ€KHOCTI BiJ IXHBOTO PEHTHUHIY NPUIMAETHCS PpILIEHHS IPO
BKITIOYCHHS O0YMCIIIOBATIBHOTO METOTy 10 KoH(irypauii [3].
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CemanTuyHi po3umpeHHss Wiki-TeXHOJOTIH, HalpHKiIag, Ha OCHOBI
Semantic MediaWiki, — wue moTyxHe PpilleHHS sl CHOLUTBHOTO
penaryBaHHs JaHHUX Ta IX METAONHCIB, CTBOPEHHS DI3HUX MOBUIBHHX
HaOOpiB BJIACTUBOCTEH B MIA0JIOHAX LUX METAONHUCIB, 3 OJHOYACHUM
NOAaHHSAM iX SIK B MalIMHHO-00poOiroBaHidl ¢opmi, Tak i Qopmi
NpUJATHIA UI1  PO3yMiHHA JIIOAWHOIO, IO B pE3yJbTaTi Haaae
MOXUIUBICTh OIEpPYBaTH LUMH JAaHWMH, aBTOMAaTH30BaHO KepyBaTH,
MIPOBOIUTH aHAJI3, IMyOJIiKyBaTH.

BoOymoBani wmoxmuBocti  Semantic MediaWiki 3a0e3meuyoTh
3aBaHTakeHH: (aiiB pi3HOTO (HOopMaTy i JOJAaBAaHHS IO HUX METaTaHUX
3 pi3HEM HaOOpPOM aTpUOYTIB, SKI MOYKIUBO 3MIHIOBATH, JOIIOBHIOBATH.
Indopmaniitni  pecypcu, ski  OyIaylOTbCcs B LOMY CEPEIOBHILI,
BIMOBIZal0OTh yciM BuMoraM FAIR 10 BIZKpUTHX JaHUX BEIHUKOTO
obcsry [4].

Januii miaxig ampoOOBaHO B TMpoIeci CTBOPEHHSA 0a3u 3HAHb
nopraipHoi Bepcii Benukoi ykpaiHChKol eHIukioneaii (vue.gov.ua), sika
€ JDKepesioM IHTeporepadenbHUX 3HaHb, 10 MPUIATHI JJIS MOBTOPHOTO
BUKOPHCTAaHHA B IHIIUX IHTEICKTYyaTbHHX 3aCTOCYBAHHSIX.

BucnoBku

BaJIiBOO 0COOJMBICTIO 3alpPOIOHOBAHOTO MiIXOAy € Te, M0, X0dYa
po3poOka  Momelmi  METaJaHuX  BHKOHYEThCS  CHCIlialicTaMH 3
OHTOJIOTIYHOTO I1HXKEHIPIHTY y CHiBIpali 3 eKClepTaMH MPeIMETHHX
oOmacre#t, ame BuKOpHCTaHHS TexHoyorii Wiki m103BoJisi€  BiIBHO
BUKOPHCTOBYBaTH L0 MOJEJb IIMPOKAM KOJaM KOPHCTYBadiB (SIK st
PO3MITKH, TaK i I MOIIYKy iH(opMarlii) 0e3 crerialsHuX 3HaHb Ta 0e3
MOTpeO Y BCTAHOBIICHHI JI0JJATKOBOTO MIPOTPAMHOTO 3a0€311CUeHHSI.
CrBopeHHss cemaHTHYHOro Wiki-ZOBiIHMKa HayKOBHX pecypciB
VYKpaiHM € He albTepHATHBOIO 3a0e3MeYeHHs BIJAKPHUTOrO JOCTYIY IO
HAYKOBUX ITyOJIKaIiil Ta pe3yJabTaTiB JIOCIIKEHb, a HOTO JONOBHEHHSIM
Ui pO3MMpeHHs (YHKLIIOHATY TOIIYKy B IIMX pecypcax 3
BUKOPHUCTAHHSM 3HAaHb MIOJI0 OKPEMHUX 00acTel JOCTiKeHb
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FINDING THE MINIMUM NUMBER OF SOURCES
OF COMPROMISE INDICATORS TO COVER THE
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Polytechnic Institute”, Kyiv, Ukraine
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The paper considers the model of 10Cs obtained from the open database
OTX. A formal representation is proposed. The problem of minimizing
I0C sources is solved as a set cover problem(SCP) and a maximum
coverage problem(MCP).

Keywords: Indicators of compromise (IOCs), set cover problem,
maximum coverage problem

Introduction

An indicator of compromise (IOC) is data that can help detect malicious
activity, obtained after investigating a cyber incident. Alien Labs Open
Threat Exchange (OTX), an open threat analysis database, is used. 10C
sets, called "Pulses", are published on OTX. Each 10C has details and a
list of all sources. This data is used as an input to the SIEM system.
Dependence on input data, large amount of data and excessive
maintenance requirements are current SIEM problems[1].

Problem statement

The task is to find such a minimal list of data sources to ensure both
maximum coverage and a minimum amount of data.

All 10Cs and Pulses must be represented as sets. The OTX is
constantly updated, so sources are limited time. U is the set of all IOCs. U
= [Cy, Cy, ... Ci], where i € N, C; - every single 10C of any type. 10C
sources are pulses Pi.
PieVU P=1][C, Cp ..., C], n €€ N Each IOC C; consists 0
characteristics X and Y. C; = [xy, ..., Xm, Y1 ..., W], Where X, €X, Y E Y,
m, k € N. The characteristics of Y are such that: y; € Cy, y; € C,, then
C1=C,. So when the Y-type characteristic values match, the 10Cs are
considered as the same. The characteristics of X are such that: x; € C;, x;
€ C,, then C1¢C2.
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Problem solution

If characteristics of each individual 10C are ignored, the formalization of
data obtained from OTX is suitable for solving the SCP and the MCP.
Characteristics are needed only to find unique 10Cs. The set X can be
described for different types:
Domain = {domain_name, ip}. Hostname = {hostname, domain_name,
ip}. If domain_name € Hostname and Domain, then C;=C,, only
hostname is stored. The domain can be normal, and malicious or
suspicious activity will be performed from a specific hostname.

IPv4 = {ip, reverse_DNS}. If reverse_DNS = hostname : hostname &
Hostname and reverse_ DNS & IPv4, then C;=C,, only hosthame is
counted. IPv6 logic is similar to IPv4. Filehash = {md5, shal, sha256}. If
a €Filehash2, Filehashl, where a is the value of any field, then C;=C..

First solution is 10Cs filtering. One way to reduce the amount of data
is to filter IOCs. The proposed metric is the number of pulses. First, the
"normal” number of 10C pulses of a certain type is determined
statistically and 10Cs with a smaller number are not added in U. The task
comes down to solving the SCP[2]. The main purpose of which is to
return the smallest number of subsets (sources), so set U is fully covered.

If the number of subsets is defined at the beginning, the weighted
version of MCP[3] will be used. The task is to find a coverage that has the
biggest weight sum of selected 10Cs. Each 10C has a weight. To find the
smallest amount of bytes, weight should be inversely proportional to the
amount of memory occupied by each 10C. To extract only relevant 10Cs,
the value should be proportional to the number of pulses.

If the maximum amount of memory that can be allocated for storing
logs is used as a budget, the budgeted MCP[3] will be used. The price in
this case is the amount of memory occupied by the source, and the weight
is the amount of pulses. Each subset has a price, each element has a
weight. The task is to maximize the weight's sum of all elements so that
the price of all subsets does not exceed the budget.

Conclusions

The paper proves that the task can be represented as an NP problem and
can be solved using the Set cover problem and the Maximum coverage
problem. The future aim is to implement the described solutions and to
make a comparison of time spent and coverage received.
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IMPLEMENTATION OF A DUAL VOTING SYSTEM
IN THE ELECTORAL SYSTEM OF UKRAINE
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Methods of implementing low-tech electronic systems for the conduct of
elections are considered in work. The purpose of the article is to present a
new solution based on the analysis of existing systems, which can be a
superstructure of the already existing electoral system of Ukraine.
Keywords: dual voting system, elections, homomorphic cryptosystems,
low-tech, CEC, polling stations

Introduction

The introduction of new election technologies that could prevent
falsifications is an urgent problem. In his work, Ronald Rivest envisages a
mathematical protocol as a technological add-on to a traditional paper
bulletin. The solution proposed in this work is based on a preliminary
analysis of the Scantegrity and Wombat methods and their main
shortcomings [1].

Implementation of the dual system in Ukrainian realities

In the modern realities of Ukraine, the algorithm of using a mixed
network will not be suitable due to the fact that some political parties are
very interested in falsifications. The method of using scanning machines
without additional security mechanisms is not reliable. Therefore, it was
decided to create a layer using a partially homomorphic cryptosystem to
protect the election results from statistical falsification.

Election settings

The CEC is creating a pair of RSA2048 RSAKEY cryptosystem keys that
will be responsible for the electronic election process. A pair of ECDSA
keys (Ed448). The set of simple numbers that will be responsible for a
certain candidate (for the final part of the calculation). And also the
database of ballots, where the following information will be stored for the
ballot: two random prime numbers (510-512 bits): the first will be the
main unique key to this ballot in the CEC database, the second will be the
second unique number of the ballot; signature of the main unique number
of the bulletin with the key of the CEC (Ed448); place under the voice; an
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array of random numbers O, 1, . . . , n, where n is the number of
candidates on the ballot. This array is necessary in order to assign a
random number to each candidate on the ballot. So upon receiving the
voting results from the polling station, it is possible to immediately check
the correctness of the ballot entry; key (128 bits) to obtain the second
prime number. It is necessary to encrypt the secondary unique number of
the ballot — so that no one can recover it prematurely because this will
provide a potential opportunity for selling votes.

After creating this structure, the CEC sends the entire structure to be
printed, except for the reserved place under the vote and the second
simple number of the ballot. Optical terminals that will be located at the
polling station are also being prepared. Each is assigned its own pair of
Ed448 system keys. Keys are also provided by a member of the precinct
election commission, who usually signs paper documents.

Election day

During the elections, a couple of QR codes will be added to the regular
ballot, the correctness of which can be checked during voting.

The detached part that the voter takes with him after casting his own
vote. Also, after he has decided on a candidate, he will need to remember
the corresponding number of the candidate on the ballot, or write it down
on a removable part.

Closing of polling stations (end of elections)

After closing the polling stations, the terminal verifies the main unique
number of the ballot with his signature. If they match, it adds the ballot to
the file with the following structure: the main unique number of the
ballot; the number of the candidate voted for; a separate statistical list of
votes cast for candidates.

After checking the statistical data issued by the terminal and the
commission, the file is signed with the keys of the commission members
and transferred to the server, where it immediately becomes publicly
accessible. Based on the main unique number of the ballot, the CEC
retrieves the corresponding structure of the ballot from the database and
decodes the value.

After decoding, the CEC creates a new structure: X3 * Xz * y; = Mi
where x3; and x,; — the main and secondary unique numbers of the ballot,
respectively; y; — the candidate for whom a vote was cast; M; — general
message. For each polling station, a product of messages is formed, Prod
M = [liz, n Mi, where n — the number of ballots. Then, from this
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product, it is easy to select the number of votes for one or another
candidate (it is enough to divide by the prime number of the candidate).

In order to find out whether the vote was counted — devide Prod M
on the main unique number of the ballot. It is very easy to check the
integrity of this course of elections, because the following rule is fulfilled
due to the homomorphism of the cryptosystem:

Signrsakey(ProdM) = [Ti=1,n Signrsakey(Mi).

Conclusions

This work proposes a method of introducing a dual system into the
electoral processes of Ukraine with minimal changes to existing processes
in the country.
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MPONO3NLIA METOAY CTBOPEHHSA BIIBUTKY
APT-TPYIIN
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Beryn

3a ocTaHHI POKH MOXXHa TOOAYUTH 0arato BHITAAKIB KOMITPOMEHTAIIil
KOPHOPAaTHBHUX Ta JAEPXKaBHUX 1HGOPMAI[HHUX CHUCTEM TpyIHaMu
3JIOBMHCHIKIB, SKi IIFOTh Ha OCHOBI OCOOMCTHX MOTHBIB a00 SKHX
TOB’SI3YIOTh 3 1HO3MEHHMH CIierciy)0aMu. JIOCTIIKeHHS TOBEIIHKH
KiOCp3JIOYMHIIB 32 POKH CIOCTEPSIKEHb OyJaM MpOaHaIi30BaHI Ta
CKOMIIOHOBaHI y BUIIIsiAl 0a3u 3HaHb kommnanieto MITRE, sika orpumana
Ha3By MITRE ATT&CK. Ha nmanumii wac ¢yHkuii Ta/abo 3acTocyHKY
BU3HAYCHHS BINOUTKIB A ineHTH(DIKALI] 3T0BMUCHUX XaKEPChKUX TPYyI
He iCHY€E 1 TOMY Tpo0JieMa € akTyalibHOIO. ['0JIOBHUM 3aBIaHHIM JaHHOTO
JIOCJIIJDKEHHST € CTBOpeHHs1 (yYHKIIT BinOuTKy aisuibHOCTi (fingerprint)
AKTHBHUX HA JaHUH 9ac TPyM 3 MOMIIUBICTIO IIBUJIKO MOPIBHIOBATH 0Oe3
JIOTIOMOTH TIPOTPaMHUX 3aCTOCYHKIB Pi3HHINIO MiXK BiTOUTKaMHU.

CTBOpeHHs BiIOUTKY rpynu

st peanizauii 3aBnanHs OyJiu 0OpaHi TaKy aJITOPUTMHU:
1. MD5 — mnst remryBanus cekiii domain;
2. SHA-224 — st remyBanHs cekuil softwares;
3. SHA-256 — mns remryBanHs cekii techniques;
[one “name” He Oyze MPOXOANTH TelIyBaHHS 1 Oy/Jje BUKOPUCTAHO K
ineHTH(iKaTOp BiIOUTKY.
Jns mpukiany OTpUMaHHsS BiIOMTKY Bi3bMeMO i1H(OpMAILIO MIONO0
APT-16. Po3i0’emo 11 Ha 4acTHHHU:
e "name":"APT16"" — Oyne BukopucTaHuii K ineHTHDIKATOD
e domain": "enterprise-attack"
e "techniques": [{"techniquelD": "T1584.004", "title":
"Compromise Infrastructure: Server"}]
o "softwares":[{"softwarelD":"S0064", "title": "ELMER"}]
Omxe pe3ynpTyloua QyHKIiS BigOutky rpymun APT-16 matmmve
BUIJISI:
3468f22d494c679d74f38e463221fb83fa8d0f27353f543a94d241e6676
26510bc69be316¢3d223d614acd1ca8f3b5ff27f226b666¢5e69e837516410
6931753b1ca343210e22227906e272
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ITo wacTuHam naHui BigOMTOK Oy/e NpeACTaBICHUH SIK:
e enterprise-attack - 3468f22d494c679d74138e463221fb83

e [{"techniquelD": "T1584.004", "title™: "Compromise
Infrastructure: Server"}]
fa8d0f27353f543a94d241e667626510b069be316c3d223d614acd
1c

o [{"softwarelD":"S0064", "title": "ELMER"}] -
a8f3b5ff27f2260666c5e69e8375164f06931753b1ca343210e222
27906e27f2

Januii miaxig JOTOMOXE peati3yBaTH OJHY 3 IUIeH IOCHiKeHHS —
MOJKJIMBICTh KOHTPOJIOBAaTH 3MIiHM Ta BH3HAYaTH HACKUTBKH CXOXi
BIIOMTKM PI3HUX Tpyn Oe3 BUKOPHUCTAHHS JOIATKOBOTO IPOTPaMHOTO
3a0e3neueHHs.

VY xomi poGOTH HajJ JOCHIIKEHHSIM TakoX Oyja IocTaBieHa MeTa
3po0UTH YTUIITY, sika Oyae peadi3oByBaTH IIOCTABICHI 3aBAaHHI. YcCi
BUILlE3a3HAYEeHI MeTonu Ta (yHKIIOHaT Oyau peanizoBaHl Ta
3amporpamMoBaHi Ha MoBi Rust. Pe3ynbTyrouya yrimita 3HaXOIUTHCS Ha
penozuTopii GitHub 3a mocunanrsm https://github.com/Ix1dx/A2PTF

BucnoBku

VY naHOMYy IIOCHI/PKEHHSI aBTOPH IMPOBEIH aHaNli3 ICHYIOYHMX aJTOPUTMIB
cTBopeHHs (yHkuid wnudpoBux BigoOuTKiB, anamiz APT-rpyn Ta
iHpopMmamio 3 Biakputux Jpkepen, Hacamnepen 3 MITRE ATT&CK
(dpeiiMBopKa, SIKy MOXXHa BHKOPUCTOBYBATH JIJIsl BU3HAUSHHS BiIOMTKY
misutbHOCTI Tpym. PesymeraTomM poboT € mpexacraBieHa (QyHKIS
BIIOUTKY, KA CKIAJa€ThCS 3 3 OCHOBHHX JacThH: MDS5 — s renryBaHHsS
ceknii domain, SHA-224 — nns remryBaHHs cekuii softwares, SHA-256 —
JUIA TelIyBaHHS cekmii techniques. JlaHuit mominm MoXe JOMOMOTTH
MIBUIKO BU3HAYATH, IO € CHUIBHOTO Y IiSUIBHOCTI JBOX rpym. Takox s
O17IbIII KOHKPETHOTO TIOPIBHSAHHSA OYJIO 3aIpONaHOBaHO BUKOPHCTOBYBATH
¢ysakmiro SimHash ans Bu3HaueHHS piBHS MOMIOHOCTI JBOX BiIOWTKIB.
PesynbraToM MiSTIBHOCTI € TPOTPaMHUM 3aCTOCYHOK, SIKHI [TO3BOJISE
reaepyBaTi 3 JSON ¢aitry BiTOUTOK TisSUTBHOCTI TPYIIN.
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MODEL OF DETECTION OF PHISHING URLS
BASED ON MACHINE LEARNING

Kateryna Burbela®
! National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”, 37 Peremohy Avenue, Kyiv, 03056, Ukraine

Phishing is one of the most common ways of obtaining personal data. The
search for a solution to the issue of detecting phishing is very relevant
because to minimize the damage from a phishing attack, it is necessary to
detect it as early as possible. Almost every type of phishing attack uses
phishing URLs. Cybercriminals use phishing URLs to try to obtain
sensitive information such as usernames, passwords, or bank details.
Some conventional ways of phishing URL detection are based on
whitelisting and blacklisting. However, it cannot detect Zero-day attacks.
Machine learning methods are used to increase detection accuracy and
reduce the misjudgment ratio.

The article describes a CNN-MHSA model which uses a Convolutional
Neural Network (CNN) and the MHSA combined approach for highly
precise.

Keywords: Phishing, URL, Deep learning, Convolutional layer, Multi-
head self-attention

Introduction

There are various phishing attacks such as spear phishing, whaling,
vishing, smishing, pharming, etc. Likewise, there are various phishing
detection methods based on whitelisting, blacklisting, and machine
learning.

Since URLs are a component of the majority of attacks, the detection
of phishing URLs is relevant. There are several strategies you can
implement to protect your users and business from phishing URLSs:

o Safety training

o Domain verification;

o Link verification;

. Use of software tools

o Based on lists: it is understood that URLs are divided into
phishing sites and legitimate, they are stored in a database containing the
“to open” and “to ban” links.
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o Heuristics is an advanced list technique. In this technique,
website characteristics such as URLs and content are extracted and used
for comparison between different sites.

o Machine Learning: Based on different data sets obtained from
different website features, machine learning trains models from these data
sets and validates them with different machine learning classifiers.

Classifiers help predict phishing websites before they are created, so
machine learning solves the problem of zero-day phishing attacks.

Machine learning approaches

Typical machine learning methods include naive Bayes classifier,
Random Forest, decision tree, and K-nearest neighbors. These techniques
can block zero-day attacks, but researchers must define the classification
characteristics manually. This limits the improvement of the result, as no
one can guarantee that the selected features are sufficient to detect
phishing sites.

There are methods using neural networks, they consist of information-
processing elements that imitate brain neurons. Neural networks are
divided into two types depending on the number of layers: shallow and
deep neural networks.

Convolutional neural network

Convolutional Neural Networks (CNN) is a deep learning technique that
works well for discovering simple patterns in data, which will then be
used to form more complex patterns in subsequent layers. It provides high
accuracy compared to other machine learning classifiers.

Multi-head self-attention

Multi-Head Self-Attention (MHSA) is a kind of attention mechanism that
is now widely used in machine translation. MHSA calculates weights to
express different importance for each characteristic, which is more
suitable for phishing website detection scenarios.

Methodology

Since MHSA can dig into the inner dependency relationships between
different characters in URLs, it can be applied to URL analysis, which
may outperform LSTM. In the meanwhile, CNN can automatically learn
URL features without human intervention. To get a good result two
technologies can be assembled to combine their merits to serve phishing
website detection.
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The CNN-MHSA model combines two methods to detect phishing
sites. In the model, URLs are treated as sentences, and the model is
divided into two layers, where the first layer, the CNN layer, is used to
learn the characteristics of the URLSs, and the second layer, the MHSA
layer, is designed to calculate the weights of the corresponding features.
After getting the characteristics and characteristic weights from the
weight calculators, they will be combined to get the final result.

CNN-MHSA can produce highly-precise detection results for a URL
object by integrating its features and their weights. The thorough
experiments demonstrate that the method achieves 99.84% accuracy,
which outperforms the most used method CNN-LSTM.

Conclusions

The most used methods of phishing use URLSs, so the question of
detecting phishing links is important. Methods of detecting phishing sites
include lists, heuristics, and machine learning.

Machine learning provides the highest percentage of accuracy because
machine learning trains models from data set obtained from different
website features and validate them using different machine learning
classifiers.

A model named CNN-MHSA combines Convolutional Neural
Network (CNN) and MHSA to improve detection accuracy. CNN-MHSA
first applies CNN to automatically study URLs’ features without manual
intervention. Then CNN-MHSA leverages MHSA to explore these
relationships and to generate weights for CNN studied features.
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DYNAMIC CLASS LOADING IN THE JVM

Zholob Tetiana®
! National Aviation University, 1 Liubomyra Huzara ave., Kyiv, 0358,
Ukraine

Class loaders are a powerful mechanism for dynamically loading software
components on the Java platform. They are unusual in that they suport all
of the following features: laziness, type-safe binding, user-defined
extensibility, and multiple binding namespaces. We introduce the concept
of class loaders and demonstrate some of their interesting uses.
Additionally, we discuss how to maintain type safety in the presence of
user-defined dynamic class loading.

Keywords: Java, JVM, ClassLoader

Introduction

In this article, we explore an important feature of the Java Virtual
Machine: dynamic class loading. This is the core mechanism that
provides much of the power of the Java platform: the ability to install
software components at runtime. An example of a component is an aplet
that is loaded into a web browser. Although many other systems 0 0 also
suport some form of dynamic loading and linking, the Java platform is the
only known system that includes all of the following features:

- Delayed loading. Classes are loaded on demand. Class loadi ng is
delayed as long as possible, reducing memory usage and improving
System response time.

- Type-safe connection. Dynamic class loadi ng should not violate Java
Virtual Machine type safety. Dynamic load ing should not require
additional runtime checks to ensure type safety. Additional checks
during connection are acceptable because these checks are performed
only once.

- User-defined class loading policy. Class loaders are first-class
objects. Programmers have full control over dynamic class loading. A
user-defined class loader can, for example, specify a remote location
from which classes are loaded, or assign apropriate security attributes
to classes loaded from a specific source.

- Multiple namespaces. Class loaders provide separatenamespaces for
different software components. Forexample, the HotjavaTM browser
loads applets fromdifferent sources into separate class loaders.
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Theseapplets may contain classes of the same name, but theclasses
are treated as distinct types by the Java virtualmachine.

In contrast, existing dynamic linking mechanisms donot support all of
these features. Although most operatingsystems support some formof
dynamic linked libraries, suchmechanisms are targeted toward C/C++
code, and are nottype-safe. Dynamic languages such as Lisp [13],
Smalltalk[6], and Self [21] achieve type safety through additionalrun-time
checks, not link-time checks.The main contribution of this paper is to
provide thefirst in-depth description of class loaders, a novel
conceptintroduced by the Java platform. Class loaders existed inthe first
version of the Java Development Kit. Theoriginal purpose was to enable
applet class loading in theHotjava browser. Since that time, the use of
class loadershas been extended to handle a wider range of
softwarecomponents such as server-side components (servlets)
[11],extensions [10] to the Java platform, and JavaBeans [8]components.
Despite the increasingly important role of classloaders, the
underlyingmechanismhas not been adequatelydescribed in the literature. A
further contribution of this paper is to present asolution to the long-
standing type safety problem [20] withclass loaders. Early versions of the
JDKCcontained a serious flaw in class loader implementation.Improperly
written class loaders could defeat the type safetyguarantee of the Java
virtual machine. Note that the typesafety problem did not impose any
immediate security risks,because untrusted code (such as a downloaded
applet) wasnot allowed to create class loaders. Nonetheless,
applicationprogrammerswho had the need towrite customclass
loaderscould compromise type safety inadvertently. Although theissue
had been known for some time, it remained an openproblem in the
research community whether a satisfactorysolution exists. For example,
earlier discussions centeredaround whether the lack of type safety was a
fundamental limitation of user-definable class loaders, and whether
wewould have to limit the power of class loaders, give uplazy class
loading, or introduce additional dynamic typecheckingat runtime.

ClassLoaders

The purpose of class loaders is to support dynamic loading of software
components on the Java platform. The unit of software distribution is a
class. Classes are distributed us-ing a machine-independent, standard,
binary representation known as the class file format 0. The
representation of an individual class is referred to as a class file. Class
files are produced by Java compilers, a nd can be loaded into any Java
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virtual machine. A class file does not have to be stored in an actual file;
it could be stored in a memory buffer, or obtained from a network
stream.

Overview of ClassLoading

The Java virtual machi ne uses class loaders to load class files and create
class objects. Class loaders are special objects that are defined by Java
code. These are examples of the ClassLoader class shown in Omuoka!
Hcrounuk ccbuikd He Haiigen.. We have omitted the methods that are
not di rectly relevant to this presentation. The ClasLoader.loadClass
method takes a class name as argument, and returns a Class object that is
the run-time representation of a class type.

class ClassLoader {
public Class loadClass(String name):
protected final Class defineClass(String name,
byte[] buf, int off, int len);
protected final Class findLoadedClass(String name):
protected final Class findSystemClass(String name);

Figure 1. The ClasLoader class

Multiple Class Loaders

A Java application may use several different kinds of class loaders to
manage Various software components. For example, Figure 2 shows how
a Web browser written in Java may use class loaders.

This example shows the use of two types of class loaders: user-defined
class loaders and the system class loader supplied by the Java virtual
machine. User-defined class loaders can be used to create classes that
originate from user-defined sources. For example, it creates an applet
loader that downloads a navigation program.0 We use a separate class
loader for the web browser application itself. All system classes (such as
java.langString) are loaded into the systemclass loader. The Java Virtual
Machine basically supports the System class loader.
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Figure 2. Class loaders in a web browser

The arrow s in the figure indicate the delegation relationship betwen class
loaders. A class loader L1 can ask another loader L2 to load a class C on
its behalf. In such case, L1 delegates C to Applets and application loaders,
for e xample, delegate all systemclasses to the systemclass loader. All
system classes, as a result, are shared among the application and the
applets.0 This is desirable because type safety would be vi olated if,
applet and system code, for example, had a different notion of what the
type java.langString was.

Delegating class loaders allow us to ma intain namespace separation
while still sharing a common set of classes.0 A class type is uniquely
determined by the combination of the class loader and class name, in the
Java virtual machine. Application class loaders and applet delegate to the
system class loader. This guarantes that all system class types are
unrepeatable, such as java.langString. A class named Cloaded in applet 1
is supposed to a different type from a class named Cin applet 2, n the
other hand. They are defined by di fferent class loaders, though these two
classes have the same name. These two classes can be absolutely
unrelated, in fact. They may have di fferent fields or methods, for
example.

Because of applets are loaded in separate class loaders, classes from
one applet cannot interfere with classes in another. This is crutical in
guaranteing Java platform security.0 Applets cannot acess the classes
used to implement the browser, first of all bec ause the browser resides in
a separate class loader. Applets are only allowed to acess, exposed in the
system classes, the standard Java API.

The Java vi rtual machine starts up by using created the application
class loader to load the initial browser class. Application execution starts
in the public class method void main(String[]) of the initial class. The
invocation of this method drives all further execution. Execution of
instructions may cause loading of additional classes. The browser also
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creates additional class loaders for downloaded applets, in this
application.0

The garbage collector unloads applet classes that are no longer
referenced. Each class object contains a reference to its defining loader;
each class loader re fers to all the classes it defi nes. This means that,
from the garbage collector’s point of view, classes are strongly connected
with their defining loader.0 Classes are unloaded when their defining
loader is garbage-collected.

Aplications of ClassLoaders
Reloading Classes

It is often desirable to upgrade software components in a long-running
application such as a server. The upgrade must not require the application
to shut down and restart.

On the Java platform, this ability translates to reloading a subset of the

classes already loaded in a running virtual machine. It corresponds to the
schema evolution 0 problem, which could be rather difficult to solve in
general. Here are some of the difficulties:
. There may be live objects that are instances of a class we want
to reload. These objects must be m igrated to conform to the schema of
the new class.0 For example, if the new version of the class conta ins a
different set of instance fields, we must somehow map the existing set of
instance field values to fields in the new version of the class.

. Simi larly, we may have to map the static field values to a
different set of static fields in the reloaded version of the class.
. The application may be executing a method that belongs to a

class we want to reload.

We show how it is sometimes possible to bypass them using class
lo aders.0 By organi zing software components in separate class loaders,
programmers can often avoid dealing with schema evolution. Instead,
new classes are loaded by a separate loader.

Figure 3 illustrates how a Server class can dynamically redirect the
service requests to a new version of the Service class. The key technique
is to load the server class, old service class, and new service class into
separate class loaders. For example, we can define Server using the
MyClassLoader class introduced in the last section.
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Figure 3. Class Server redirects to a new version of Service class

class Server {
private Object service;

public void updateService(String location) {
MyClassLoader cl = new MyClassLoader(location);
Class ¢ = cl.loadClass("Service");
service = c.newlnstance();

}

public void processRequest(...) {
Class ¢ = service.getClass();
Method m = c.getMethod("run", ...);
m.invoke(service, ...);

}

The Server.processRequest method redirects all incoming requests to a
Service object stored in a private field. It uses the Java Core Reflection
API 0 to invoke the “run” method on the service object. In addition, the
Server.updateService method allows a new version of the Service class to
be dynamically loaded, replacing the existing service object. Callers of
update Service supply the the location of the new class files. Further

requests will be redirected to the new object referenced to by service.

To make reloading possible, the Server class must not directly refer to

the Service class:
class Server {
private Service service;

public void updateService(String location) {
MyClassLoader cl = MyClassLoader(location);
Class ¢ = cl.loadClass("Service");
service = (Service) c.newlnstance();
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Once the Server class resolves the symbolic reference to a Service, it
will contain a hard link to that class type. An already-resolved reference
cannot be changed.0 The type conve rsion in the last line of the
Server.updateService method will fail for new versions of Service
returned from the class loader.

Reflection allows the Server class to use the Service class without a
direct reference. Alternatively, Server and classes can share a common
interface or superclass:

class Server {

private Servicelnterface service;

public void updateService(String location) {
MyClassLoader cl = new MyClassLoader(location);
Class ¢ = cl.loadClass("Service");
service = (Servicelnterface) c.newlInstance();

public void processRequest( ... ) {
service.run(...);
}
}

Dispatching through an interface is typically more efficient than
reflection. 0 The interface type itself must not be reloaded, because the
Server class can refer to only one Ser vicelnterface type. The get
ServiceClass method must return a class that implements the same
Servicelnterface every time.

After we call the updateService method, all future requests will be
processed by the new Service class. The old Service class, however, may
not have finished processing some of the earlier requests. Thus two
Service classes may coexist for a while, until all uses of the old class are
complete, all references to the old class are dropped, and the old class is
unloaded.

Maintaining Type-safe Linkage

The loadClass method may return different class types for a given name
at different times. To maintain type safety, the virtual machine must be
able to consistently obtain the same class type for a given class hame and
loader. Consider, for example, the two references to class X in the
following code:

class C {
void fiX x) { ... }
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void g() { f(new X()); }
}

If C's class loader were to map the two occurrences of X into
different class types, the type safety of the method call to f inside g
would be compromised.

The virtual machine cannot trust any user-defined loadClass method
to consistently return the same type for a given name. Instead, it
internally maintains a loaded class cache. The loaded class cache maps
class names and initiating loaders to class types. After the virtual
machine obtains a class from the loadClass method, it performs the
following operations:

- The real name of the class is checked against the name passed to
the loadClass method. An error is raised if loadClass returns a
class that does not have the requested name.

- If the name matches, the resulting class is cached in the loaded
class cache. The virtual machine never invokes the loadClass
method with the same name on the same class loader more than
once.

Temporal Namespace Consistency

According to the analysis of foreign publications [21-27], the most
commonly used passwords at present are passwords associated with
personal data, which include birthdays, passport numbers, phone
numbers, e-mail addresses, etc. Using the proposed approach, we will
establish how the dependence ofppersonal information on the number of
categories used in the password.

The study poses and solves the problem of determining an effective
password based on the theory of planning and processing the results of
experiments.

This analysis of the results obtained allows us to conclude that
password efficiency is primarily affected by password duration. The
effect of mutual influence, based on the initial conditions of the
experiment, practically does not have a significant effect on the listed
condition of reliability, which made it possible to exclude this regressor
from the equation.

Solution

A straightforward solution to the type-safety problem is to uniformly
use both the class's name and its defining loader to represent a class type
in the Java virtual machine. The only way to determine the defining
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loader, however, is to actually load the class through the initiating

loader. In the example in the previous section, before we can determine

whether C.f's call to Delegated.qg is type-safe, we must first load Spoofed
in both L1, and L2, and see whether we obtain the same defining loader.
The shortcoming of this approach is that it sacrifices lazy class loading.

Our solution preserves the type safety of the straightforward
approach, but avoids eager class loading. The key idea is to maintain a
set of loader constraints that are dynamically updated as class loading
takes place. In the above example, instead of loading Spoofed in L1 and
L2, we simply record a constraint that Spoofed L1 = Spoofed L2. If
Spoofed is later loaded by L1, or L2, we will need to verify that the
existing set of loader constraints will not be violated.

What if the constraint Spoofed L1 = Spoofed L2 is introduced after
Spoofed is loaded by both L1 and L2. It is too late to impose the
constraint and undo previous class loading.

We must therefore take both the loaded class cache and loader
constraint set into account at the same time. We need to maintain the
invariant: Each entry in the loaded class cache satisfies all the loader
constraints. The invariant is maintained as follows:

- Every time a new entry is about to be added to the loaded class
cache, we verify that none of the existing loader constraints will be
violated. If the new entry cannot be added to the loaded class cache
without violating one of the existing loader constraints, class loading
fails.

- Every time a new loader constraint is added, we verify that all
loaded classes in the cache satisfy the new constraint.If a new
loader constraint cannot be satisfied by all loaded classes, the
operation that triggered the addition of the new loader constraint
fails.

Let us see how these checks can be applied to the previous
example. The first line of the C.f method causes the virtual machine to
gnerate the constraint Spoofed L1 = Spoofed L2.

If L1 and L2, have already loaded the Spoofed class when we
generate this constraint, an exception will immediately be raised in the
program. Otherwise, the constraint will be successfully recorded.
Assuming Delegated.g loads Spoofed L2 first, an exception will be
raised when C.f tries to load Spoofed L2 later on.

Conclusions

We have presented the notion of class loaders in the Java platform. Class
loaders combine four desirable features: lazy loading, type-safe linkage,
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multiple namespaces, and user extensibility. Type safety, in particular,
requires special attention. We have shown how to preserve type safety
without restricting the power of class loaders.

Class loaders are a simple yet powerful mechanism that proven to be
extremely valuable in managing software has components.
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